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DEPARTMENT OF DIGITAL AND CYBER FORENSIC SCIENCE
PROGRAMME OUTCOMES

On successful completion of the programme, the graduates will have

POL Critical Thinking: Understand the fundamental concepts of Computers, Business
environment and IT application and business.

PO? Design/Development of Solution: Understand & analyze technical data to reach actionable
conclusions, including technological solutions to the business.
Modern Tool Usage: Learn technologies & Programming languages in addressing

PO3
problems.

PO4 The Social interaction: Develop competent technical writing skills so as to enable the
graduate to have effective communication in business.

POS Environment and Sustainability: Gain the attitude of continuous learning and deriving
innovative ideas.

POG Ethics :Apply ethical principle and commit to professional ethics responsibilities as per the
norms of the IT industry
Individual and Team Work: Adopt team building environment and will be a good team

PO7
player.

POS Communication: Create improved communication and business management skills,
especially in providing technical support.
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DEPARTMENT OF DIGITAL AND CYBER FORENSIC SCIENCE
PROGRAMME SPECIFIC OUTCOMES (PSOs)

After the successful completion of the programme, the students are expected to

PSO1 To emphasize the importance of scientific methods in crime detection.

PSO2 To disseminate information on the advancements in the field of forensic science.

PSO3 To highlight the importance of forensic science for perseverance of the society.

PSO4 To review the steps necessary for achieving highest excellence in forensic science.

PSO5 To generate talented human resource, commensuration with latest requirements of
forensic science.
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NEHRU ARTS AND SCIENCE COLLEGE
(AUTONOMOUS)
REGULATIONS FOR UNDERGRADUATE DEGREE COURSES

Choice Based Credit System blended with Outcome Based Education
Regulations with effect from the Academic Year 2023-2024
Definition
a) Programme — A course of study leading to the award of a degree in a discipline.
(E.g.: B. Sc./B. Com.)
b) Branch — Discipline of study (e.g. B.Sc. Computer Science)
c) Curriculum — The various courses (subjects) a student must study in a particular branch.
d) Course — The Theory & Practical subject offered under each curriculum.
e) Credit — A unit of measurement based on the duration of the contact hours, content and quality

of the subject matter.

1. UG Curriculum

The UG Curriculum follows CBCS pattern and the medium of instruction is English.

2. Eligibility for Admission to the Course

Candidates for admission to the first year of the UG degree programmes are required to have
passed the higher secondary examination (Academic or Vocational) conducted by the Govt. of
Tamil Nadu in the relevant subjects or other examinations accepted as equivalent thereto by the

Parent University, subject to such other conditions as may be prescribed thereof.

3. Duration of the Programme

The UG programme will comprise six semesters with two semesters per academic year,
extending over a total duration of three years. Examination shall be conducted at the end of every
semester for the respective courses. Each semester has 90 instructional days consisting of 5
teaching hours per working day. Thus, each semester has 450 teaching hours and the whole

programme has 2700 teaching hours.

4. Choice Based Credit System (CBCS)

All Undergraduate Programmes offered by the University shall be under Choice Based
Credit System (CBCS). Choice based credit system is introduced with the aim of offering
flexibility in the choice of courses to the students.
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Objectives of the Choice Based Credit System

>

>

To facilitate the students to have greater flexibility in their choice of courses.

To widen the spectrum of knowledge of students by means of Core, Allied,

Project / Electives, Value Education, Environmental Studies and Skill Based Subjects.

To revamp the curriculum which enables to impart entrepreneurial skills and placement

potentials qualities.

To incorporate need based knowledge in tune with the location and neighborhood of the

Institution.

To allocate credit points to each paper of the study based on the weightage of the

contact hours, content and quality.

To extend opportunities to fast learners in order to earn additional credit from advanced

as well as additional courses.

To maintain the total credit points of each programme on par with international

standards.

5. Outcome Based Education (OBE)
OBE is an educational theory that bases each part of aneducational system around

goals (outcomes). By the end of the educational experience, each student should have achieved

the goal.

Objectives of Outcome based curriculum

>

>

The programme outcomes and Programme specific outcomes are clearly identified and

unambiguously specified regarding the content, context and competence.

The expected outcome should be defined by setting bench marks for each level of the
programme. Benchmark should tackle and define specifically, the goals of the
curriculum and verify ways to access whether the students have reached these goals at

the level of study;

OBE is driven by assessments that focus on well defined learning outcomes and not by
other factors such as what is taught, the duration taken by the student to achieve the
outcomes or which path the students take to achieve their targets. In OBE, assessment

techniques must be with clear description of expected performance.
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Definitions
Outcome: An outcome of an educational Programme is what the student should be able to do at

the end of a Programme / Course / Instructional Unit.
Levels of Outcomes

» Programme Outcomes: POs are statements that describe what the students graduating
from any of the educational Programmes should be able to do.

» Programme Specific Outcomes: PSOs are statements that describe what the graduates
of a specific educational Programme should be able to do.

» Course Outcomes: COs are statements that describe what students should be able to do

at the end of a course

Learning Outcomes: It describes levels of achievement that can be attained across
the domains of learning. Here K1 representing Remember; K2 - Understanding;
K3 — Apply; K4 — Analyze; K5 — Evaluate, K6 — Create are used to measure the levels of

achievement in learning.

6. Course of Study
The Course of Study for the UG degree courses of all branches shall consist of the

following:

6.1. Part I : Language : Tamil or any one of the modern / Classical languages i.e. Malayalam,
French and Hindi.

It is absolutely obligatory for all the UG students to study a language under part I.
A student can select and study any one of the languages offered under part I. The syllabus drafted
would enable the students to communicate with the ease and effectiveness in that language.
It shall be offered during the Semesters I to IV with one examination at the end of each semester.

6.2. Part Il : Language : English

The study of English has been made mandatory for all UG students under part II.
English being the window to the outer world in the context of the globalization scenario, the
contents of the syllabus is tailored in a fashion suitable for imparting the classical and the modern
facets of the language and literature, besides conferring a mastery of fluency and command over the
language, providing a clout to compete for employment opportunities. The subject shall be offered
during the Semesters I to IV with one examination at the end of each semester.
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6.3. Part I11 : Core Subjects, Allied Subjects and Project or Elective Courses:

1) Core Subjects : Each programme has a group of Core courses arranged semester wise.
The syllabi of the core courses will enlighten the students in the acquisition of the basic concepts of
their respective disciplines, besides getting focused on to the recent trends. The core courses will
span over six semesters and examination shall be conducted in the core subjects at the end of every

semester.

2) Allied Subjects : In all disciplines, the UG students must study Allied courses along
with the core courses, which would supplement, suit and support the major course of study. The
Allied Subjects is to be studied during the first four semesters of the UG programmes and

examination shall be conducted at the end of every semester.

3) Project , Internships and Electives with three Courses : In all disciplines, the UG
student shall undergo a Project and Internships (if any) and he / she must study three Elective

Courses.

Three Elective courses are to be offered one in the V semester and two in the VI Semester.
Elective subjects are to be selected from the list of electives prescribed by the concerned Board of

Studies during the fifth and Sixth Semester along with the Core Subjects.

A student shall take up a project work in addition to his elective subjects. The report of the
study should be submitted at the end of course duly certified by the supervisor and forwarded by the
Head of the Department / Principal of the College. The Head of the Department of the programme
concerned shall assign a project supervisor, who in turn shall assign the topic and monitor the
project work of the student.

A student shall complete Internship (if any) as per the recommendations of BoS concerned.

6.4. Partlv

1. a) Those who have not studied Tamil up to XII std and taken a Non-Tamil language under
Part-1 shall take Tamil Comprising of two Courses. The course content of which shall be
equivalent to that prescribed for the 6" Standard by the Board of Secondary Education and
they shall be offered in the third and fourth semesters.

b) Those who have studied Tamil up to XII std and taken a Non-Tamil language under Part-I
shall take Advanced Tamil comprising of two Courses in the third and fourth semesters.
(OR)
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c) Others who do not come under the above a + b categories can choose the following Non-
major electives (NME) comprising of two courses with 2 credits each (4 credits) in the third
and fourth semesters.

1) Consumer Affairs / Gender Sensitization / Women’s Rights (111 semester.)
2) General Awareness (IV semester.)
Note: The assessment for the category in Part IV — 1 b and 1 ¢ subjects shall be through End
Semester examination (ESE) for the total marks prescribed. There shall be no

Continuous Internal Assessment (CIA).

2. Skill Based Subjects : For UG degree, four skill based subjects are to be offered one each in
I11, 1V, V and VI Semesters based on the skill based courses recommended in Naan Muthalvan
scheme of Govt. of Tamilnadu. The examination shall be conducted in the skill based subjects

at the end of the semesters where they are offered.

3. Ability Enhancement Compulsory Course — Human Rights and Constitution of India:
It is a course to impart the knowledge about the basic Human rights, Classification of

human rights, Human Rights Commission and Constitution of India. The total mark is 50 for 2
credits. One Internal Examination shall be conducted for 25 marks in the 1l semester during CIA

Il and there is no ESE. The learning outcomes are further measured by various assessment

criteria for 25 marks by the course teacher concerned.

4. Ability Enhancement Compulsory Course — Environmental Studies : It is a course on
Environmental Science which underlines the importance of environment apart from sensitizing
students to the dimensions of Environmental problems. The total mark is 50 for 2 credits. One
Internal Examination shall be conducted for 25 marks in | semester during CIA 11 and there is
no ESE. The learning outcomes are further measured by various assessment criteria for 25

marks by the course teacher concerned.

5. Human Values and Yoga Practice: It is a course to inculcate human values among students
to develop physical, mental, social and spiritual health which will enhance personality
of the students and also improve the institutional climate in the campus. Human Values
and Yoga Practice is offered during Semesters | and Il with one hour of Yoga and one hour of
Human values to be handled alternatively in a week. This course carries a total of 50 marks
comprising 25 marks of Internal Practical Assessment for Yoga and 25 marks of written

Examination for Human values during CIA 111 of Semester 1.
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6. Skill Based Open Elective Courses (Extra Departmental Courses): Any student studying
any programme can do course except the course offered by his / her Department.
All the UG programmes shall offer two skill based courses as Extra department Courses,
during semester 111 with 2 credits each. The students can choose one among the courses offered
by other departments. The examination will be conducted at the end of the semester. There shall

be no continuous Internal Assessment (CIA).

7. Value Based Open Elective Courses (Intra School Courses) : During Semester 1V, list of
Open Elective Courses are offered to Students. These Courses are value based and help to
inculcate the values and positive attitude among the Students. Each School will offer a list of
courses and the Students shall choose any one open Elective Course they prefer and appear for
the Examination to earn 2 mandatory credits. The examination will be conducted at the end of
the Semester. There shall be no continuous Internal Assessment (CIA). However the NCC

Cadets will appear for theory paper in NCC to earn these credits.

6.5. Part V : Extension Activities : Every student shall participate compulsorily for period
of not less than two years (4 semesters) in any one of the programmes. (NSS / Sports and
Games/ YRC/RRC)

Each student must choose any one of the courses offered during the first four
semesters. The object of the slot is to build- up the ethics, awareness and involvement in social
service, acquisition of knowledge and training in discipline leading to national integration and

patriotism, and feeling fit and fine through participation in games and athletics.

The student’s performance shall be examined by the staff in-charge of extension activities
along with the Head of the respective departments and a senior member of the Department on the

following parameters.

» 20% of marks for Regularity of attendance

» 60% of marks for Active Participation in classes / camps / games / special camps /
programmes in the College / District / State / University activities.

» 10% of marks for Exemplary Awards / Certificates / Prizes.

» 10% of marks for other Social components such as Blood Donations, Fine Arts, etc.

The grades will be awarded at the end of the Fourth Semester. The mark sheet shall carry
the gradation relevant to the marks awarded to the candidates. The marks shall be sent to the

Controller of Examinations before the commencement of the final semester examinations.
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Table 1 : Grades for Extension Activity

Range of Marks Grade Point Letter Grade Description
90 - 100 9.0-10.0 o OUTSTANDING
80 -89 8.0-8.9 D+ EXCELLENT
75-179 75-79 D DISTINCTION
70-74 7.0-74 A+ VERY GOOD
60 — 69 6.0-6.9 A GOOD
50 - 59 5.0-59 B AVERAGE
40-49 4.0-4.9 C SATISFACTORY
00-39 0.0 U RE-APPEAR
ABSENT 0.0 AAA ABSENT

This grading shall be incorporated in the mark sheet to be issued at the end of the semester.
(Handicapped students who are unable to participate in any of the above activities shall be required

to take a test in the theoretical aspects of any one of the above fields and be graded and certified

accordingly)

7. Additional Credit Course

Students are given the opportunity to undertake optional papers, additional to their

compulsory papers, in order to gain additional credit that would boost their grades.

mandatory. Students can earn to a maximum of 10 credits.
Table 2: Regulations for Additional Credits

S. Subiect Credit/ Total

No. J course credits
Presentation / Publication of Research papers in

1 : 1 1
International Conferences / Journals.

2 | Completion of Diploma / Certificate Courses 1 1

3 | Self Study Papers 1 2

4 | MOOC Courses prescribed by the Departments 1 2
Achievements - Sports / Social Activities /

5 Co curricular / Extracurricular  Activities at 1 1
University / District / State / National / International
levels

6 | Swachh Bharath Summer Internship Programme 2 2
Visits Abroad for Participation in International

7 . 1 1
Academic events

Total 10
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Rules: The Students can earn additional credits only if they complete the above during the course

period (11 to V Sem.) and based on the following criteria. Proof of Completion must be submitted

to the Office of Controller of Examinations to award additional credits.

1.

Students can earn an additional credit if they present / publish research papers in
International conferences / reputed Journals

Students can complete Diploma / Certificate Courses for a minimum of 30 hrs (Il to V Sem.
only) from reputed centres and the same certificate shall be produced to earn a credit. They
shall be guided by the Department if needed.

Students can earn one credit, if they complete One Self Study Paper prescribed by the
Department. The Departments shall offer two Self Study Papers.

Students can earn one Credit, if they complete any one MOOC courses prescribed by the
Department.  Students shall earn a maximum of 2 Additional Credits by completing 2
online courses.
Award Winners in Sports / Social Activities / Co curricular / Extra Curricular Activities at
University / District / State / National / International levels can earn one Extra Credit by
producing the Certificate.

As per the direction of Ministry of Human Resource Development, Swachh Bharath
Summer Internship Programmme is introduced to the students as an optional paper.
Students interested to join the internship programme are required to register and report the
activities conducted during the internship period on the website https://sbsi.mygov.in.
They shall gain 2 credits if they produce Swachh Bharath Internship Certificate provided by
MHRD on completion of their internship.

. Extra Credit for NCC Cadets : NCC Cadets shall gain Extra credits as mandated by UGC

and Bharathiar University apart from 2 credits to be added for Part V-Extension Activity
during Semester VI. The regulations for the Extra credits shall be communicated to the
Cadets through the NCC Officer of the College.

Requlations for Awarding credits to NCC Cadets

Credits Allocated
Semester Remarks

Camp | Theory

i 2 Credits if 1st camp merged with 3 Semester

Y 2 Under Value based Open Elective course ( Mandatory

credit)
\ 2 Credits if 2" camp merged with 5 Semester
Total 6 credits
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8. Value Added Course

Each Department shall conduct a Value Added Course to their students during Il and IV
Semesters for 50 to 60 hours. The MoU with the Industry shall be signed and the Classes shall
be conducted without affecting the regular class hours. The Examination and the Valuation shall
be conducted by the Industry. The HoD of concerned department shall forward the marks to the
Examination section during the end of IV semester and the Grade shall be awarded by the CoE.

This is based on the Naan Muthalvan scheme of Govt. of Tamilnadu.

9. Scheme of Examination

Table 3: Summary: CBCS for Undergraduate programmes with language for Four Semesters

Components of Study Sstc))jec():fcs %Let?jgcgir C-I;gfja;'lcs Marks I\-}I-eolfrils
Part-1: Tamil / Other Languages 2+2=4 3 12 75 300
Part-11 : English 2+2=4 3 12 75 300
Part-111
Core subjects 14 -18 2/13/4 64-66 | 50/75/100
Allied subjects 4-6 21314 14-16 | 50/75/100| 2300
Electives 3 4 12 100
Part-1\VV

1. (a) Those who have not studied Tamil
up to XIlI std. and taken a non-Tamil
language under part-1 shall take basic
Tamil comprising of two courses(level
will be at 6™ std.)

(b) Those who have studied Tamil up to 2 2 4 50 100
XI1 std and taken a non —Tamil language
under part-1 shall take Advance Tamil
comprising of two courses.

| others who do not come under a + b
can  choose  non-major  elective
comprising of two courses.(NME)

2. Skill based subjects 4 3 12 75 300
3. I—_Iuman Rights and Constitution of 1 9 5 50 50
India

4. Environmental Studies 1 2 2 50 50
5. Human Values and Yoga Practice 1 2 2 50 50
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6. Value Added Course 1 - - - Grade
7. EDC (Extra Departmental Course) 1 2 2 50 50
8.0pen Elective Courses 1 2 2 50 50
Part V: Extension activities 1 2 2 50 50
Total 144 3600
Additional Credits Il — V Semesters 10 credits

e No CIA marks for Additional Credit
e No CIA Tests or ESE for Extension Activities.

e For Value added course, Examination shall be conducted by the Industry for 100 marks
for a duration of 3 hours.

10. Requirement to appear for the Examinations

Attendance Requirements for the Students appearing for ESE

The guidelines of attendance requirement issued by Bharathiar University are adopted by the

College. Attendance shall be considered semester- wise (not annually).

A candidate shall be permitted to appear for the Semester Examinations in any semester, if
he / she secures not less than 75% of attendance in the total number of working days during
the semester and if his / her progress has been satisfactory, and his / her conduct has been
satisfactory.

Those who have obtained below 75% and above 65% of attendance shall pay condonation
fee and shall write the examination in the same semester with due permission from the

Principal.

Those who have below 65% and above 50% of attendance are not eligible to write the
examination in current semester subjects but are permitted to continue their studies in the
next semester provided that this is the first time that the candidate earned attendance
between 50% and 65%. Else the candidates have to discontinue the course and re-join in
the same semester subjects in the next year with proper approval of the Principal. However,

the candidates are eligible to write arrear subjects if any.

Those who have below 50% of attendance have to redo the semester.
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11. Restrictions to appear for the examinations

a) Any candidate having arrear paper(s) shall have the option to appear in any arrear paper

along with the regular semester papers.

b) Candidates who fail in any of the course of Part I, 11, Ill, IV & V of UG degree examinations
shall complete the course concerned within 5 years from the date of admission to the said
programme, and if they fail to do so, they shall take the examination in the texts / revised
syllabus prescribed for the immediate next batch of candidates. If there is no change in the
texts / syllabus they shall appear for the examination in that course with the syllabus in
vogue until there is a change in the texts or syllabus. In the event of removal of that course
consequent to change of regulation and / or curriculum after 5 year period, the candidates
shall have to take up an equivalent course in the revised syllabus as suggested by the
Chairman of the concerned board of studies and fulfill the requirements as per the

regulations for the award of the degree.

12. Medium of Instruction and Examinations
The Medium of instruction and Examinations for the courses of Part I, Il & IV shall be in the
language concerned. For part Il courses, the medium of instruction and the medium of

Examination are English.

13. Distribution of Marks

The following are the distribution of marks for Examination & Evaluation pattern:

Table 4 : Distribution of Marks between End Semester Exam (Theory) and Internal
Assessment is 75 : 25

External Internal Overall Passing
Total - — Minimum
Marks Max Passing Minimum for Total Marks
Marks for Max. Marks (Internal +
External alone External)
100 75 30 25 40
75 55 22 20 30
50 40 16 10 20
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Table 5 : The following are the Distribution of marks for the Continuous Internal Assessment
in the theory papers of UG programmes

S. No. For Theory - UG courses Distribution of Marks
01. CIA | ) 4 2
02. CIA 1l (Online Test) 4 2
03. CIA 1 6 5 4
04. OBE Evaluation — Tool 01 3 2 1
05. OBE Evaluation — Tool 02 3 2 1
06. OBE Evaluation — Tool 03 3 3 -

TOTAL MARKS 25 20 10

14. Continuous Internal Assessment (CIA)

Three CIA’s shall be conducted at regular Intervals. CIA I shall be a 2 hours written test for
a maximum of 50 marks and CIA Il shall be conducted as Computer Based test (MCQ’s)
for 50 marks. CIA 111 shall be conducted as Model Examination for ESE.

15. OBE Evaluation - Assignment / Seminar / Role play, etc.

Three OBE Assessment parameters are decided for each course to evaluate the achievement
of course outcomes which shall be assessed by the concerned course teacher. The marks allotted to
this component will be awarded based on the performance of the candidate. The Rubrics for

awarding the marks shall be maintained by the Course Teacher concerned.

Table 6 : Distribution of Marks between End Semester Exam (Practical) and

Internal Assessment is 60:40.

External Internal Overall Passing
Minimum
Total i for total marks
Marks Max. Passing |
Marks Minimum for Max. Marks (Internal +
External alone External)
100 60 24 40 40
75 45 18 30 30
50 30 12 20 20
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Table 7 : Distribution of marks for the Continuous Internal Assessment in

UG practical courses

I\?é). For - UG practical Courses Distribution of Marks
01. | Laboratory Performance - Assessment Tool 01* 5 4 3
02. | Laboratory Performance - Assessment Tool 02* 5 4 3
03. | Laboratory Performance - Assessment Tool 03* 5 4 3
04. | Test 1 : During Mid semester 10 7 4
05. | Test2: As model test at the end of the semester 10 7 4
06. | Observation Note Book 5 4 3

Total Marks 40 30 20

* For measuring the Course Outcomes

16. Observation Notebook & Regularity

The marks allotted for observation notebook & regularity are awarded based on the
performance of students in writing procedure, results of the practical done during every practical
class, regularity in attending practical class, which will be accounted based on the attendance

maintained separately for practical class, and punctuality in the submission of observation notebook.

Table 8 : Distribution of marks for the External Assessment in UG Practical courses

S. No. For - UG practical courses Distribution of Marks
1. | Experiment — | 20 15 10
2. | Experiment —II 20 15 10
3. | Record 10 10 5
4. | Viva Voce 10 5 5

TOTAL MARKS 60 45 30

Table 9 : Distribution of marks for Project and Viva Voce examinations /

Industrial Training of UG programmes

External Internal Overall Passing
Total Passing Minimum
Marks Max. | Minimum for Max. Marks for Total Marks
Marks External alone (Internal + External)
100 60 24 40 40
75 45 18 30 30
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Table 10 : Distribution of marks for the Continuous Internal Assessment in UG Project /

Industrial Training Courses.

S.No.| For - UG Project courses / Industrial Training | Distribution of Marks
1. | Review—| 10 7
2. | Review — I 10 7
3. | Review —1lI 10 7
4. | Document, Preparation and Implementation 10 9
TOTAL MARKS 40 30

Table 11 : Distribution of marks for the External Examination in UG Project /

Industrial Training courses

S. No. | For - UG Project / Industrial Training courses | Distribution of Marks

1. Record Work and Presentation 40 30
2. Viva Voce 20 15
TOTAL MARKS 60 45

Table 12 : The courses which have only Continuous Internal Assessment and no

End Semester Examinations (ESE)

S. No. Subject Total Marks
1. Environmental Studies 50
2. Human Rights and Constitution of India 50
3. Basic Tamil | 50
4. Basic Tamil I 50
5. Human Values and Yoga Practice 50
TOTAL 250

For the above mentioned subjects, the examinations shall be only Continuous Internal Assessment

(CIA) as prescribed in the syllabus. The marks shall be furnished to the CoE.
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Table 13 : The courses which have only End Semester Examinations (ESE) and

no Continuous Internal Assessment

S. No. Subject Total Marks
1. Non — Major Electives / Advanced Tamil | 50
2. General Awareness / Advanced Tamil Il 50
3. Skill Based Open Elective Courses 50
4. Value Based Open Elective Courses 50
TOTAL 200

17. Passing Minimum

A candidate who secures not less than 40% in the End Semester Examination and
40% marks in the External Examination and Continuous Internal Assessment put together in any
theory course of Part I, 11, 111 & IV shall be declared to have passed the examination in the subject
(Theory and Practical). Thus the minimum pass mark for theory subject is 30 out of 75 in ESE and
also 40 marks out of 100 (CIA+ESE).

A candidate who passes the examination in all the courses of Part I, II, IlI, and
IV & V shall be declared to have passed, the whole examination. Thus to obtain UG degree a
student should pass in all the courses prescribed in the concerned programme and also he / she
should earn 144 credits.

18. Marks & Grade
Once the marks of the CIA and End Semester Examinations for each of the course

are available, they shall be added. The mark thus obtained shall then be converted to the relevant

letter grade as per the details given below to indicate the performance of the candidate.

Table 14 : Conversion of Marks to Grade Points & Letter Grade(Performance in a course /
paper)

Range of Marks | Grade Point | Letter Grade | Description

90-100 9.0-10.0 0 Outstanding
80-89 8.0-8.9 D+ Excellent
75-79 7.5-7.9 D Distinction
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70-74 7.0-7.4 A+ Very Good
60-69 6.0-6.9 A Good
50-59 5.0-5.9 B Average
40-49 4.0-4.9 C Satisfactory
00-39 0.0 U Re-Appear
ABSENT 0.0 AAA Absent

19. Grade Point Average (GPA)

Grade point average (GPA) is calculated for each part taking into account all the courses
studied under each part. Calculation of grade point average semester-wise and part-wise is as

follows:
GPA = Sum of the multiplica tion of grade points by the credits of the courses
Sum of the credits of the courses in a semester
GPA = Zi(Ci * GI)

Zici

Where C; = Credit earned for course i in any semester.

Gi = Grade points obtained for course i in any semester.

20. Cumulative Grade Point Average (CGPA)

For the entire program CGPA is calculated in the following manner:

Zn ZiCni *Gni
2.0 24C,

Sum of the multiplica tion of grade points by the credits of
CGPA = the entire programme under each part

Sum of the Credits of the Courses of the entire programme under each part

CGPA =

21. Classification of CGPA

A candidate who has passed all the examinations under different parts (Part-1 to Part V) is

eligible for the following part wise computed final grades based on the range of CGPA.
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Table 15 : Classification of performance of Students based on the Cumulative Grade Points

Average
CGPA Grade Classification of Final Result

9.5-10.0 O+

First Class - Exemplary
9.0 and above but below 9.5 @)
8.5 and above but below 9.0 D++
8.0 and above but below 8.5 D+ First Class with Distinction
7.5 and above but below 8.0 D
7.0 and above but below 7.5 A++
6.5and above but below 7.0 A+ First Class
6.0and above but below 6.5 A
5.5 and above but below 6.0 B+

Second Class
5.0 and above but below 5.5 B
4.5 and above but below 5.0 C+

Third Class
4.0 and above but below 4.5 C
0.0 and above but below 4.0 U Re-appear

A candidate who passes all the examinations in Part | to Part VV securing following CGPA and

Grades shall be declared as follows for Part | or Part Il or Part I11:

a) A candidate who has passed all the Part-111 subjects examination in the first appearance
within the prescribed duration of the UG programmes and secured a CGPA of 9 to 10
and equivalent grades “O” or “O+” in part Ill comprising Core, Electives and Allied

subjects shall be placed in the category of “First Class — Exemplary”.

b) A candidate who has passed all the Part-111 subjects examination in the first appearance
within the prescribed duration of the UG programmes and secured a CGPA of 7.5t0 9
and equivalent grades “D” or “D+” or “D++" in part III comprising Core, Electives and

Allied subjects shall be placed in the category of “First Class with Distinction”.

c¢) A candidate who has passed all Part-l1l subjects examination of the UG programmes
and secured a CGPA of 6 to 7.5 and equivalent grades “A” or “A+” or “A++” shall be
declared to have passed that part in “First Class”.
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d) A candidate who has passed all Part-1 or Part-l1l subjects examination of the UG
programmes and secured a CGPA of 6 and above and equivalent grades “A” or “A+” or

“A++” shall be declared to have passed that parts in “First Class”.

e) A candidate who has passed all the Part-I or Part-11 or Part-111 subjects examination of
the UG programmes and secured a CGPA of 5.0 to 6 and equivalent grades “B” or
“B+” shall be declared to have passed that parts in “Second Class”.

f) A candidate who has passed all the Part-1 or Part-I1 or Part-111 subjects examination of
the UG programmes and secured a CGPA of 4.0 to 5 and equivalent grades “C” or
“C+” shall be declared to have passed that parts in “Third Class”.

g) There shall be no classifications of final results for Part IV and Part V. However, those
parts shall be awarded with final grades in the End semester statements of marks and in
the Consolidated statement of marks.

22. Improvement of Marks in the subjects already passed

Candidates desirous of improving the marks awarded in a passed subject in their first
attempt shall reappear in the subsequent semester only. The improved marks shall be considered
for classification but not for ranking. When there is no improvement, there shall not be any change

in the original marks already awarded.

23. Conferment of the Degree
No candidate shall be eligible for conferment of the Degree unless he / she

I.  Has undergone the prescribed course of study for a period of not less than six semesters
in an institution approved by / affiliated to the University or has been exempted from in
the manner prescribed and has passed the examinations as have been prescribed

therefore.

ii.  Has completed all the components prescribed under Parts | to Part V in the CBCS pattern

to earn 144 credits.

iii.  Has successfully completed the prescribed Field Work/ Institutional Training (if any) as

evidenced by certificate issued by the concerned authorities.

Nehru Arts and Science College - Coimbatore Page 18



Regulations 2023

24. Ranking

the first attempt, within the minimum period prescribed for the course of study from the date of

A candidate who qualifies for the UG degree course passing all the examinations in

admission to the course and secures | or 11 class shall be eligible for ranking and such ranking shall

be confined to 10 % of the total number of candidates qualified in that particular branch of study or
maximum of Three Ranks whichever is lower. However the Programmes will be considered for

ranking only when there are minimum of 10 students completing that Programme. The improved

marks shall not be taken into consideration for ranking.

25. Question Paper Pattern

The question paper pattern for CBCS pattern syllabi for the candidates admitted from the

Academic year 2023-24 are as follows:

A. Question Paper Pattern for Part I /Part 11/Core /Allied/Elective/Skill Based Subjects

Time : 3hrs Marks : 75
Knowledge Level Section Marks Description
K1, K2, K3 | 1-10 | A(Answer all the questions)| 10x 1 =10 |{MCQ
K2, K3 11 - 15 | B (Either or pattern) 5x5=25 |Short Answers
K3, K4 16 —21 | C (Answer 3outof 6) 3x10=230 |Descriptive/ Detailed
K3, K4 22 D (Compulsory Question) | 1x10=10 ﬁggll_g:ation Based/

B. Question Paper Pattern for Part I/Part I11/Core /Allied/Elective/Skill Based Subjects

Time : 3hrs Marks : 55
Knowledge Level Section Marks Description
K1, K2, K3 | 1-10 | A(Answer all the questions) | 10x1=10 |MCQ
K2, K3 11 - 15 | B (Either or pattern) 5x4=20 |Short Answers
K3,K4 |16-21| C (Answer3outof6) 3x6=18 Descriptive/ Detailed
K3, K4 22 D ( Compulsory Question) |1x7=7 Application Based/ HOTS
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C. Question Paper Pattern —Advanced Tamil , Open Elective Courses and Self Study Papers

Time: 3 Hours Max Marks: 50

Knowledge Level Section Marks Description

K2, K3 1-10 | A (Answer all the questions) | 10 x 2 =20 |Short Answers / Define

K3, K4 | 11 -15 | B (Either or pattern) 5x6=30 |Descriptive/ Detailed

For self study papers, Open Book Examination will be followed.

D. Question Paper Pattern for Part IV subjects

For Part IV papers like Environmental Studies, Human Rights and Constitution of India,
Human Values & Yoga Practice, Examination time shall be 2 hours with maximum of 25 marks.
The pattern shall be 5 out of 10 Questions each carrying 5 marks.

NOTE: The questions should be numbered continuously running through the Sections A, B
and C.

Questions should be evenly distributed among the unit in the syllabus in all the sections of
the question paper. While framing questions with internal choice, the questions must be identified

as (a) or (b).(e.g. 11. aor b). Further, the internal choice must be from the same unit.

ESE for General Awareness shall be conducted online with 100 multiple choice questions
(with four options) to be evaluated online. (100 x 0.5 = 50 marks)

For other courses in Part IV of UG programmes namely, Consumer Affairs, Gender
Sensitization, and Women’s Rights the question paper pattern shall be 5 out of 10.

The Controller of the Examinations shall arrange for the setting of question papers on the
basis the syllabus and the pattern of question paper duly certified by the Chairpersons of the
respective Board of Studies.

26. Syllabus
The syllabus for various courses shall be clearly demarcated into five viable units in each
course.

27. Revision of Regulations and Curriculum
The above Regulation and Scheme of Examinations shall be in vogue without any change

for a minimum period of three years from the date of approval. The College may revise / amend /

change the Regulations and Scheme of Examinations, if found necessary.

P 0P PP P
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NEHRU ARTS AND SCIENCE COLLEGE
(AUTONOMOUS)
REGULATIONS FOR POSTGRADUATE DEGREE COURSES

Choice Based Credit System blended with Outcome based Education
Regulations with effect from the Academic Year 2022-2023

Definition
a) Programme — A course of study leading to the award of a degree in a discipline.
(E.g.: M. Sc./ M. Com.)

b) Branch — Discipline of study (e.g. M.Sc. Microbiology)

¢) Curriculum — The various courses (subjects) a student must study in a particular branch.

d) Course — The theory & practical subject offered under each curriculum.

e) Credit — A unit of measurement based on the duration of the contact hours, content and

quality of the subject matter.

1. PG Curriculum

The PG Curriculum follows CBCS pattern and the medium of instruction is English.

2. Eligibility for Admission to the Course
A candidate who has passed the Degree Examination as main subject of study of this
University or an examination of some other University accepted by the Syndicate as equivalent

thereto shall be eligible for admission to the Master Degree of this College.

3. Duration of the Programme

This Course of Study shall be based on Semester System. This Course shall consist of four
Semesters covering a total of two Academic years. For this purpose, each academic year shall be
divided into two Semesters; the first and third Semesters; July to November and the second and the
fourth Semesters; December to April. The Practical Examinations shall be conducted at the end of
odd / even Semester. Each semester have 90 working days consists of 5 teaching hours per
working day. Thus, each semester has 450 teaching hours and the whole programme has 1800

teaching hours.

4. Choice Based Credit System (CBCYS)

All Postgraduate Programmes offered by the University shall be under Choice Based Credit
System (CBCS). Choice based credit system is introduced with the aim of offering flexibility in the
choice of courses to the students.
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Objectives of the Choice Based Credit System :

>
>

To facilitate the students to have greater flexibility in their choice of courses.

To revamp the curriculum, to impart entrepreneurial skills and placement potentials
qualities.

To incorporate need based knowledge in tune with the location and neighborhood of the
institution.

To allocate credit points to each paper of the study based on the weightage of the contact
hours, content and quality.

To extend opportunities to fast learners in order to earn Extra credit from advanced as
well as additional courses.

To maintain the total credit points of each programme on par with international

standards.

5. Outcome Based Education (OBE)
OBE is an educational theory that bases each part of an educational system around goals

(outcomes). By the end of the educational experience, each student should have achieved the

goal.

Objectives of Outcome based curriculum :

>

>

The programme outcomes and Programme specific outcomes are clearly identified and

unambiguously specified regarding the content, context and competence.

The expected outcome should be defined by setting bench marks for each level of the
programme.  Benchmark should tackle and define specifically, the goals of the
curriculum and verify ways to access whether the students have reached these goals at

the level of study;

OBE is driven by assessments that focus on well defined learning outcomes and not by
other factors such as what is taught, the duration taken by the student to achieve the
outcomes or which path the students take to achieve their targets. In OBE, assessment

techniques must be with clear description of expected performance.

Definitions

Outcome :

An outcome of an educational Programme is what the student should be able to do at

the end of a Programme/ course/ instructional unit.
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Levels of Outcomes
» Programme Outcomes: POs are statements that describe what the students graduating

from any of the educational Programmes should be able to do.

» Programme Specific Outcomes: PSOs are statements that describe what the graduates of

a specific educational Programme should be able to do.

» Course Outcomes: COs are statements that describe what students should be able to do

at the end of a course

Learning Outcomes : It describes levels of achievement that can be attained across the domains
of learning. Here K1 representing Remember; K2 -Understanding; K3 - Apply; K4 - Analyze;

K5- Evaluate, K6 — Create are used to measure the levels of achievement in learning.

6. CBCS Curriculum

6.1. Part A : Core Components:

Core Courses : Each programme has a group of core courses. The syllabus of the core
courses will facilitate the students in the acquisition of the basic concepts of their respective
disciplines, besides getting exposure to the recent developments. This exposure will suitably guide
the students towards their vertical mobility in their higher studies. Core courses will last till the
fourth semester. It is mandatory for all PG students to complete an online course under
SWAYAM / NPTEL platform between 2™ and 3™ semester.

6.2. Part B: Optional Courses - Advanced Learner’s Courses : ( ALC)

Students are offered the opportunity to undertake optional papers, additional to their
compulsory papers, in order to gain additional credit that would boost their grades. These are not
mandatory.  The course will be a self study nature and the concerned departments will offer
guidance. Other Advanced Learner’s Courses shall be decided during the conduct of Board of
Studies. The Examination will be of Open Book Examination model.

7. Requirement to appear for the examinations
Attendance Requirements for the Students appearing for ESE
e The guidelines of attendance requirement issued by Bharathiar University are adopted by the

College. Attendance shall be considered semester- wise (not annually).

e A candidate shall be permitted to appear for the Semester Examinations in any semester, if
he / she secures not less than 75% of attendance in the total number of working days during
the semester and if his / her progress has been satisfactory, and his / her conduct has been
satisfactory.
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e Those who have obtained below 75% and above 65% of attendance shall pay condonation
fee and shall write the examination in the same semester with due permission from the

Principal.

e Those who have below 65% and above 50% of attendance are not eligible to write the
examination in current semester subjects but are permitted to continue their studies in the next
semester provided that this is the first time that the candidate earned attendance between
50% and 65%. Else the candidates have to discontinue the course and re-join in the same
semester subjects in the next year with proper approval of the Principal. However, the

candidates are eligible to write arrear subjects if any.

e Those who have below 50% of attendance have to redo the semester.

8. Restrictions to appear for the examinations

a) Any candidate having arrear paper(s) shall have the option to appear in any arrear paper
along with the regular semester papers.

b) Candidates who fail in any of the course of PG degree examinations shall complete the
course concerned within 5 years from the date of admission to the said programme, and
if they fail to do so, they shall take the examination in the texts / revised syllabus
prescribed for the immediate next batch of candidates. If there is no change in the texts
/ syllabus they shall appear for the examination in that course with the syllabus in vogue
until there is a change in the texts or syllabus. In the event of removal of that course
consequent to change of regulation and / or curriculum after 5 year period, the candidates
shall have to take up an equivalent course in the revised syllabus as suggested by the
Chairman of the concerned board of studies and fulfill the requirements as per the

regulation curriculum for the award of the degree.

9. Medium of Instruction and examinations

The medium of Instruction and the medium of Examination is English.

10. Distribution
The following are the distribution of marks for examination & evaluation pattern.
Distribution of Marks between End Semester Exam (Theory) and Internal Assessment is 75:25.

The following table gives the distribution.
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PG - PROGRAMMES (CBCS)
Table 16: Total credit points and tenure of study for M.A., M.Com, M. Sc. and MSW

Part Courses Semesters | Credit Points Marks /
Grade
Components
I Core / Electives / Internship / Project / | to IV 94 2350
Online course

11. Additional Credits

Students are given the opportunity to undertake optional papers, additional to their
compulsory papers, in order to gain additional credit that would boost their grades. These are not

mandatory. Students can earn to a maximum of 15 credits.

S. Subiect Credit/ Total

No. J Course | Credits

1. | Presentation of Research papers in International Conferences 1 1

2. | Publication of Research Papers in reputed Journals 1 1

3. | Advanced Learners Course 2 4

4. | MOOC Courses / Swayam prescribed by the Departments 2 4

5. | Visits Abroad for Participation in International Academics events 1 1
Representation - Sports / Social Activities / Co curricular /

6. | Extracurricular Activities at University / District / State / National / 1 2
International levels

7. | Swachh Bharath Summer Internship Programme 2 2

Total 15

12. Continuous Internal Assessment (CIA)

Three CIA’s shall be conducted at regular Intervals. CIA I and Il shall be a 2 hours written
test for a maximum of 50 marks each and CIA IllI shall be conducted as Model Examination for
ESE.

13. OBE Evaluation - Assignment / Seminar / Role play, etc.

Three OBE Assessment parameters are decided for each course to evaluate the achievement
of course outcomes which shall be assessed by the concerned course teacher. The marks allotted to
this component will be awarded based on the performance of the candidate. The Rubrics for

awarding the marks shall be maintained by the Course Teacher concerned.
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14. Distribution of Marks
Table 17 : Distribution of marks for External and Internal for theory papers of PG courses

External Internal Overall Passing
Total - = Minimum
Marks Max. Passmnglnlmum Max. Mark for Total Marks
Marks or ax. Marks (Internal + External)
External alone
100 75 38 25 50
75 55 28 20 38
50 40 20 10 25

Table 18 : Distribution of Internal marks for theory papers of PG courses

S. No. For Theory - PG courses Distribution of Marks
01. CIA | ) 4 2
02. CIA 1 5 4
03. CIA I 6 5 4
04. OBE Evaluation — Tool 01 3 2 1
05. OBE Evaluation — Tool 02 3 2 1
06. OBE Evaluation — Tool 03 3 3 -

TOTAL MARKS 25 20 10

Table 19 : Distribution of marks for External and Internal for Practical papers of PG
Courses

External Internal Overall Passing
Minimum
Total [ for total marks
Marks Max. _ P_assmg | |
Marks Minimum for Max. Marks (Internal +
External alone External)
100 60 30 40 50
75 45 23 30 38
50 30 15 20 25
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Table 20 : Distribution of Internal marks for PG practical papers

I\?(S. For PG Practical Courses Distribution of Marks
01. | Laboratory Performance - Assessment Tool 01* 5 4 3
02. | Laboratory Performance - Assessment Tool 02* 5 4 3
03. | Laboratory Performance - Assessment Tool 03* 5 4 3
04. | Test1: During Mid semester 10 7 4
05. | Test2: As model test at the end of the semester 10 7 4
06. | Observation Note Book 5 4 3
Total Marks 40 30 20

Table 21 : Distribution of External marks for PG practical papers

S. No. For - UG practical courses Distribution of Marks
1. | Experiment-I 20 15 10
2. | Experiment-1I 20 15 10
3. | Record 10 10 5
4. | Viva Voce 10 5 5

TOTAL MARKS 60 45 30

Table 22 : Distribution of marks for Project and Viva Voce examinations and Continuous
Internal Assessments and passing minimum marks for the Project / Industrial Training
courses of PG programmes

External Internal Overall Passing
Total Passing Minimum
Marks Max. Minimum for Max. Marks for Total Marks
Marks | = ternal alone (Internal + External)
250 150 75 100 125
200 120 60 80 100
150 90 45 60 75
100 60 30 40 50
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Table 23 : Distribution of marks for the Continuous Internal assessment in PG Project /

Industrial Training Courses

S. No. For - PG Project courses Distribution of Marks
1. | Review-I 20 15 10 10
2. | Review-ll 20 15 10 10
3. | Review-IlI 20 15 10 10
4. | Document, Preparation and Implementation 25 20 15 10
5. | Research Paper Publication in Journals** 15 15 15 -
TOTAL MARKS 100 80 60 40

**Wherever it is not possible, an equivalent Assessment tool shall be prescribed by the

Board Chairperson.

Table 24 : Distribution of marks for the External Examination in PG Project / Industrial
Training courses

S. No. For - PG Project courses Distribution of Marks
1. | Record Work and Presentation | 100 80 60 40
2. | VivaVoce 50 40 30 20
TOTAL MARKS 150 120 90 60

15. Passing Minimum:

A candidate who secures not less than 50% in the End Semester Examination
and 50% marks in the External examination and Continuous Internal Assessment put together
in any courses shall be declared to have passed the examination in the subject
(Theory and Practical). Thus the minimum pass mark is 38 out of 75 in ESE and
50 marks out of 100 (CIA+ESE).

A candidate who passes the examination in all the courses shall be declared to have passed,
the whole examination. Thus to obtain PG degree, a student should pass in all the courses

prescribed in the concerned programme and also he / she should earn 94 credits.
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16. Grade:

Table 25 : Classification of Grade for PG Students based on the Percentage of marks

Range of Marks | Grade Point (L;gtgg Description

90 - 100 9.0-10.0 O OUTSTANDING
80 -89 8.0-8.9 D+ EXCELLENT
75-179 75-79 D DISTINCTION
70-74 7.0-74 A+ VERY GOOD
60 — 69 6.0-6.9 A GOOD
50 -59 5.0-59 B AVERAGE
00-49 0.0 C RE-APPEAR

ABSENT 0.0 AA ABSENT

17. Grade Point Average (GPA)

Grade point average (GPA) is calculated for each part taking into account all the courses

studied. Calculation of grade point average semester-wise and part-wise is as follows:

Sum of the multiplica tion of grade points by the credits of the courses
Sum of the credits of the courses in a semester

GPA =

2:(Ci*G)
Zici

Where C; = Credit earned for course i in any semester.

GPA =

Gi = Grade points obtained for course i in any semester.

18. Cumulative Grade Point Average (CGPA)

For the entire program CGPA is calculated in the following manner.

Zn ZiCni *Gni
2.0 24C,

Sum of the multiplica tion of grade points by the credits of
CGPA = the entire programme under each part

Sum of the Credits of the Courses of the entire programme under each part

CGPA =

Nehru Arts and Science College - Coimbatore Page 29



Regulations 2023

19. Classification of CGPA

A candidate who has passed all the examinations under different parts is eligible for the

following part wise computed final grades based on the range of CGPA.

Table 26 : Classification of performance of PG Students based on the Cumulative Grade

Points Average

CGPA Grade Classification of Final Result
9.5-10.0 O+ _
First Class — Exemplary *
9.0 and above but below 9.5 (@)
8.5 and above but below 9.0 D++
8.0 and above but below 8.5 D+ First Class with Distinction*
7.5 and above but below 8.0 D
7.0 and above but below 7.5 A++
6.5 and above but below 7.0 A+ First Class
6.0 and above but below 6.5 A
5.5 and above but below 6.0 B+
Second Class
5.0 and above but below 5.5 B

a) A candidate who has passed all the subjects examinations in the first appearance within the
prescribed duration of the PG programmes and secured a CGPA of 9 to 10 and equivalent
grades “O” or “O+” in Core and Electives subjects shall be placed in the category of “First

Class — Exemplary”.

b) A candidate who has passed all the subjects examinations in the first appearance within the
prescribed duration of the PG programmes and secured a CGPA of 7.5 to 9 and equivalent
grades “D” or “D+” or “D++” in Core and Electives subjects shall be placed in the category
of “First Class with Distinction”.

c) A candidate who has passed all the subjects examinations of the PG programmes and
secured a CGPA of 6 to 7.5 and equivalent grades “A” or “A+” or “A++" shall be declared
to have passed in “First Class”.

d) A candidate who has passed all the subjects examination of the PG programmes and secured
a CGPA of 5.0 to 6 and equivalent grades “B” or “B+” shall be declared to have passed in

“Second Class”.
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20. Ranking

A candidate who qualifies for the PG Degree programme passing all the Examinations in the
first attempt, within the minimum period prescribed for the programme from the date of admission
to the programme and secures First or Second Class shall be eligible for ranking and such ranking
will be confined to 10% of the total number of candidates qualified in that particular subject to a
maximum of 10 ranks. However the Programmes will be considered for ranking only when there
are minimum of 10 students completing that Programme. The improved marks will not be taken into

consideration for ranking.

21. Improvement of Marks in the subjects already passed

Candidates desirous of improving the marks awarded in a passed subject in their first attempt
shall reappear in the subsequent semester only. The improved marks shall be considered for
classification but not for ranking. When there is no improvement, there shall not be any change in

the original marks already awarded.

22. Conferment of the Degree

No candidate shall be eligible for conferment of the Degree unless he / she has undergone
the prescribed programme of Study for a period of not less than four Semesters in the Institution or
has been exempted there from in the manner prescribed and has passed the Examinations as have

been prescribed.

23. Question Paper Pattern
A: Question Paper Pattern

Time: 3 Hours Max Marks: 75
Knowledge ] __
Level Q. No. Section Marks Description

K1, K2, K3 | 1-10 | A(Answer all the questions)| 10x1=10 |[MCQ

K2, K3 11 - 15 | B (Either or pattern) 5x5=25 |Short Answers
K3, K4 16 - 21 | C (Answer 3 out of 6) 3 x 10 =230 |Descriptive/ Detailed
K4, K5 22 D (Compulsory Question) | 1 x 10=10 Application Based/

HOTS
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B. Question Paper Pattern

Time: 3 Hours Max Marks: 55
KnE\;ng:jge Q. No. Section Marks Description
K1,K2,K3 | 1-10 [ A(Answer all the questions)| 10x1=10 |[MCQ

K2, K3 11— 15 | B (Either or pattern) 5x4=20 |Short Answers
K3, K4 16 —21 | C (Answer 3 out of 6) 3x6=18 |Descriptive/ Detailed
K4, K5 22 D ( Compulsory Question) |1x7=7 Application Based/ HOTS

C. Question Paper Pattern —Advanced Learners Course

Time: 3 Hours Max Marks: 50
Knowledge . I
Level Q. No. Section Marks Description
K2, K3 1-5 A (AF‘SW” all the 5x4=20 |Short Answers
Questions)
K3, K4 6 — 10 | B (Either or pattern) 5x6=30 |Descriptive/ Detailed

NOTE: The questions should be numbered continuously running through the Sections A, B
and C.

Questions should be evenly distributed among the unit in the syllabus in all the sections of
the question paper. While framing questions with internal choice the questions must be identified
as (a) or (b). (e.g.11.aorb). Further, the internal choice must be from the same unit.

The Controller of the Examinations shall arrange for the setting of question papers on the
basis the syllabus and the pattern of question paper duly certified by the Chairpersons of the

respective Board of Studies.

24. Revision of Regulations and Curriculum

The above Regulation and Scheme of Examinations will be in vogue without any change for
a minimum period of three years from the date of approval of the Regulations. The Board may
revise / amend / change the Regulations and Scheme of Examinations, if found necessary.

PPPPP P
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Scheme of Examination

Programme Name: B. Sc., Digital and Cyber Forensic Science

Programme Code : UDF

(Applicable to the students admitted during the year 2023-2024 onwards)

Cxlec Examination
5 S % 2 -% Marks @
g | Sub. Code Name of the Subject S |2 < _ |3
£ a sS2|sEl < | W 8 =
3 23lggo || e |°
=203 [
23U1TAM101/ |Elanthamizh
23U1HIN101/ [Rachnathmak Hindi
I
23UIMAL101/ |(Kadhayum Samskaaravum 4 3 120155 3
23ULFRN101 |Le Francais Fondamental - |
Il | 23U2ENG101 Professional English | 4 3 |20 |55 | 75 3
23U3CKC101 Core Paper I: Python Programming 5 3 25 | 75 | 100 | 4
23U3DFC102 Core Paper 11: Basics of Cyber Law 5 3 25 | 75 | 100 | 4
I [>3U3DEP101 Core Paper I11: Practical in Python 4 3 a0 |60 | 100 | 4
Programming
I 23U3MIALOL Q(I:Iifrc]i(:l:aper I: Mathematics for Computer 5 3 o5 | 75 | 100 | 4
*@ Ability Enhancement Compulsory )
; 21U4ENV101 Course Environmental Studies 2 3 |50 S0 2
@ Value Education : Human Values ) | ) i
22U4HVY201 and Yoga Practice !
30 | - - - 600 24
23U1TAM202/ |Pynthamizh
23U1HIN202/ [Sanchar Hindi
I
23UIMAL202/ [Novalum Bhashaapadanavum 4 SR S 3
23ULFRN202 |Le Francais Fondamental - 11
Il | 23U2ENG202 | Professional English 11 4 3 120 |55 | 75 3
23U3DFC204 Core Paper I1V: Information Security 5 3 25 | 75 | 100 4
i 23U3CJC203 Core Paper V: Operating Systems 5 3 25 | 75 | 100 4
Core Paper VI:
23U3DFP202 Practical in Operating System Forensics 4 3 40 | 60 | 100 | 4
I 23U3MIA202 Allied Paper Il: Discrete Mathematics 5 3 25 | 75 | 100 | 4
*@ Ability Enhancement Compulsory
21U4HRC202 |(Course Human Rights and 2 3 |5 | - 50 2
v Constitution of India
@ Value Education : Human Values
22U4HVY201 and Yoga Practice 1 2 |50 | - 50 2
30 | - = - 650| 26
23U1TAM303/ Arunthamizh
23UL1HIN303 / Sahityak Hindi
Il ! 23ULIMAL303/ Kavithayum Smarannayum 4 3 20 195 & 3
23U1FRN303 Le Francais General - Il1




Il |23U2ENG303 Communicative English - | 4 3 |20 |55 | 75 3
23U3CJC304 Core Paper VII: Computer Networks 4 3 20 | 55 75 3
23U3CKC306 Core Paper VII1: Java Programming 4 3 20 | 55 75 3

W oausprpaos | Core Paper IX: . 4 | 3 20|30 50 | 2

Practical in Java Programming
111 |23U3DFA303 Allied Paper Ill: Data Structures 3 3 25 | 75 | 100 4
Skill Based Paper I:
23U4DFZ301 Practical in Computer Networks 3 3 30 |45 | 15 3
22UANM3BTL / | # @Basic Tamil - 1/
22UANM3ATL1 /| ##Advanced Tamil- 1/
22UANM3CAF /| * NME: Consumer Affairs / 2 2 50 50 2
; 22UANM3GST /| Gender Sensitization /
22UANM3WRT | Women’s Rights
SBOEC Skill Based Open Elective Courses - 2 3 | 50! 50 2
Extra Departmental Course
Skill Enhancement- Add on Course —
23UACDVAL . . - - - - - -
suac ¢ Institute Industry Linkage
30 625 | 25
23U1TAM404/ Muththamizh
23ULHIN404 / Prayogik Hindi

I 23ULMAL404/ Drisykala Sahithyam 4 3 20 155 » 3
23U1FRN404/ Le Francais General - 1V

Il |23U2ENG404 Communicative English-I1 4 3 120 (55| 75 3
23U3DFC406 Core Paper X: Database Security 4 3 20 | 55 | 75 3

Vi 23U3DFC407 Core Paper XI: Cyber Forensic 4 3 20 | 55 | 75 3
23U3DFP405 Core Paper XllI: Practical in Cyber Forensic 4 3 | 40 [ 60 | 100 4
11 |23U3DFA404 Allied Paper 1V: Cyber Security 3 3 |20 |55 ]| 75 3
Skill Based Paper — II:
23U4DF2402 Practical in BASH Scripting 3 3 30 [ 45| 75 3
22UANM4BT2 /| # @Basic Tamil- 11/
22UANMA4AT2 /| ##Advanced Tamil- 11/ 2 3 50 50 2
v | 21U4NM4GEN | General Awareness
VBOEC Value Based Open Elective Courses — | 3 1- |50 50 | 2
Intra School Course
23uscDVALC | SKill Enhancement Add on Course — ) ) | ) Gr
Institute Industry Linkage ade
30 650 | 26
23U3DFC508 Core Paper XllI: Cloud Security 5 3 |20 (55 | 75 3
Il |23U3DFC509  |Core Paper XIV: Vulnerability 5 | 3 |20|55]| 75 | 3
Assessment and Penetration Testing
Core Paper XV: Cryptography and
. 23U3DFC510 Network Security 6 3 |25 |75 | 100 | 4
Vi Core Paper XVI:
23U3DFP506 Practical in Vulnerability Assessment 4 3 [ 30|45 | 75 3
and Penetration Testing
23U3DFE501/
23U3DFE502/ L . .
23U3DEE503/ Discipline Specific Elective I 6 3 |25 (75| 100 | 4
23U3DFE504
23U3DFV511 In-Plant Training 50 |- 50 2




Skill Based paper —IlI:
IV [23U4DFZ503 Practical in Cryptography and Network 4 3 |30 45| 75 3
Security
30 550 | 22
Core Paper XVII:
ul 23U3DFC611 Ethical Hacking 6 3 | 25|75 | 100 | 4
23U3DFV613 Project and Viva-Voce 6 - | 40 | 60 | 100 | 4
23U3DFE605/
23U3DFE606/ Discipline Specific Elective 11
vi | 23U3DFESO7/ 6 | 3 (25|10 4
23U3DFE608
23U3DFE609/ | Discipline Specific Elective I11
23U3DFE610/ 6 3 | 25 |75 | 100 | 4
23U3DFE611/
23U3DFE612
IV |23U4DFz604 | Skill Based Paper —IV: 6 | 3 |30 |45 75 | 3
Practical in Ethical Hacking
V | 22U5EXT601 [Extension Activities - - 5 | - 50 2
30 525 | 21
Total 3600 | 144
AddltlonaI_Credlt Semester I - VI 10$
(Optional)

# Basic Tamil -Students who have not studied Tamil upto 12th standard.

##Advanced Tamil — Students who have studied Tamil language upto 12th

standard and chosen other languages under part I of the programme but would
like to advance their Tamil language skills.
* NME — Student shall choose any one course out of three courses.

@ No End Semester Examinations. Only Continuous Internal Assessment (CIA)

$ - Not included in Total marks & CGPA Calculation

List of Elective papers (Choose any one of the paper)
Elective Subject Code Name of the Subject
Discipline Specific Elective — 1 |{23U3DFE501 | A [Mobile and Network Forensic
23U3DFE502 | B [Malware Analysis and Cyber Threat
23U3DFE503 | C |System Administration
23U3DFE504 | D (Cloud Infrastructure and Services
Discipline Specific Elective — 123U3DFEG05 | A |Web Application Security
23U3DFE606 | B |Information Technology for Management
23U3DFE607 | C [Intellectual Property Rights and Privacy
Laws
23U3DFEG08 | D |Cyber Attacks
Discipline Specific Elective - |23U3DFE609 | A [Cyber Policing
Il 23U3DFE610 | B |M-Commerce
23U3DFE611 | C |Network Security and Management
23U3DFE612 | D |Cyber Crime




Extra Departmental Course offered by the Department to other Department Students

S.No. Subject Code Name of the Subject
1 22U41T3ED1 Practical in Libreoffice Suite
2 22U4IT3ED2 GIMP

e Students need to opt a Course other than the Course offered by their Department.

Intra School Course offered by the Department to other De partment Students (within

the School)
S. No. Subject Code Name of the Subject
1 22U4VBOEO1 Design Ecosystem
2. 22U4VBOEO2 Design Thinking
3. 22U4VBOEO3 Disaster Management
4. 22U4VBOEO4 Environmental Pollution and Waste Management (EMS)
o. 22U4VBOEO5 History of Ancient India
6. 22U4VBOEO6 Indian Knowledge System
7. 22U4VBOEQO7 Principles of Intellectual Property Rights
8. 22U4VBOEOS Science, Society and Culture
9. 22U4VBOEO9 Community Engagement
10.  |22U4VBOE10 Emotional Intelligence
11.  |22U4VBOE11 Fundamentals of Tourism
12. |22U4VBOE12 Health Education
13 |22U4VBOE13 Media and Politics
14, |22U4VBOE14 Positive Psychology and Work Life
15.  |22U4VBOE15 Professional Ethics
16. 22U4VBOEL16 The Science of Happiness
17. NCC

e Students shall opt any course within their Schools.
e NCC - Students who qualify NCC B Certificate Examination need not appear for
these open Electives. The Credits shall be transferred.

Self Study Paper offered by Department of Information Technology

S. No. Semester Course code Course Title
1 - -
Semester 11 to V 23UCJSS01 Practlt?al _|n Worc_i Press
2 23UCJSS02 Quantitative Aptitude
Chairman

Board of Studies in Information Technology
and Digital and Cyber Forensic Science

Nehru Arts and Science College
Coimbatore
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UG NASC
Course Code Title
23U1TAMI101 Part - | : Elanthamizh (@enbsi0D)
Semester: | Credits: 3 CIA: 20 Marks ESE: 55
Marks

Course Objective

LOTGUOT6UTEREMET 2 (HEUTEEH H6V.

Qomg @RevsBwdb e suTuleord DIBD &FTT LWL OBHBILD U ETHDLOLOGHS

Course Category

Skill Development (orewreuseflen GLomOHHBene 2andh @l HH60)

Development Needs

Regional (2_evs sieefled H101p Gombuienr Seudluibensd 2 e HEHiHe0)

Course Description

Qompuier SieudlwisHemsd 2 emiiHaHIgH6e0

orenralTdeen GOTINHSMene 2amb@HeallbhsHe0 OMBID 2 605 Jlenalsd HLOD

. Assessment
Course Outcomes Teaching Methods Methods
Fhisb EN60HBHUIBIGH6ETT auTufevmds FUPBHF olfleyemny/ .
co1 FTHMmHHF FbHemeudell QUBLILIHLD. STOswTaNILL  ell6mdhHLD UL
3B BN60HEBUIMIH 61T 60T I SO s61il68T R
CO2 QUMDSNUIE) LI6NIL|B6M6NTH HBMI DIN5&H60. olifloyey GWSHIL LD
OLIcwTERNULIG s6eehiT serlen LIeDL L& mener olfleyemy/ R
Co3 LOTEOTUT B EThEBG 2 60T HSHIFH6D STEswTaNILL  ell6mdhHLD POITROG
FmIHem FH 61T 601 oLl Fpsd B(HSHIHIHEN6N . .
CO4 DT BEDoHE SMaDIH5H60 olfleyeny / @& eleursid QUL 6)
CO5 | mi0lp ReudbdAul auFeOTBEmIdH HBEned 66T &HH6e0 olfleyemy/ @& eleursid BHHHBHIBIG
Offered by | sipszimn
Course Content : Elanthamizh (@enpgL0D) Instructional Hours / Week : 4
Unit Description Text Book Chapters
Hlelteneniibgl (281-290)
1. emIGDIBTDI LML 606
I Fhe Qs | 2. UHBBIIUSSI @eWILTD LSS
3. uBSBSILIUTLH - (WpsLemeVLILITL (B (11-15 gl UL 60&6IT)
4. FpIUTerTTBHILILIEHL (WPeLEMEVLILITL (B (LP(LDEUSHILD
(1-103 eufla6iT)
CaIBIL 1963 GUETENLD
Instructional Hours 12 Hours

Suggested Learning Methods:

BTL& (LPemBUied H6vHSHIMTUITL 60

1. omer 6uelBISHHe0
2. Lslp
I 3B BevdbILd 3. GUTUIENLD
& BIT6VSH6IT 4. BTeLIQWITT-GLITHL_ LTV
5. [BT6ATLD6N Bl 6N

31 - 40 GBLUTHSEI
231 - 240 GBLUTHSET
291 - 300 &ML LITEHES6T
11 SueudmHl IHBTTID
(gaLm LY 1-10)
(PHL Wb I LML 60H6IT

Instructional Hours

12 Hours

Suggested Learning Methods : -

BH6VHSHIENJ UITL 6D

1. syewiLme LflwgsTadlel u&FH ampsams- swib Cugid el
i OLmT6mT LI 2. salEpT SembLlenms OB _1FCFIQ
HeNenHH6I 3. F&ANTHTen SIDLDT
4. o). Oeuemrenileom Bifled  Diemeou|ld (LpabLD
Instructional Hours 12 Hours

Suggested Learning Methods

I UsHEHelnd sIIHID HmeT GLBBEmLD
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FmI6m HH6TT

g AL =

&Ll Greug)
OxuiBLoT 60T
F.HLOPF 6T 6061 60T
62 6T0T 6001 1) 6062 63T

2 _1omo@aserveuil

HlenBUl DIMHBEH6IT 266N 6)(H
WITemenT L m&L T

CeuuiBsor® Gumul

6T6Y0OSHIT

wyluTFd

Instructional Hours

12 Hours

Suggested Learning Methods

Apsend UL SGD HmeT CuBmenLD

1.

yasibsalengullst GHmBmpd

SO Qv a6 Fflujib ' '
\4 QUTEVTI 2. Fpisenduieit CHTHBBPLD eueriFFub HL Beosalwl auyeors
3. ugod, @MUIG umdplw —  efendaid
Instructional Hours 12 Hours
Suggested Learning Methods : @ elleursd
Total Hours 60 Hours

Text Books

BNMRIBHEM60  (LPSHEVTID UeMTBHBHLOD LoTemTelT s EhdH@& W LT HTed” @enbHLolD”
1@ HOIDHHIMB BH[H Hemev WBHID iplalulsd Hevsurfl, CsTuwibLSHEHTT.

Reference Books

FhE BevHAWD -

2 _enyurdfwim gemenel. HiemgFmilifeitensr, ugsiurdfluirase
ST QRENMHBIGLOTENTT, (LPenediedT.L.HLODLOSEN, HLODLOT DIBHBHLL6ner, O\Feiene.17.
Hempwl SiemBEeT 2 6itenm oI - GLgBroug sipHSH LF&D, 110mL60 BT,

10-46ugl oid), OFeiensdl.

Web. URLs https://youtu.be/2SMM5LvZY 00
Tools for Assessment (20 Marks)
. . Group
CIAI CIA I CIA 1 Seminar | Assignment - Total
Project
4 4 5 2 2 3 20
Mapping
E(())/ PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 PSO3 PSO4 | PSO5
co1 H - H H M H
Cco2 M - H L H H
Co3 L - M M H H
CO4 H - H M M L
COs5 - - H - H L H H
H-High; M-Medium; L-Low
Course designed by Verified by
Dr. S. Satheesh kumar Dr. A. Sridevi
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Course Code

23U1HIN101 Part-1- Rachnathmak Hindi ( ¥a-Ted® fgdl)

Semester: | Credits: 3 CIA: 20 Marks ESE: 55 Marks

(Common to all UG Programmes)

Course Objective | f&dl U1 &1 o/ I Ud o4 & o)

Course Category Skill Development

Development Needs | Regional

Course Description | Improves Accuracy & Quality, Improves Communication Skillls

Teaching
Course Outcomes < Methods Assessment Methods
qeds 9 TWATHSBTT &1 [9b™ 8idl &l I8 89X | Lecture / Video .
COLl | sraqum &t g & wgm ¥ W " wRar ]l Methods Assignment
PEINAT  BEl DI PUAT IR ORI Bl . _
CO2 S A nee vl 2 Case Studies Group Project

B0 fgdt WO B ot &1 ¥ ddd, forad
R THSH H Heg Hal gl fauua a3k | Lectures/ Video

Cos3 HEFT AW BE Bl ITP ITHD AT 3R Lessons Seminar
HOAT Wfad & f[dpfd = H Ace BT
3gare W ol & S UM AR Bl WEH | | ecture / Video .
CO4 | = Methods Assignment
|.z'|5 e feed ue R AN Lecture / Dumb
CO5 | U & SMYR W 3Musdh hul &1 FHAH T Charades Seminar
H oMus! FfSTAl B HHA Bl gl
Offered by | Hindi
Course Content Instructional Hours / Week : 4
. . Text
Unit Description Book Chapters
| e TSE - 1979 - FAR <A TR 1 All
Instructional Hours 12
Suggested Learning Methods : Visual Learning
1. WOl - w9 Hsi¥
| 2 TR O P - g g 1 1t04
3. <% # gEd - W T 0
4. YIORW &1 oid -sRIR WA
Instructional Hours 12
Suggested Learning Methods : Auditory
1. SVgdd SaRUl - U, oM, fhar 3R favwur &1 ugam
1 DAl 1 123
2. fogmm oRaa 2,
3. feu 7w gl ¥ wHer Al



https://www.iasbook.com/hindi/thaakur-kaa-kuaan-premchand/
https://www.iasbook.com/hindi/thaakur-kaa-kuaan-premchand/
suryaseeni@hotmail.com
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Instructional Hours 12
Suggested Learning Methods : Comprehensive writing
Y, arg : UG A B ( Igag W - 3 ) 1 - 10 IATDQ 3 12
Instructional Hours 12
Suggested Learning Methods : Auditory, Visual
\Y; YIRS Ysgladdl , TR o 5 1,2
Instructional Hours 12
Suggested Learning Methods : Comprehensive writing
Total Hours 60
1. dlcH TSTs - 1979 - AR A JaaAT
2. 2. HgHl U8
3. SFdlG PO - 3 GO YRd fddt AR 9WT , 995 -17
Text Books 4. Bharatdarshan.co.nz
5. UINRIRA &1 UIRHING s BT - Iois fgadt
6. ft AT , RO YU, Wb YR UBRH, IARIEIG
e Ty N
1. fgdt Aes g - € W HEAR A
Reference Books 2. R e B Wvie TeaEe - TRSP
5. MY fed R 3R T=AT - ST, aRged Hed v
Web. URLs
Tools for Assessment (20 Marks)
. . Group
CIA | CIA CIA 1 Assignment | Seminar project Total
4 4 5 2 2 3 20
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Cco1 - - H M M L
CO2 - - H L L H
COo3 - - - L M H
CO4 - - M M H L
CO5 L M H L
H-High; M- Medlum L-Low
Course designed by Verified by
Dr.S.Swarnalatha Dr.S.Swarnalatha
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Course Code

23U1MAL101 Part - | : Kadhayum Samskaaravum (&La®@)o MoM) &I00)0)
Semester: | Credits: 3 CIlA: 20 Marks ESE: 55 Marks

(Common to all UG Programmes)

Course Objective
GROUGMNIDIWo NSIHNMM,

BRUWYM I&BEILIOMD DLIWIZHLABHOE &0 12jlo MoM BICOM &)O 2o

Course Category Skill Development

Development Needs | Regional

Course Description

Improve accuracy & quality, improve communication

Course Outcomes Teaching Methods | Assessment Methods
HLO®OS MoCUBMo BRHIVIIBHM OO Lecture / Video ,
Co1 el allo® B0 l@wdeanm) Methods Assignment
aldh \@ @20 NIMWeA]S)mM . .
CO?2 fﬁbm‘im’h{mo ™ Case studies Group Project
co3 | BEHMgo @R 1IN0 oM &hIBN)o Lectures / Video Seminar
$PWVD QENBIBEYM Lessons
BSHMOD MO0 Belfo Lecture / Video :
Cco4 @RAMONIODMIBN)IM, Methods Assignment
Lecture / Dumb .
w® Oflapeim
CO5 | ®@o R8IMo Charades Seminar
Offered by | Malayalam
Course Content Instructional Hours / Week : 4
. . Text | Chapter
Unit Description Book s
0.210) L0 VD magoelle  HuHud
1. al®)00 6N.MVENDIH DD
| 2. alepylame - 0&.Co6 1 1t05
3. &Y - afl .af)o .€BUBIMY
4. 2EMMEIH6 186818600 - afl .afl Ho=eydd
5. B&HINHE] - (001N emdeNI6m
Instructional Hours 12
Suggested Learning Methods : Visual Learning
MEOID@AIMHLABUD
1. 00880000 @ - Odb]
T 2. My IO - eamaleant 1 6 to 10
3. @IS - HOOYD
4. @d6mleend - aiglmooeniles @RMmA"RMo
5. 2malmo - el
Instructional Hours 12
Suggested Learning Methods : Auditory
MoM&HI® aloMo - CHOBOM0al ©)allceremrud
11 1. ®OMVACHIS)o SMWIGNYo Qeemm']%mm'](r‘)‘oo 1 1,2,3
&6 200
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2. MIR@IB] ,25M081 ,af)ED (ENIDAREMIUD -(GHIF|CH6S )
3. 28Ia )00 GHOSOMIMOO  GREOEMI
Instructional Hours 12
Suggested Learning Methods : Comprehensive writing
MoM @@ alOMo - CHOBOM Ll ©)allec@r6a3ud
Iv | 1. cusd@le® @@ 130 - @3RI 1 45
2. &OIMIMSHE0s MISIM - aldelends
Instructional Hours 12
Suggested Learning Methods : Auditory, Visual
\V/ MW@ - allaidommoe 1 1,2,3
Instructional Hours 12
Suggested Learning Methods : Comprehensive writing
Total Hours 60
1. 0210)HL0B 0D - (10 ©210)HL08H0D)
2. MoMdI0 alOMo - MISM GHOG aff)ds M (alfy
Text Books cwd.ml. neema, ((Slad npeOM @3
3. muUeW @R - Sl.ad .MEMIH$)AdD  wWlmlenpssm eHIgWo
1. af)o. @R.2lOD - 020 @meal  em - almil.enpsmy
GHIFWo
2. 0210 20mM- Al ©IRS)AHMd A0 YEA] nRSBM GHIF16H0IS
Reference | 3. a@® &S0 «ROI® QDM - W] : cwd.Hlend DB
Books aRMOBHELDHo (IMVRYIBMo I esnds
4. eHOE8 MoM&HIMo - of) .(BIWO EACMIMD  MIHM@ NRBESM CHIFWo
5. mm 0alien @edRo aROORe - nfl.eRd .ailedmed (i
NRAM (B JD
Web. URLSs | http://www.keralaculture.org>literature
Tools for Assessment (20 Marks)
CIA| CIA I CIAII | Assignment | Seminar | SFOUP Total
project
4 4 5 2 2 3 20
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 PgO
cor |H [H H|[M |[H [H |[H |H
co2 |H H H |L H M H H
COo3 H M H M M H H M
co4 | H H L |M |L H H H
cos | H L L |L H H H L

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Ms. N. RAJANI Dr. SMITHA C. R.
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Course Code Title
23U1FRN101 Part - | : Le Francais Fondamental - |
Semester : | Credits : 3 CIA : 20 Marks ESE : 55 Marks

(Common to all UG Programmes)

Course Objective

Acquisition of standard French through fundamental French grammar.

Course Category

Skill Development

Development Needs

Global

Course Description

French grammar

This course has basic knowledge of the French grammar and aims to build a
solid foundation in the acquisition of standard French through fundamental

Course Outcomes

Teaching Methods

Assessment Methods

Learn basic French grammar along with

CO1 Erench civilisation Lecture Assignment
CO 2 | Knows the gender of nouns Wiredcgﬁ?a Seminar
CO 3 Learn Negation,_ grticles, and understand the Lectures / Video Quiz
usage of prepositions. Lessons
CO 4 | Learn Futur proche, Pronominal verb, Tutosrtililji/eg:ase Assignment
CO5 L(er;]?(\a/\r/];gsself-introduce and translate simple Lecture / Group project
Offered by | French
Course Content Instructional Hours / Week : 4
Unit Description ;gz)(lt( Chapters
| Mes cing sens en action 1 0
Instructional Hours 12
Suggested Learning Methods: Worksheets , Reading practice
I S’ouvrir aux autres 1 1
Instructional Hours 12
Suggested Learning Methods: Kahoot App, Worksheets
i Partager son lieu de vie 1 2
Instructional Hours 12
Suggested Learning Methods : Audio & Visual, Speaking practice
IV | Vivre au quotidien 1 3
Instructional Hours 12

Suggested Learning Methods : Comprehensive Writing
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Vv S’ouvrir a la culture 1 4
Instructional Hours 12

Suggested Learning Methods: Translating simple sentences, comprehending the passage.

Total Hours 60

Text Books

Saison 1 Méthode de Francais — Marie-Noélle Cocton, Anouchka De
Oliveira, Dorothée Dupleix (Unit 0 to 4)

Reference books

Al Echo Méthode de Francais

Web. URLs Lingua.com, TV 5 app,
Tools for Assessment (20 Marks)
CIA| CIA I CIA 1l Assignment |  Seminar Quiz Total
4 4 5 2 2 3 20
Mapping
CO\PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
CO1 - - H M H H - - - - - -
CO2 - - H L H M - - - - - -
CO3 - - - M M| H - - - - - -
CO4 - - L M L H - - - - - -
CO5 - - L - H - - - - - - -

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Mr. D. Balaji

Dr. R. Malathi
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Course Code Title
23U2ENG101 Part — 11 : Professional English — |
Semester : | Credits : 3 CIA : 20 Marks ESE : 55 Marks

(Common to all UG Programmes)

Course Objective fine tune their productive skills.

To help students to imbibe, develop, practice and use the LSRW skills and

Course Category Skill Development

Development Needs | Global

Course Description | SD: Helps to develop LSRW skill

Course Outcomes Teaching Methods | Assessment Methods

Recognize listening, and reading proficiency _ )

CO 1 | through the prose discourses. Lecture/Tutorial Assignment
Use and interpret imaginative, and creative _ )

CO 2 | sills through the poetic genre. Lecture/Tutorial Assignment
Enhance the students to use English _ _

CO 3 | effectively through short story. Lecture/Tutorial Speaking
Execute and exercise grammatical skills in _ )

CO 4 | zcademics and career. Lecture/Tutorial Reading

CO5 Evaluate the LSRW skills through literature. Lecture/Tutorial ertlng

Offered by | Department of English

Course Content

Instructional Hours / Week : 4

. . Text
Unit Description Book Chapters
Prose
Leigh Hunt — Getting Up On Cold Morning
| Rajagopalachari — Tree Speaks 1 1-3
A.G. Gardiner — On the Rule of the Road
Listening Activity — Comprehension practice from Prose.
Instructional Hours 12
Suggested Learning Methods : Flipped Learning
Poetry
John Milton — On His Blindness
1 Maya Angelou -Phenomenal Women 1 4-6
A. K. Ramanujan — A River
Speaking Activity — Group Discussion Forum
Instructional Hours 12
Suggested Learning Methods : Flipped Learning
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Short Stories

O. Henry — The Last Leaf

R. K. Narayan — The Missing Mail

Oscar Wilde - The Happy Prince

Reading Activity — Pronunciation practice and enhancement from
Short-stories

Instructional Hours

12

Suggested Learning Methods : Tutorial

v

Grammar

Parts of Speech

Tenses

Kinds of Sentences

Writing Activity — Paragraph Writing using grammar Components

10-13

Instructional Hours

12

Suggested Learning Methods : Tutorial

Writing Skills

Letter Writing (Formal & Informal)
Notice, Writing Circular

Memo, Advertisement

Minutes of the Meeting

14-17

Instructional Hours

12

Suggested Learning Methods : ABL

Total Hours

60

Text Books

Compiled by the Department of English, NASC.

Reference Books

the students by the department and the college)

CLIL (Content & Language Integrated Learning) — Module by
TANSCHE NOTE: (Text: Prescribed chapters or pages will be given to

Web. URLs https://www.youtube.com/watch?v=QrUPneyZNf0
Tools for Assessment (20 Marks)
CIA CIAII CIA 11 Assignment | Speaking | Reading Total
4 4 5 2 2 3 20
Mapping
CO\PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Cco1 M L H L M M H M H H M H M
CO2 M L H L H M H M H H M H M
CO3 M L H L H H H H H H M H M
CO4 M L H L H L H H H H M H H
CO5 |H|M|H|L|H|H|H/|H|H H H | H | M
H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Mr. D. Pradeek Dr.R

. Malathi

10
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B.Sc./ BCA NASC
Course Code Title
23U3CKC101 Core Paper I: Python Programming

Semester: | Credits: 4 CIA: 25 Marks ESE: 75 Marks

(Common to B. Sc. IT/ AIML /BCA /DCFS / CS/ CS (DS))

Course Objective

To develop algorithmic solutions to simple computational problems using

Python
Course Category Employability
Development Needs | Global

Course Description

This course will provide a pragmatic and hands-on introduction to the Python
programming. It helps to familiarize with different data types, operators,
string methods and file operations.

Course Outcomes

Teaching Methods

Assessment Methods

CO1

Understand the basics of Python and write
simple python program.

Lecture

Assignment

CO?2

Dewvelop Python programs with Control
Statement and L ist method.

Demonstration

Seminar

CO3

Apply Tuples, Functions and Set Iterators to
develop simple applications

Demonstration

Quiz

CO4

Apply Python Strings, Multithreading and
Exceptions for problem solving.

Flipped Classroom

Program Execution

CO5

Manipulate Files and perform Event
Handling.

Lecture

Program Execution

Offered by

Information Technology

Course Content

Instructional Hours / Week : 5

Unit

Description

Text

Book Chapters

Fundamentals of Python Programming: Introduction — Features —
Applications — Installation-Sample Program-Python Virtual Machine-
Memory management in Python-Comparison between C, Java and
Python- Keywords, ldentifiers, Statements, Indentation. Syntax and
Styles: Data Types — Literals — Variables-Operators and Expressions-

Evaluation of Expression-Sample Programs.

Instructional Hours

15

Suggested Learning Methods: Video lectures about the basics of Python Programming

Control Flow: If — While — For — Break — Continue-Pass-Entry
Controlled Loop - Exit Controlled Loop — Counter Controlled Loop

- Condition Controlled Loop - Nested Loop

- Sample Programs.

Arrays-Sequences - Python Lists: Read a List type from a
Keyboard-Accessing Elements of a List- Modifying Elements of a
List — Basic Operations - Built-in Functions — Python List Methods.

12 3,459

Instructional Hours

15

Suggested Learning Methods: Practice using Flow Charts

Tuples - Need of a Tuple -Sequence of Unpacking — Methods —Sample

programs. Dictionaries:

Making a Dictionary-Basic Operations-

Dictionary Operations — Sets- Iterators and Generators — Sample
Programs. Functions: Defining Functions-Calling Functions-Passing

Arguments-Keyword Arguments - Default

Arguments-Required

1 6,7,8

11




B.Sc./ BCA

NASC

Arguments-Variable Length Arguments-Return Statements-Nesting of
Passing Arguments-Anonymous Functions-Recursive Functions- Scope
of Local and Global Variables.

Instructional Hours 15
Suggested Learning Methods: Develop small programmes using tuples
Strings in Python: Reading — Accessing — Modifying — Finding -
IV | lterating through a String - Build-in String Functions. Errors and 2 8
Exceptions — Multithreading
Instructional Hours
Suggested Learning Methods : Develop small applications
Files and Directory Access: Files and Streams - Opening a File -
Reading/Writing Operations in a File - Other operations in a File -
Vv Iterating through a File - Splitting Words - Serialization and 1 13,17
Deserialization. Events: Event Objects - Binding callbacks to events -
Event names - Keyboard events - Mouse Events - Sample Programs
Instructional Hours 15
Suggested Learning Methods: Laboratory practice
Total Hours 75HTrs
1. Ch.Satyanaryana, M.Radhika Mani, B.N. Jagadesh, Python Programming,
Text Books University Pres§ Pvt. Ltd.2018. _ _ N
2. Dr.S.A Kulkarni, Problem Solving and Python Programming, 2nd Edition,
Yesdee Publishing,2018
1. Allen B. Downey, Think Python: How to Think Like a Computer Scientist,
Reference Books 2nc_1 edition, Updated for Python 3, Shroff/O’Reilly Pul_)lishers,2016 _
2. Guido van Rossum and Fred L. Drake Jr, An Introduction to Python — Revised
and updated for Python 3.2, Network Theory Ltd.,2011.
Web. URLs https ://www.w3schools.com/python/
Tools for Assessment (25 Marks)
CIA CIA I CIA 1l Assignment | Seminar Quiz Total
5 5 6 3 3 3 25
Mapping
CO/PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Co1 H H H L M M - - M H H M M
CO2 M M M M H M - - H H H M H
COs3 H L M H M M - - M H H M M
CO4 M H L M L L - - H M H H M
CO5 M M H H M H - - H H M H H
H-High; M-Medium; L-Low

Course designed by Verified by Chairman

Dr. D. Suryaprabha Dr. J. Maria Shyla
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B. Sc. Digital and Cyber Forensic Science NASC

Course Code Title
23U3DFC102 Core Paper Il: Basics of Cyber Law
Semester: | Credits: 4 CIA: 25 Marks ESE: 75 Marks

Course Objective To know about the various types of Cyber Crimes, Cyber Laws and its
applicability.

Course Category Employability

Development Needs | Global

Course Description | Cyber law is associated with all the areas of business which have a
technological bend. In this course, you will acquire knowledge on cyber law.

Course Outcomes Teaching Methods Assessment Methods
CO 1 (l;Jr?r(Tj](Z;stand the various types of cyber Lecture Assignment
Demonstrate the various types of cyber laws . .
CO2 and their applicability Tutorial Seminar
Explore the offences and penalties in IT .
CO3 Amendment Act Lecture Quiz
Classification of civil, criminal cases and . o
o4 essential elements of criminal law Tutorial Recitation
cO5 g)cg[termlne the sections of Indian Evidence Lecture Making Posters
Offered by | DCFS
Course Content Instructional Hours / Week : 5
. . Text
Unit Description Book Chapters
Introduction to Cyberspace, Cybercrime and Cyber Law: The
World Wide Web - Web Centric - Business, e-Business
Architecture - Models of e-Business - e-Commerce - Threats to
| virtual world. IT Act 2000 — Objectives - Applicability, Non- 1 12
applicability — Definitions - Amendments and Limitations. Cyber :
Crimes - Cyber Squatting - Cyber Espionage - Cyber Warfare -
Cyber Terrorism - Cyber Defamation. Social Media - Online
Safety for women and children - Misuse of Private information.

Instructional Hours 15

Suggested Learning Methods : Seminar Preparation and Presentation

Regulatory Framework of Information and Technology Act 2000-
1 Information Technology Act 2000 - Digital Signature - E-
Signature - Electronic Records - Electronic Evidence and
I Electronic Governance. Controller - Certifying Authority and 1,2 3,459
Cyber Appellate Tribunal. (Rules announced under the Act),
Network and Network Security - Access and Unauthorized Access
- Data Security - E-Contracts and E-Forms.

Instructional Hours 15

Suggested Learning Methods : Quiz Participation

13




B. Sc. Digital and Cyber Forensic Science

NASC

Offences and Penalties Information Technology (Amendment)
Act2008 — Objective, Applicability and Jurisdiction; Various
cyber-crimes under Sections 43 (a) to (j), 43A, 65, 66, 66A to
66F, 67,67A, 67B, 70, 70A, 70B, 80 etc. along with respective
penalties - punishment and fines - Penal Provisions for Phishing -
Spam — Virus — Worms — Malware — Hacking - Trespass and
Stalking - Human rights in cyberspace - International Co-
operation in investigating cyber crimes.

6,7,8

Instructional Hours

15

Suggested Learning Methods : Assignment

v

civil, criminal cases-Essential elements of
criminal law-Constitution and hierarchy of criminal courts.
Criminal Procedure Code. Cognizable and non-cognizable
offences. Bailable and non-bailable offences. Sentences which the
court of Chief Judicial Magistrate may pass.

Classification

8, 14,15

Instructional Hours

15

Suggested Learning Methods : Journaling and Library

\

Indian Evidence Act — Evidence and rules of relevancy in brief.
Expert witness. Cross examination and re-examination of
witnesses. Sections32, 45, 46, 47, 57, 58, 60, 73, 135, 136, 137,
138, 141. Section 293 in the code of criminal procedure.
Secondary Evidence Section 65-B.

13,17

Instructional Hours

15

Suggested Learning Methods : DIYActivities

Total Hours

75 Hrs

Text Books

1. Karnika Seth “Computers, Internet and New Technology Laws” ,

Lexis Nexis Butters worth Wadhwa,2012.

Reference Books

Publications,2011.

1. Harish Chander “Cyber Laws and IT Protection”, PHI Learning Pvt.Ltd, 2012.
2. Nina Godbole and Sunit Belapore “Cyber Security: Understanding

Cyber Crimes, Computer Forensics and Legal Perspectives”,Wiley

Web. URLs https ://www.javatpoint.com/what-is-cyber-law
Tools for Assessment (25 Marks)
CIAI CIA I CIA Il | Assignment | Seminar Quiz Total
5 5 6 3 3 3 25
Mapping
CO\PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Cco1 H H H L M M L M M H H M M
CO2 M M M M H M M M H H H M H
CO3 H L M H M M L H M H H M M
CO4 M H L M L L H M H M H H M
CO5 M M H H M H M H H H M H H
H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. T. Ramaprabha

Dr. J. Maria Shyla
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B. Sc., Digital and Cyber Forensic Science

NASC

Course Code

Title

23U3DFP101

Core Paper I11: Practical in Python Programming

Semester: |

Credits: 4

CIlA: 40 Marks

ESE: 60 Marks

Course Objective

To introduce the concepts of python programming constructs.

Course Category

Skill Development

Development Needs

Global

Course Description

To development skill set in python programming and apply the concepts to
develop applications in order to meet the Local and Global needs.

Teaching
Course Outcomes Methods Assessment Methods
Program
CO1 Underst_and the concept of operators and Demonstration Program Creativity
expressions.
Demonstrate simple programs using control Program .
Coz2 statements Demonstration Debugging
Implement testing and debugging of code Laboratory o .
CO3 written in Python. Practice Application of Logic
Create object of a class and apply them in . Program
co4 solving problems Code review Development
CO 5 | Develop real time application using python Demonstration Program
Development
Offered by | DCFS

Course Content

Instructional Hours / Week: 4

Unit List of Practical

1 Write a python program to find the square root

2 Write a python program to find the largest among three numbers.

3 Write a user-defined function in a python to check whether the given number is prime or
not.

4 Write a python program to check Armstrong number.

5 Write a python program to find the sum of elements in an array using functions

6 Write a python program to print the list of numbers using range and for loop

7 Write a python program to find the factorial of a number.

8 Write a python program to find the frequency of characters occurring in a string

9 Write a python program to let user enter some data in string and then verify data and print

10 Write a python program in which a function is defined and calling that function to print
Python Programming

1 Write a python program in which a function (with single string parameter) is defined and
calling that function to print the string parameters given to function.

12 Write a python program in which a class is define, then create object of that class and call

simple print function define in class.

Total Hours 60

Suggested Learning Methods: Solving Case studies, Program development, Code

15




B. Sc., Digital and Cyber Forensic Science NASC | 2023
Review and Peer Coding |
Tools for Assessment (40 Marks)
. e- .
Application e- Program Observation
of Logic Prog_ra_m Debugging Test1 Test2 Note Book e,
Creativity
5 5 5 10 10 5 40
Mapping
CO/ |PO|PO | PO | PO |PO|PO PO | PSO PSO | PSO
PO | 1| 2| 3| 4|5 |6 |PO7| g | 1 |PSO?2|PSO3| 4, | 5
CO1 H H - M H - M H H H H M M
CO?2 H H - M H - M H H H H M M
CO3 H H - M H - M H H H H H H
coa |[H[H[ - [M[H] -[MJ[HT[H H H H | H
cos [HIH][ -[IM[H] -[M]HI[H H H H | H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. D. Suryaprabha

Dr. J. Maria Shyla
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B.Sc CS, IT,

DCFS/BCA NASC

Course Code

Title

23USMIA101

Allied Paper I : Mathematics for Computer Science

Semester: |

Credits: 4

CIA: 25 Marks

ESE: 75 Marks

(Common toB.Sc CS, IT,DCFS/BCA)

Course

To enable the students to learn concepts of Statistical and Numerical Methods

Objective used in Computer applications.
Course Skill Development
Category
Development .
Nee ds Regional
Course This course covers a mix of applied linear algebra, Statistics and
Description Numerical Analysis; it covers a central point of contact between
Mathematics and Computer science.
Course Outcomes Iﬁgfﬁéﬂg Assessment Methods
Know the concepts of Matrices and solve the Lectures / Problem solving
Col problem for Eigen values and Eigen vectors. Video Lectures Skill
Solve Simultaneous Linear algebraic Lectures / .
Co2 equations. Tutorial Assignment
COo 3 Relate various formulae in Numerical Lectures / Seminar
Differentiation and Integration Video Lectures
CO 4 Evaluate the Measures of central tendency Lectures / Peer Problem solving
and dispersion. Teaching Skill
CO 5 | Analyse Correlation and Regression Lecture /Tutorial Quiz
Offered by | Mathematics
Course Content Instructional Hours / Week :5
Unit Description ggzi Chapters
Matrices: Introduction — Types of Matrices —Matrix Operations
- Determination — Inverse of a matrix — Rank of a Matrix.
I Characteristic equation of a Matrix — Condition for consistency - 1 4
Tests for consistency of linear equation - Eigen values and Eigen
vectors — Cayley — Hamilton theorem.
Instructional Hours 15
Suggested Learning Methods : Problem Solving Practice
System of Simultaneous Linear Algebraic Equations: Gauss
1 Elimination, Gauss Jordon, Gauss Jacobi Method, Gauss Seidal 2 4
method (up to 3x 3 matrices).
Instructional Hours 15
Suggested Learning Methods: Class Test
Numerical Differentiations: Newton’s forward Difference -
i Backward Difference — Stirling’s formula. 2 9
Numerical Integration: Trapezoidal Rule - Simpson’s
1/3"%rule& Simpson’s 3/8" rule.
Instructional Hours 15
Suggested Learning Methods : Problem Solving Practice
IV | Measures of Central Tendency: Mean Median and Mode — | 3 7,8

17




B.Sc CS, IT, DCFS/BCA NASC

Empirical Relationship between mean, median and mode.
Measures of Dispersion: Range, Quartile deviation
and Standard deviation.

Instructional Hours 15

Suggested Learning Methods : Quiz

Correlation: Introduction, Scatter Diagram - Karl Pearson’s
Correlation and Spearman’s Rank Correlation.

Regression: Regression equation of variables — Linear
Regression.

\Y 3 10,11

Instructional Hours 15

Suggested Learning Methods: Problem Solving Practice
https://youtu.be/fNLeogEjMmM

Total Hours 75 Hrs

1. P. Kandasamy and Thilagavathy, Mathematics for B.Sc. Branch 1-Vol.ll
(For B. Sc - | Semester), S.Chand and Company Ltd, New Delhi, 2004.
Unit I- Chapters 1,2,3,4 - Pg.No : 03-972.

2. P.Kandasamy, K Thilagavathy and K. Gunavathy, Numerical Methods,
S.Chand& Company LTD, Revised 2005.

Unit Il : Chapter 4, Section: 4.1- 4.2.1, 4.7-4.9 Pg.No : 112-121, 145-159
Text Books Unit I11: Chapter 9, Sections: 9.1-9.4,9.7,9.9,9.13,9.14
Pg.No : 281-297, 299-317.
3. S.P. Gupta, Statistical Methods,Sultan Chand & Sons, Fourth edition,
Reprint 2017.
Unit 1V: Chapter 7 (only Mean, Median and Mode), Chapter 8 (only
Range, Q.D and S.D) Pg.No : 181-189,198-222,275-280,287-293.
Unit V : Chapter 10 & 11, Pg.No : 393-405,414-423,457-488.

1. E. Balagurusamy, Numerical Methods, Tata McGraw Hill publishing company
Reference LTD, Reprint, 2008.

Books 2. P.ANavanitham, Business Mathematics and Statistics, (Part I1), Jai
Publishers, Trichy —21.

1. https://youtu.be/MG7t6SWBnhwA
Web. URLs 2. https:/Aww.youtube.commatch?v=1MiTO6JFNo4
Tools for Assessment (25 Marks)
Problem Assignment | Seminar
CIA | CIAIl | CIA I Solving Skills Total
5 5 6 3 3 3 25
Mapping
CO\PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1| PSO2[ PSO3 | PSO4 | PSO5
co1l H H L M M | M M L M L L M M
CO2 H H L M M | M M L H M L L M
CO3 H M L M M | M M L L M M M L
CO4 H M L M M H M L L M M L M
CO5 H M L M M H M L M M L L M
H-High; M-Medium; L-Low
Course designed by Verified by Chairman
Ms. S. Ruth Kethsial Dr. T. Chandrapushpam
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NASC

Course Code Title

21U4ENV101

Ability Enhancement Compulsory Course - Environmental Studies

Semester : | Credits : 2

CIA : 50 Marks

(Common to all UG Programmes)

Course Objective

This course enables the students to recognize the interconnectedness of
multiple factors in environmental challenges and communicate clearly and
competently matters of environment concern.

Course Category Employability

Development Needs | National & Global

Teaching Assessment
Course Outcomes Methods Methods
CO1 | and socal anlysis s they pertain 1 he design and |, LeSUIe/ | Albu
: ys y pertal € desig Video Lectures | Preparation
evaluation of environmental policies and institutions
environmental problem solving. Peer Teaching Preparation
Solve the ethical, cross-cultural, and historical context ABL/ G
. . . roup
CO 3 | of environmental issues and the links between human Group Discussions
and natural systems. Discussions
Reflect critically about their roles and identities as| Video Lessons/ G
" . : roup
CO 4 | citizens, consumers and environmental actors in a Group . .
. . . Discussions
complex, interconnected world. discussions
Apply systems concepts and methodologies to analyse Field visit
CO5 |and understand interactions between social and Field visits Renort
environmental processes. P

Instructional Hours / Week : 2

Course Content

Unit Description ggglt( Chapters
Natural Resources: Forest resources, Water resources, Mineral
' resources, Food resources, Energy resources and Land resources. 1 2
Instructional Hours 6
Suggested Learning Methods: Video lectures
Ecosystems: Concept of an ecosystem, Structure and function;
Introduction, types, characteristic features, structure and function
I of ecosystem - Forest ecosystem, Grassland ecosystem, Desert 1 3
ecosystem, Aquatic ecosystems (ponds, streams, lakes, rivers,
oceans, estuaries).
Activity: Prepare an album on types of Ecosystem.
Instructional Hours 6
Suggested Learning Methods: Peer Teaching
Environmental Pollution: Definition Causes, effects and
control measures of Air pollution, Water pollution, Soil
11 | pollution, Marine pollution and Noise pollution, Solid waste 1 5
management.
Activity: Discuss the solutions for water pollution
Instructional Hours 6

Suggested Learning Methods : Group Discussion
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NASC

v

Social Issues and the Environment: Water conservation, rain
water harvesting, watershed management, Environmental ethics -

Issue summits’ and possible solutions and Public awareness. 1 6

Activity: Identify and analyse a Social Issue and an
Environment issue in your locality.

Instructional Hours 6

Suggested Learning Methods : Role Play

Disaster Management: Floods, Earthquakes, Cyclones,

Landslides: From management to mitigation of disasters: The
\% . O _ 2 16
main elements of a mitigation and measures of strategy: Floods,
Earthquakes, Cyclones and Landslides
Instructional Hours 6

Suggested Learning Methods : Group Discussion

Field Work: Visit to local area to document Environmental assets (River / Forest / Grass land /
Mountain), Visit to local polluted site (Urban / Rural /industrial / Agricultural), Study of common
plants, insects, birds, Study of simple ecosystem: Pond, River, Hill slopes.

Total Hours| 30

Text
Book(s):

1.

2.

Shashi Chawla. A Text Book of Environmental Studies, Tata McGraw-Hill,
2012.
From UGC website: https://www.ugc.ac.in/oldpdf/modelcurriculum/env.pdf

Reference 3.
Book(s):

1.

o &

Agarwal, K.C. 2001 Environmental Biology, Nidi Public Ltd., Bikaner.
Jadhav, H &Bhosale, V.M. 1995 Environmental Protection and Laws
Himalaya Pub.House, Delhi 284 p.

Mckinney, M.L. &Schoch R.M. 1996. Environmental Science systems &
Solutions

Odum, E.P. 1971 Fundamentals of Ecology. W.B. Saunders Co. USA. 574 p
Rao MN &Datta, A.K. 1987 Waste Water treatment, Oxford & IBH
Publication Co. Pvt. Ltd., 345 p.

Tools for Assessment (50 Marks)

Preparation report submission Disaster Management Test
10 10 5 25 50
Mapping
%%\ PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
co1l L L H H H H L L - - - -
CcO2 L L H H H H L L - - - -
co3 L L H H H H L L - - - -
co4 L L H H H H L L - - - -
CO5 L L H H H H L L - - - -
H-High; M-Medium; L-Low
Course designed by Verified by
Dr. M. Thangavel Dr. M. Thangavel
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Course Code

Title

23U1TAM202

Part - | : Pynthamizh (epubs101D)

Semester: 11

Credits: 3 CIA: 20 Marks

ESE: 55 Marks

Course Objective

Qomy @evddwSHHeT aITUleVTS DIBID FTT LIGWIL| OBEBID LEHWID 10HSH

LOTEUT6UTEEMET 2 (HEUTEEH H6V.

Course Category

Skill Development (orewreuitaseflen GLomPOHHBene s @ HH60)

Development Needs

Global /Regional( 2_svs oienelsd sip GomPuie Siuduihemnsd o6l HHIH60)

Course Description

reeuTHelel COTHSHHBenen 2mHGHalHH0 BBID 2 605 SeNaled HLOLD

Qompuielr SieuFlwiGHmsd 2 emiiHaHIGH60

Course Outcomes Teaching Methods Assessment Methods
LId g @608 LIMIGB6IT I aumpeluwisd | ellifleyeny/smrOemrmeiiiL .
co1 OpBNSIEEmeT  LOT6RIITHEHHG 61BHHIMTSHH6D aMlemeb LD DL
Finslevds 85l Ui 61Tl 6T fpeold  HLOLPTerflenn P
Coz GUTLDHEMS FaBIHEN6T  61(BHIHIN] HFH6V silfleysny SWHPILLID
SLOD BTeUsLSH6 63T oLl FgupsTwLF | allfleyeny/srGemmeiiuL L
CO3 | fpsmamsmens snpimsd oflmas a1 LO5IIMG
CO 4 | Qevdmem Plenel 6T SHgH60 allfleyemy QLILIHL 6]
SO RevdHW euFeoTBBISHHMenen GLobumh olfleysny/ @&ap R
cos SIMLWEF GFuIHe0 elleumaid EOHSSIHIEG
Offered by SLOPHBIDB

Course Content: Pynthamizh (esubsi0p)

Instructional Hours / Week : 4

Unit Description Text Book & Chapters
I S®WHHTD - APHBID HbSTD
(o1F®MyD 2) SILLLoT&F S P H6iT
| L&) 2. preomuiysh SleuewiNyubaLd- FHLiLsL60TemT(H
@608 & WIMISH6IT Quflwmpeurit SIFCFTILIFS BLD
3. oTenNdBHITFHT-6TL_ LMD  S(HLPEHMB BIEISTD HHpems - CHeumyid
4. FHHBTOYSHIFT- FH(HEUTRIGBLOTENED

Instructional Hours

12 Hours

Suggested Learning Methods:

UeOE FbHemendhHmen CLIBBenHLD

Fi3n3levds a5 W1 61T

1. S6VIDLIBLD - [BH&HEH6EVIDLIGID

2. U6TEH — (P&Tnl BLIGTE

W

. GBDBIEHE — FHBGHBBIT6VEHEB6GHS]

. eemenGHHIOD - 1eorml_Fullbemin

N

LNeiTemend HLOILD

5. UL QeNSH ST LML 606N

91 -100 umL60&6IT

350 - 360 GFuiuleismei
1-10 Q&FuIueTa6T

1 -10 QFuiuyeiiaeiT

358 - 367 UTL6V&H6IT

Instructional Hours

12 Hours

Suggested Learning Methods :

BH6VHSHIEN] UITL 6V

M| o

1. @enwulld (G6). DI6TTEITTLOENED)

OF6v6VTSH  LiewTlD

Instructional Hours

12 Hours

Suggested Learning Methods : preusd siapgid Hmeit GuBBenLO

21



suryaseeni@hotmail.com
Text Box
21


UG

NASC | 2023

©)6085 560D

1. ausvelad LO@GID G _HIb6iT

2. auevellaild OB G Is6IT

3. wridenr o gl

(1SS!I (PH6v CIBTENL  6uEM])
UTel6d  6)6MEBHEIT

SO @608 H6WID

Instructional Hours 12 Hours

Suggested Learning Methods :

ewipuieins SO 6TIOHIFH60

SIOD BevdHaul
6UT6VTMI

1. IBBlevddlwidhaen CHTBBIPID eueTEflub
2. UHendbdHenn CHTBMPID eleMTEFflub
3. UBFH RevdBWHHer  CHTBB(LPLD
a6 Fdlu b
4. 6Vl6wIemILILIMIG6NT, L 60&H6NT 61(1DSHFOIFUIH6D

Instructional Hours 12 Hours
Suggested Learning Methods : @ eleursid
Total Hours 60 Hours
1. B)6NmISHEm6D (LPSH6EVMLD AW (HSHSHLOID LOT6BOT 6T & (67H b @ Tl UITL_[BIT6L
Text Books “erubBOD” BTG HODSHHINB, GhMm Hmev  BHID  Sipfelulsd

Heoaurifl, CasmubysHEmi.

Reference Books

- FBHTHS LB
HIDH Qeuefuif,

HEHWHHTD - reflbsangFasi Dimellul Hmeurssid
&([®.L.ATTOBTSH LeiTemer allends 2 enJUL 60T
FHmOBeLEaI6T,

HLolpsuitemiey - LHuwl Cpmobalsd HOD Sevdsdlul eugeorml, Werml &l LHHH
BlEmeLUILD  LDGIED].

Web. URLS https://youtu.be/cL89sSZq_FI
Tools for Assessment (20 Marks)
CIA| CIA I CIA T Seminar Assignment | Group Project Total
4 4 5 2 2 3 20
Mapping

PO/CO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 PSO3 PSO4 | PSO5

COo1 M L H L H H M H

CO2 H L M L H L H H

CO3 H L L L M M H H

CO4 H L H L H M M L

CO5 H L H L H L H H
H-High; M-Medium; L-Low

Course designed by Verified by
Dr. S. Satheesh kumar Dr. A.Sridevi
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NASC

Course Code

23U1HIN202

Part- 1 Sanchar Hindi ( 99R fg=l)

Semester: 11

Credits: 3

CIA: 20 Marks

ESE: 55 Marks

(Common to all UG Programmes)

Course Obijective

UTSushH Had! f@dt # URTa g1 § Heg PRdl °r

Course Category

Skill Development

Development Needs

National

Course Description

Improves Reading and Translation Skills.

Course Outcomes

Teaching Methods

Assessment Methods

HfAd ST Jd salaell AR GRS ddl Bl .
CO1 | Um3l Yod ©c R Hfdal & URURS® =i # LeCtMUL;]/O\é;deo Assignment
Safifed MM do-ie! &1 JHS
B AT UHR &I Yalgds ufaal | ?ﬁ?
¥ Ui &, I o, Tcd A . i
CO2 IR B F U ofd e B A B Case Studies Group Project
4 ey g
co3 | oM ANTaRe 3R UG ux foraw o Lectures / Video Seminar
T BN Lessons
3gare Ot @l & §g UMMl §9R @ 9&| | Lecture/ Video .
CO4 S 2 Methods Assignment
B 8l U & g1 & 91y fdt t am=
CO5 | fovg R Al TRf W da<dd &1 # TeH Lecture / Dumb Seminar
S Charades
Offered by | Hindi
Course Content Instructional Hours / Week : 4
. .. Text
Unit Description Book Chapters
I | sy B @oran - IRRA , IRt Rig - feqaxe 1 All
Instructional Hours 12
Suggested Learning Methods : Visual Learning 02 Hrs
Wﬁ‘ﬂ' W :
1. Rrareht &1 9= WU - I3 Tifdee™
I o @) enfedt < - ImgAR anf 1 lto4
3.8g # g9 - WdlREg WY
4. Ut &Y 9 - AgT e
Instructional Hours 12
Suggested Learning Methods : Auditory 02 Hrs
g | T (FEd W, WORe B, G @ g e 1 123
U3, et P U e w, e T ) o
Instructional Hours 12
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UG NASC | 2023
Suggested Learning Methods : Comprehensive writing 02 Hrs
v W:%ﬁﬁm(mﬂm—B) 1 - 10 passages 3 1,2

Instructional Hours 12
Suggested Learning Methods : Auditory, Visual 02 Hrs
v | oo B Rl 1. Rige - el 2. uee-gerer 3.
Sfdex - AM, 4. WePR 5. & TE 6. A - e 5 12
Instructional Hours 12
Suggested Learning Methods : Comprehensive writing 02 Hrs
Total Hours 60
1. MRS/ Ut Rig fedqdr - Ffadr s
Reference Books 2. WY UHH! ACH : 8f. IAGAR qHf
3. SFAIG PN - 3 Glam YRA R TR 9WT , 99 -1
1. 9§ =<t woiet -gf fosaua Rig
Reference Books | )" Gearer - Go ot Rig Surem
3. RS aemu ey iR o o -8f. T, Td. IR
Web. URLs www.webdunia.com
Tools for Assessment (20 Marks)
CIAI CIAII CIA I Assign Seminar I Total
ment project
4 5 2 2 3 20
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
co1 L H H M L M L M
co2 M L H L H H H L
Cco3 H L L L M H M H
Cco4 H M M M L L L H
CO5 M H L M M M M M
H-High; M-Medium; L-Low
Course designed by Verified by
Dr. S.Swarnalatha Dr.S.Swarnalatha
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uG

NASC

Course Code

23U1MAL202

Part — I: Novalum Bhashaapadanavum (émaauelo @dadalomMn)o)

Semester: 11

Credits: 3

CIlA: 20 Marks

ESE: 55 Marks

(Common to all UG Programmes)

Course Objective

allgpododleglo nelwdg Ia®es Allé:dmaye aeiwdg M0 o oo lod
EMINIARHDHO88 MNIMOR APWMIWIAINRe RNl {lenm;

Course Category

Skill Development

Development Needs

Regional

Course Description

Proper guidance, opportunities and encouragement that help them to achieve
their ambitions

Course Outcomes

Teaching Methods

Assessment Methods

maanom loal 8o Aflednomlneo Lecture / Video _
COl1 oo Methods Assignment
(ol )@ 1@05@Y0 QY HNIRILIBBEOSW 0 _ ]
CO?2 20Q6mRd Case studies Group Project
(ol )@ 1 M2 oM@ 10T ey Lectures / Video _
CO3 (I OUBODY |86 L eSSONS Seminar
MO0 108l BIHIMB: Al lo Lecture / Video _
Cco4 @940 @y Methods Assignment
Mg) @2 af)eBBOMm M ylendeam Lecture / Dumb .
CO5 amqleinenm Charades Seminar
Offered by | Malayalam
Course Content Instructional Hours / Week : 4
Unit Description gg())(li Chapters
I CMIAUM - af)MABHeR 1 1to 16
Instructional Hours 12
Suggested Learning Methods : Visual Learning 02 Hrs
1i CMIOU@ - af)MaBHeR 1 17 to 34
Instructional Hours 12
Suggested Learning Methods : Auditory Method 02 Hrs
1 CMOIUM - ~f)MAHeR 1 35to 51
Instructional Hours 12
Suggested Learning Methods : Comprehensive Writing 02 Hrs
IV | @a#daloMo - 60&2eiwdgo 1 1,2,3
Instructional Hours 12
Suggested Learning Methods : Auditory &Visual Method 02 Hrs
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uG NASC | 2023
Vv @IaHdalOMo - OOED2IWIgo 1 45
Instructional Hours 12
Suggested Learning Methods : Comprehensive Writing 02 Hrs
Total Hours| 60 Hrs

Text Books

@RoeNI1&HOMOM @IBRIS, of)MAaBHeR - WI.MlenpsHm e&HI§Wo
aff)o.a()M.&00ERE], 0O InaIWOI8o - Wl mlensm esIgWo

Reference Books

Olatdal.a)0d. &\ HeMa {188, s0dH0glwes & - alavlenysmy
GHITWo

GWI. Al@M @IA2IM@D MIWAB, MMRYBMARIWIZ MIaOloy 2l@l@o -
wlml.ensm esIg®o

GWI.0dh.af)o. GRIAE, GRWMIH ARIWIE MIO1D) aldl(®o
(Junomesngleyes - awlaul.enem eHIgWo

4. of)oeoall, 2eI@I8 MIa01djo @lalaisemlees - wl.mul.enydem
CHITWo
Web. URLS http://www.keralaculture.org>literature
http://www.manoramaonline.com
Tools for Assessment (20 Marks)
CIA| CIAII CIAII | Assignment | Seminar | GrouP Total
project
4 4 5 2 2 3 20
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
coL [ H[LJ[ H H H|HJ|HI|H
CcOo2 H L H M H M H H
COo3 M L M M M H H M
CO4 H L L H L H H H
CO5 M L L M L H H H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Ms. N. RAJANI

Dr. SMITHA C. R.
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UG

Course Code

Title

23U1FRN202

Part - I : Le Francais Fondamental — 11

Semester : 11

Credits : 3

CIA : 20 Marks

ESE : 55 Marks

(Common to all UG Programmes)

Course Objective

This course is comprised of deep study of grammar categories and aims to
apply the grammatical structures correctly.

Course Category

Skill Development

Development Needs

Global

Course Description

This course aims to develop communicative competence of the students in
French, to create cultural awareness, to promote autonomy in learning

French.
Teaching Assessment
Course Outcomes Methods Methods
Co1 Acquire an understapdlng of French culture, Lecture Assignment
use the basic foundation of verbs.
Describe a place, learn pronom en, y and | Tytorial / Case _
. Lectures / Video .
CO 3 | Recall the tenses and learn Imparfait tense L 6SSONS Quiz
Write about the weather and learn pronom Word game / .
CO4 CoD. Lecture Assignment
Write  short passages and translate,
CO5 | Comprehend the passage and learn pronom Lecture Group project
COl
Offered by | Department of French
Course Content Instructional Hours / Week : 4
. . Text
Unit Description Book Chapters
I Godter a la campagne 1 5
Instructional Hours 12
Suggested Learning Methods: Worksheets, TV5 App
I Voyager dans sa ville 1 6
Instructional Hours 12
Suggested Learning Methods: Kahoot App, Duolingo
11 | Faire du neuf avec du vieux 1 7
Instructional Hours 12

Suggested Learning Methods : Comprehensive Writing
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UG

IV | Changer d’air 1 8
Instructional Hours 12
Suggested Learning Methods : Comprehensive Writing
\/ Devenir éco-citoyen 1 9
Instructional Hours 12
Suggested Learning Methods : Translating simple sentences and short passages
Total Hours 60

Text Books

Saison 1 Méthode de Francais — Marie-Noélle Cocton, Anouchka De
Oliveira, Dorothée Dupleix (Unit 5 to 9)

Reference Books

Al Echo Méthode de Francais

Web. URLs Lingua.com, TV 5 app, Learn French by podcast (spotify)
Tools for Assessment (20 Marks)
CIAI CIAI CIA LTI Assignment | Seminar Quiz Total
4 4 5 2 2 3 20
Mapping
CO\PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Co1 - - M H H - - - - - -
CO2 - - L H M - - - - - -
COs3 - - - M M| H - - - - - -
CcO4 - -l L | M| L|H - - - - - -
CO5 - - L - H - - - - - - -

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Mr.

D. Balaji

Dr. R. Malthi
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UG

Course Code Title
23U2ENG202 Part — 11 : Professional English — 11
Semester : 11 Credits : 3 CIA : 20 Marks ESE : 55 Marks

(Common to all UG Programmes)

Course Objective

To equip the students with the language skills and its functional usage.
Facilitate the insight and taste of Literature.

Course Category Skill Development

Development Needs | Global

Course Description | SD: Helps to develop LSRW skill

Course Outcomes Teaching Methods | Assessment Methods
CO 1 | Mastering life skills through prose discourse. Lecture/Tutorial Assignment
CO 2 g\ecr?rl:re ethics and values through poetic Lecture/Tutorial Assignment
CO3 Eﬁgﬂ%ﬂ'iﬁ otrr;estglrji?ersl.ces of English language Lecture/Tutorial Speaking
CO 4 Enha_nce fluency over language with self- Lecture/Tutorial Reading
confidence.
Examine how the language is used in . .
CO5 literature and develop LSI%WgSkiIIs Lecture/Tutorial Writing
Offered by | Department of English
Course Content \ Instructional Hours / Week : 4
Unit Description ;—gg& Chapters
Prose
E.M. Forster - Tolerance
I Mahatma Gandhi - Women Not the Weaker Sex 1 1-3
Issac Asimov - The Fun They had
Listening Activity — Comprehension practice from Prose.
Instructional Hours 12
Suggested Learning Methods : Cooperative Learning
Poetry
Robert Frost - Stopping by Woods on a Snowy Evening
I William Blake - A Poison Tree 1 4-6
Alexander Pope — Ode on Solitude
Speaking Activity — Group Discussion Forum
Instructional Hours 12
Suggested Learning Methods : Inquiry Based Learning
Short Stories
Mark Twain - The Cat and the Painkiller
" Japanese Folk Tale - The _Envious Neighbo_ur 1 7.9
Hector Hugh Munro (Saki) — The Open Window
Reading Activity — Pronunciation practice and enhancement from
Short-stories
Instructional Hours 12

Suggested Learning Methods : Classroom Activity
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UG

Grammar

Articles

Concord

Active and Passive Voices
Direct and Indirect Speech

Writing Activity — Paragraph Writing using grammar Components

10-13

Instructional Hours

12

Suggested Learning Methods : Direct Method

Writing Skills
Resume Writing
Email Writing
Dialogue Writing
Testimonial Writing
Creative Writing

14-17

Instructional Hours

12

Suggested Learning Methods : Activity Based Learning

Total Hours |

60

Text Books

Compiled by the Department of English NASC.

Reference Books

CLIL (Content & Language Integrated Learning) — Module by
TANSCHE NOTE: (Text: Prescribed chapters or pages will be given to

the students by the department and the college)

Web. URLs
Tools for Assessment (20 Marks)
CIAI CIAII CIA 11 Assignment | Speaking | Reading Total
4 4 5 2 2 3 20
Mapping
CO\PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Co1 M L H L M M H M H H M H M
CO2 M L H L H M H M H H M H M
CO3 M L H L H H H H H H M H M
CO4 M L H L H L H H H H M H H
CO5 H M H L H H H H H H H H M

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Mr. D. Pradeek

Dr. R. Malathi
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B.Sc Digital and Cyber Forensic Science

NASC

Course Code

Title

23U3DFC204

Core Paper 1V: Information Security

Semester: Il

Credits: 4 CIA: 25 Marks

ESE: 75 Marks

Course Objective

detection andprevention methods.

To inculcate about information security, risk management and Intrusion

Course Category

Employability

Development Needs

Global

Course Description

Information security is a burgeoning career field. Commercial organization
data and use personal data are at risk of being misused as the internet
becomes more widely used. This has boosted the demand for information
security experts who are conversant with and skilled in the field.

Course Outcomes

Teaching Methods

Assessment Methods

CO1

Understand the basic concepts of Information

Security Lecture

Assignment

CO2

Identify the need for Information Security Tutorial

Seminar

CO3

Explore the risk management and risk control

) Lecture
strategies

Quiz

CO4

Apply Access Control Identification and

managing firewalls Flipped Classroom

Assignment

CO5

Analyse the Intrusion Detection and

Prevention Systems Tutorial

Seminar

Offered by

DCFS

Course Content

| Instructional Hours / Week : 5

Unit

Description

Text

Book Chapters

Introduction to Information Security - The history of Information
security - What is security - CNSS security model - Component s
ofan Information system - Balancing Information security and access
- Approaches to Information security implementation - The systems
development life cycle - The security systems development life
cycle - Security professionals and the organization - Communities of
Interest - Information Security: is it an Artor a Science

Instructional

Hours 15

Suggested Learning Methods : Seminar Preparation and Presentation

The need for security: Introduction - Business needs first — Threats -
Compromises to individual property - Deliberate software attacks -
Deviations in quality of service — Espionage — Sabotage — Theft -
Attacks :Malicious code — Hoaxes - Back doors - Password crack -
Brute force — Dictionary - Denial of service and Distributed denial of
service — Spoofing - Man-in-the-middle — Spam - Mail bombing —
Sniffers - Social Engineering — Pharming - Timing attack - Secure
software development.

12 3459

Instructional

Hours 15

Suggested Learning Methods : Quiz Participation

Risk  Management: Introduction - An  overview of Risk
Management - Risk Identification: Lan and Organize — Asset
Identification and  Inventory Classifying and Prioritizing
Information assets - Information Asset Valuation - Identifying and
Prioritizing Threats - Vulnerability identification Risk Assessment :

1 6,7,8
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B.Sc Digital and Cyber Forensic Science

NASC

Introduction - Likelihood, Risk Determination - Identify Possible
Controls - Documenting the Results of Risk Assessment Risk
Control Strategies: Defend, Transfer Mitigate, Accept,
Terminate

Instructional Hours 15

Suggested Learning Methods : Assignment

Information security planning and governance - Planning levels -
Planning and the CISO - Information security governance -
Information security policy - standards and practices — Definitions
- EISP, ISSP, SysSP, Policy management - The Information
security blueprint - Designing of security architecture - Security
education training and awareness program - Continuity strategies -
Security technology Firewalls and VPNs, Access control —
Identification — Authentication - Authorization, Accountability -
Firewall processing modes - Firewalls categorized by generation -
Firewalls categorized by structure - Firewall architectures - Selecting
the right firewall, Configuring and managing firewalls - Content
filters - Protecting remote connections - Remote access - VPNS.

1 14,15

Instructional Hours 15

Suggested Learning Methods : Assignment

\%

Intrusion detection and prevention systems- IDPS, types, detection
models, response behavior, strengths and limitations, deployment
and implementation, measuring the effectiveness. Honeypots, Honey 1
nets and padded cell systems- Trap-and-trace systems, Active
intrusion prevention

13,17

Instructional Hours 15

Suggested Learning Methods : Seminar

Total Hours 75 Hrs

Text Books

1. Michael E. Whitman, herbert J. Mattord, Principals of Information

Security — cengage Learning, Fourth Edition, 2011.

Reference Books

1 Andy Taylor David Alexander, Amanda Finch David Sutton,
Information Security Management Principles — BCS Publishers, 2008

2. B. Nelson , A. Phillips, F. Enfiger, C. Steuart, Guide to Computer
Forensics andinvestigations — Cengage Learning, 4™ Edition 2010.

Web. URLSs https//www.geeksforgeeks.org/what-is-information-security/
Tools for Assessment (25 Marks)
CIA CIA I CIA LTI Assignment | Seminar Quiz Total
5 5 6 3 3 3 25
Mapping

CO\PO [ PO1 [ PO2 [ PO3 [ PO4 | PO5 | PO6 | PO7 | PO8 | PSO1| PSO2 | PSO3 | PSO4 | PSO5
co1 H H H L M M L M M H H M M
CO2 M M M M H M M M H H H M H
COo3 H L M H M M L H M H H M M
CO4 M H L M L L H M H M H H M
CO5 M M H H M H M H H H M H H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. P. Jeyanthi

Dr. J. Maria Shyla
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B. Sc Digital and Cyber Forensic Science

NASC

Course Code

Title

23U3CJC203

Core Paper V - Operating Systems

Semester: 11

Credits: 4 CIA: 25 Marks

ESE: 75 Marks

Common to DCFS & CS (DS)

Course Objective

manage resources ofComputer and Peripherals.

To understand the importance of Operating Systems, its functionalities to

Course Category

Employability

Development Needs

Global

Course Description

Every digital device needs its own operating system and functional
framework, there is an ever-growing demand globally for operating system
developers, software developers and engineers who can innovate new
applications with interactive and user-friendly design and databases.

Course Outcomes

Teaching Methods

Assessment Methods

Remember the fundamentals of Operating Flipped

COo1 Assignment
system Classroom
CO 2 Understand the scheduling mechanism for Constructivist Seminar
process and memory Approach
co 3 | Apply the techniques to manage the deadlock Video Lessons Quiz
and memory
Cco 4 | Examine demand paging and  Page | \/igeq | essons Assignment
replacement policies
Analyse the various types of operating .
CO5 System and file system Case Study Seminar
Offered by | DCFS
Course Content Instructional Hours / Week : 5
. .. Text
Unit Description B ook Chapters
Introduction: Abstract views of an OS — Goals of an OS — OS
and the Computer System — Classes of Operating System: Batch
I Processing systems — Multiprogramming systems — Time sharing 1 1,2
systems — Real Time Operating System — Distributed Operating
System — Modern Operating systems
Instructional Hours 15
Suggested Learning Methods : Seminar Preparation and Presentation
Processes and Programs — Programmer View of Process — OS
view of Process — Controlling Processes — Process State
I Transitions — Process Control Block — Process Scheduling: 1 34
Scheduling Concepts and Terminology - Fundamental ’
Techniques of scheduling — Non Preemptive scheduling
policies - Preemptive scheduling policies.
Instructional Hours 15
Suggested Learning Methods : Quiz Participation
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B. Sc Digital and Cyber Forensic Science

NASC

Deadlock: Definition — Deadlocks in Resource Allocation —
Handling deadlocks — Deadlock Detection and Resolution -
Deadlock Prevention — Deadlock Avoidance. Memory
Management: Static and dynamic Memory Allocation — The
Memory Allocation Model — reuse of Memory — Contiguous
Memory allocation — Non Contiguous Memory Allocation.

11

Instructional Hours

15

Suggested Learning Methods : Assignment

v

Paging — Segmentation — Segmentation with Paging. Virtual
Memory: Basics — Demand Paging — Overview of Paging —
Demand Paging preliminaries — Page replacement policies —
Virtual Memory using Segmentation

12

Instructional Hours

15

Suggested Learning Methods : Assignment

\

Layers of the Input Output Control System (I0CS) — Overview of
I/0 Organization — Disk Scheduling. File systems: File System and
IOCS — Files and File Operations — Fundamental File organizations
— directory Structures — Case study on LINUX OS ,UNIX OS,
Android OS (Self Study)

14

Instructional Hours

15

Suggested Learning Methods : Seminar

Total Hours

75 Hrs

Text Books

Edition,2006

1. D. M. Dhamdhere, Operating Systems — A concept Based Approach, 2™

Reference Books

1. William Stallings, Operating Systems Internals and Design
Principles, SeventhEdition, Pearson Education Inc. 2012,
2. Abraham Silberchatz, Peter Baer Galvin, Greg Gagne, Operating
System Concepts,Seventh Edition, Pearson Education 2009.

Web. URLs https ://www.qgeeksforgeeks.org/operating-systems
Tools for Assessment (25 Marks)
CIA | CIA I CIA 1l Assignment | Seminar Quiz Total
5 5 6 3 3 3 25
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 [ PSO4 | PSO5
Cco1 H H H L M M L M M H H M M
C02 M M M M H M M M H H H M H
CO3 H L M H M M L H M H H M M
CO4 M H L M L L H M H M H H M
CO5 M M H H M H M H H H M H H
H-High; M-Medium; L-Low
Course designed by Verified by Chairman
Dr. T. Ramaprabha Dr. J. Maria Shyla
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B.Sc Digital and Cyber Forensic Science NASC

Course Code Title
23U3DFP202 Core Paper VI: Practical in Operating System Forensics
Semester: 1l Credits: 4 CIA: 40 Marks ESE: 60 Marks

Course Objective

To understand the importance of Operating Systems, its functionalities to
manage resources of Computer and Peripherals.

Course Category

Skill Development

Development Needs

Global

Course Description

Every digital device needs its own operating system and functional
framework, there is an ever-growing demand globally for operating system
developers, software developers and engineers who can innovate new
applications with interactive and user-friendly design and databases.

Course Outcomes

Teaching Assessment
Methods Methods

co1 Understand the installation process of Operating
system
CO 2 Examine the Storage and Volume management foe
evidence analysis . borat
co 3 Interpret the different file types and their Derrhﬁ:tsﬁ(r)a(ljtlon E%(?)e(r)zsng?t/s
identification
Analyse the time and location for forensic
CO4 .
evidences
CO 5 | Analyse the system login details for investigation

Offered by | DCFS

Course Content

Instructional Hours / Week : 4

#of 7z Description
mme

1 Installation of Linux OS
) Storage Layout and VVolume Management for extracting evidence
3 List and Extract data for forensic analysis
4 List and Extract files for examination
5 Directory Layout and forensic analysis of Linux files
6 Linux File Types and Identification
7 SysLog Configuration and Analysis for investigating evidences
8 Examination of Installed Software Packages
9 Forensic Analysis of Time and Location
10 Linux Login and Session Analysis for forensic investigation

Instructional Hours | 60
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B.Sc Digital and Cyber Forensic Science

NASC

Tools for Assessment (40 Marks)

Application Program Program Observation
of Logic Creativity | Debugging vesid e 2 Note Book Jot!
5 5 5 10 10 5 40
Mapping
CI:D%\ PO1 | PO2 | PO3 [ PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Co1 H H H L H H H H |H M H M H
CO2 M M M M H M M M | M H M H H
Co3 H H M H M| M L H|H H M H M
CO4 M H L M| H H H M |H H H M H
CO5 M M H H M H M H|M H H H M
H-High; M-Medium; L-Low
Course designed by Verified by

Dr. D. Suryaprabha

Dr. J. Maria Shyla
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B.Sc. CS,IT, DS, AIML, DCFS/BCA NASC
Course Code Title

23U3MI1A202 Allied Paper Il : Discrete Mathematics

Semester: Il Credits: 4 CIlA: 25 Marks ESE: 75 Marks

Course Objective

To learn about the Discrete Structure for Computer Based Application.

Course Category

Skill Development

Development Needs

Regional

Course Description

an emphasis on applications in Computer Science.

This course is to understand and use abstract discrete structures that are
backbones of Computer Science. In particular, this course meant to
introduce logic, proofs, sets, relations, functions, counting, and graph with

Teaching
Course Outcomes Methods Assessment Methods
. Lectures / Peer .
CO 1 | Learn the basic concepts of Set theory Teaching Assignment
Implement the basic ideas of Mathematical Lectures / .
co2 Logic in Computer Science Tutorial Seminar
Classify different types of Relations and Lectures / Video .
Co3 Functions Lectures Assignment
Infer the concepts of Grammar and Automata Lectures /
co4 theory. Tutorial Work Sheet
Lectures / Video .
CO 5 | Know the concepts of Graph theory Lectures Quiz
Offered by | Mathematics
Course Content Instructional Hours / Week : 5
. . Text
Unit Description B ook Chapters
Set Theory: Introduction-Set & its Elements-Set Description-
Types of sets-Venn-Euler Diagrams-Set operations & Laws of
I set theory. 1 1
Fundamental products- Partitions of sets — Minsets- Algebra of
sets and Duality-Inclusion and Exclusion Principle
Instructional Hours 15
Suggested Learning Methods : Problem Solving Practice
Mathe matical Logic: Introduction- prepositional calculus —Basic
1 logical operations- Tautologies-Contradiction — Argument-PDNF 1 12
& PCNF - Method of proof.
Instructional Hours 15
Suggested Learning Methods : https //youtu.be/tyDKR4FG3Yw
Relations: Binary Relations — Set operation on relations-Types of
Relations — Partial order relation — Equivalence relation —
i . . 1 34
Composition of relations.
Functions — Types of functions — Invertible functions -
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B.Sc. CS,IT, DS, AIML, DCFS/BCA NASC

| Composition of functions. |

Instructional Hours 15

Suggested Learning Methods : Assignments

Languages: Operations on languages — Regular Expressions and
regular languages.

v Grammar: Types of grammars — Grammar Construction-Finite 1 15

state machine —Finite State Automata- DFA- NDFA- Conversion of
NDFA into DFA.

Instructional Hours 15

Suggested Learning Methods : Problem Solving Practice

Graph Theory: Basic terminology — paths, cycle & Connectivity

V | — Sub graphs — Types of graphs. 1 9,10

Trees — Properties of trees — Binary trees-Traversal of Binary Trees.

Instructional Hours 15

Suggested Learning Methods: Problem Solving Practice

Total Hours 75 Hrs

1. J.K Sharma, Discrete Mathematics, Macmillan India Ltd, 2nd edition,

Text Books 2005
1. J.P. Tremblay, R. Manohar, Discrete Mathematics Structures with
Applications to Computer Science, McGraw Hill International Edition, 2005.
Reference Books 2. T.Veerarajan, Discrete Mathematics with Graph Theory and
Combinatories, McGraw Hill International Edition, 2008
1. https:/Avww.youtube.comwatch?v=0aOm2pnKkyY
Web. URLs 2. https:/lyoutu.be/tyDKRAFG3Yw
Tools for Assessment (25 Marks)
CIA| CIAIl | clay | Assignment | Seminar | Quiz Total
5 5 6 3 3 3 25
Mapping
CO\PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 [ PO7 | PO8 | PSO1 | PSO2 | PSO3 Pio Pgo
CO1 H H L M M M M L H H H H H
cOo2 H H L M M M M L M M H M M
COs3 H M L M M M M L M L H H M
CO4 H M L M M M M L H M H M H
CO5 H M L M M M M L H M H H M
H-High; M-Medium; L-Low
Course designed by Verified by Chairman
Ms.Ruth Kethsial Dr. T. Chandrapushpam
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Course Code Title

Ability Enhancement Compulsory Course -
21U4HRC202 Human Rights and Constitution of India

Semester : 11 Credits : 2 | CIA : 50 Marks
(Common to all UG Programmes)

Course Objective:
Understand the concept of human rights and the importance of Indian Constitution.

Course Outcomes:

CO1 | Understand the principal aspects of human rights and duties in a broad sweep.
CO2 | Acquire the knowledge about the Fundamental Duties and Rights of Indian Citizen
CO3| To know the rights of women and Children in India

CO4 | Understand the structure and importance of Indian Constitution

CO5 | Know the functions of Government and Election Commission of India

Course Content Instructional Hours / Week : 2

Unit Description

An Introduction to Human Rights :Values — Dignity, Liberty, Equality, Justice, Unity in
Diversity - Human Rights — Meaning and features; Significance of the study -
' Classification of Human Rights - Rights and Duties — Correlation

Instructional Hours | 6
Human Rights and Fundamental Rights - Fundamental Rights and Fundamental Duties-
Directive Principles - Role of Judiciary in the protection of Human Rights- National

1 Human Rights Commission
Activity : Case Study related to Human Rights

Instructional Hours \ 6

Human Rights of Women and Children- Social Practice and Constitutional Safeguards —
Female foeticide and infanticide-Physical assault and Harassment- Domestic violence-
m Conditions of Working Women

Activity : Conduct a Group Discussion on the above topics

Instructional Hours | 6
Constitution — Structure and Principles - Meaning and importance of Constitution -
Making of Indian Constitution —Sources - Salient features of Indian Constitution-

v Government of Union- Government of State-Features of judicial system in India
Instructional Hours | 6
Federalism in India — Features - Local Government -Panchayat —Powers and functions
-Election Commission —Organisation and functions-Citizen oriented measures — RTI —
\% Provisions and significance
Activity : Seminar/ Role play related to Indian Constitution
Instructional Hours 6
Total Hours 30
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Text Book:

1. “Human Rights and Constitution of India”, Complied by Curriculum Development Cell,
Nehru Artsand Science College.

Tools for Assessment (50 Marks)

Case Study and Report | Seminar / Role . . Comprehensive test
- Group Discussion _ Total
submission play for 5x5 = 25 marks
10 10 5 25 50
Mapping
PO
PO1 PO2 PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
CO
Cco1 - - - L H H H H L L - - L
CcO2 - - - L H H H H L L - - L
(O{OX] - - - L H H H H L L - - L
Co4 - - - L H H H H L L - - L
CO5 - - - L H H H H L L - - L
H-High; M-Medium; L-Low
Course Designed by Verified by
Dr. N Saranya Dr. N Saranya
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Course Code Title

22U4HVY201 Value Education : Human Values and Yoga Practice

Semesters: | & 11 Credits : 2 CIA : 50 Marks

(Common to all UG Programmes)

Course Objective:

e To help the students appreciate the essential complementarity between ‘values’ and
‘skills’ to ensure sustained happiness and prosperity, which are the core aspirations of all
human beings.

e To prepare and distribute standardized Yoga teaching and training material with
reference to institute health.

Course Outcomes:

CO1

To know the importance of Ethics to be followed in the Human life.

CO2

To inculcate a sense of respect towards harnessing values of life and spirit of fulfilling
social responsibilities.

CO3

To gain knowledge about the values that develops life skills.

CO4

To understand and Practice Meditation & Surya Namaskar.

CO5

To understand and apply the knowledge for physical health and well being through Asanas

Course Content Instructional Hours / Week : 1 (For Semesters | and I1)

Unit

Description
Human Values - Introduction - Definition of Ethics and Values - Character and
Conduct - Nature and Scope of Ethics. Individual and Society - Theories of Society -
Social Relationships and Society - Empathy: Compassion towards other beings.

Instructional Hours 4

Self-realization and Human Values-Self-realization and Harmony-Rules and Regulations-
Rights and Duties-Good and Obligation-Integrity and Conscience. Obligation to Family-
Trust and Respect-Codes of Conduct.

Instructional Hours 5

Character Formation Towards Positive Personality: Truthfulness, Constructivity,
Sacrifice, Sincerity, Self Control, Altruism, Tolerance, Scientific Vision. Refinement of
worries: Neutralization of anger-Intelligent quotient(1Q),Emotional quotient(EQ),Spiritual
Quotient (SQ)

Instructional Hours 5

v

Power of Meditation- Development of mind in stages - Mental Frequencies Methods for
Concentration. Meditation Practices - Surya Namaskar.
Physical Exercises -Kayakalpa Practices Training for Potentialising the Mind.

Instructional Hours 6

ASANAS
Standing Posture: Tadasana, Utkattasana, arthaKadi Chakrasana, Trikonasana, Artha
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Chandrarasana, Padahastasana, Virabhadrasana, Vrikshasana, Artha, Natarajasana.
Sitting posture: Padmasana, Gomukasana, Ustrasana, ArdhaMatsyendrasana,
Patchimottanasana.
Prone posture:Bhujangasana, shalabhasana, Dhanurasana, Chakrasana.
Supine posture:Sarvangasana, Halasana, Matsyasana, Shanti asana
Pranayama: Bhastrika, Bhramari, NadiShodhan

Instructional Hours 10

Total Hours | 30

Text book:

1.

“Value Education
Science College.

”, compiled by Curriculum Development cell, Nehru Arts and

Tools for Assessment

25 marks

25 marks

Comprehensive test in Units | to 111 for 25
marks during CIA 111 of Sem. Il

Perform 02 Yoga postures for Practical exam to be
conducted during the mid. of Sem. Il

Mapping

PO
CO

PO1

PO2

PO3

PO4

PO5

PO6

PO7

PO8

PSO1

PSO2 | PSO3

PSO4

PSO5

Co1

COo2

CO3

CO4

CO5

-\ ||| X

rrr| ||

i e i s i s ) G

S22 w2

I |T|T| T | I

[ [ [ [ [
1

| i I e A e I S I

H-High; M-Medium

i L-Low

Course Designed by

Verified by HOD

Karthi M

Dr. N Kavitha
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Course Code Title
23U1TAM303 Part -1 : Arunthamizh (siBBSOW)
Semester: 111 Credits: 3 CIlA: 20 Marks ESE: 55 Marks

Course Obijective

H0pd sriwniEellsi e DB FTihH FHHMUBEN6T 2 ([HEUTHGHH60

Course Category

Skill Development (orewiauTaseflsi Gomfidamenen 265 @aldhaHe0)

Development Needs

Global/Regional (2_svs orelled SO GmPulest Sieudluibemnd 2wl hoHisHe)

Course Description

IUNFWISHMS 26Ul HHIH6L

oreialTHeile GTOSHHBenen 2ah@GHalbhsHe0 BBID 2 606 Jenelsd SO Gomduile

. Assessment
Course Outcomes Teaching Methods Methods
SIOND BIeLE6TN60 Siewlibevid DPH6L, DIWBD FiHD elfleyemny/
CO1 FlbHEMGTHENET  QUGITT HFH6V. HTGewrmenILL QLILIENL 6]
il )
SIOD BvHEUI EIHBHHMETH
CO 2 FBIUSHE LpevID HLOLPET QReVHEI 6UETHMS alfleyeny S
o_ eI FLFUISH6V. GURHII_LID
LorewreuiHeilenL Bl STevhHBEHMBL  GiomPeueiFFenw olfleyeny/
CO3 2_(HEUTHGHH6V. STGeImeMiILL QUL 6]
afllendaLb
co4 BILIg6 FBhSH GHQLOHEHENTES LOTEIEUTHEN6NT 2 (HEUTEHE)SH60. Qﬂmﬂ@ﬂ// G BHHBIHG
AlQITHID
LoTewTeUT B LD HEVHMS  EU6TEH6V. olfleyeny/ &g N
CO5 euTaHID SHHDTRIS
Offered by | siflipszIemnB
Course Content : Arunthamizh (sSimBHsOW) Instructional Hours / Week : 4
Unit Description Text Book Chapters
1.1 DIWL BHVHBTNS  (LDGHIENTHHTEMILLD-LIGHEH- 15)
1.#leolILgSTTLD 1209056 SaaBLIBLILEITHSS HTMmSH-LIGE-9)
| e Z.wsuuﬂ@@&emo 1.3.4&6lT @evlblisd (UG- 11-2347-2377 LML 605H61T)
EMULILLIBIBST 3. FousdlbGmoen 1.4&bSHTSHTENILD(HL60 HTOYUILIL 60D 1-10UTL 60861T)
4.&1DUIJTLOTUIGH0TLD

Instructional Hours |

12 Hours

Suggested Learning Methods: pra (penmulsd HevbHEIIUITL 60

Sl aLd

2.1.8®mBEVTTI CUIHLOEmTID (LITL 6V 6l6u01-4137-4146)
2.2. 91606l SlUUTene -
2.3.a619uiluled -
24 ewgaub HUOWPSGHF CFIs OHTamIlH
2.5 ewelamialld HO(WWEGHF OFu1h CHTen®

(umLev er6001- 474-483)

DT 6),6NEUGHIE 1. Bpourgid
1 Fallguiluied é.mn@n@u;@ﬁmeﬁmu
JUBSHLD
3.5619uuls0
Instructional Hours

12 Hours

Suggested Learning Methods : 1168 LTaIBIGET &6e0HSIENTUITL 6D
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L.IB6iEmIT60 3.1 mred euFeomml (WHev BTV, eufl BI6d, &I [HIT6v)
1 3.2 LOTeRITGST 6UF60TM)
GLomfl Sl meir 2.05T60smUL WD 3.3 gdflwr euysorml
(@0éaamiD) 3.4 etemieuens  GLoullLIM(BSH6IT

Instructional Hours

12 Hours

Suggested Learning Methods :

Qumfisgmen eutuieons Llenpullsiinl 1R ID FHmer GUBBENLD

BT @LILD

QULPSH ST M H6T

BT BrLmeuied

43
4.4

4.5

4.1.
4.2.

uLpGIomiAaeit
ICE::Tk::01

SHLOILP T 85 6M6V 5 61T

fAMCBien suplumr@® i (HIib

allenerwim’ Baer (Amisui,Amidluii i (Hib)

Instructional Hours |

12 Hours

Suggested Learning Methods

BT Grseluisd el BT GULB wHaelen ampeluimnsy SMBIULIFQFUISHE0

R60&HHUI UTEOTBBIS

\Y glmedt

SIOD Fevdb&Hul aureoTyl

auei & fuyb

1. smiiwggler CHTBMPID elei&FAuld
2. UGBS RevsEwGHHeT CHTBBLPLD

3. s BT GUUBIUID eIF6eOTH)

Instructional Hours |

12 Hours

Suggested Learning Methods:

UTL SHLL SH360 CaTBHBULL (B6iTen S60dbaIUl UTeOTBSleNs 26wl &HEHIFH60

Total Hours

60 Hours

Text Books

BeMRIHENEL STEMILTD 6B SO LoTewIeuTsEhesGNW LML BT  “SimhbeLLD”
OaTEUL: HOIDHHIMB, CHH Hmsv WLBBID Sipieluisd &eveumfl, CaTUIDLIGSITT.

Reference Books

BILGUUBeNWsL @ opule): LISLT & FoHH6as0 ellggwm uslusd OFsiemer. HLOLDEI6mI60 -
ugdw Crradlsy HOp @evddlul eugeorml, WM 1 LhH e BHensowld, Logleny- 625 001.

Web. URLs https://youtu.be/ElcYgyw7e94, https://youtu.be/Mgtwmerl4dyw
Tools for Assessment (20 Marks)
CIAI CIA I CIA I S Assignment Group Project Total
4 4 5 2 2 3 20
Mapping

ol POL | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSOL | PSO2 PSO3 PSO4 | PSO5

col H L H L L H M L

co2 M L H L H L M H

co3 H L L L H M H M

cou M L H L M M H L

COs H L M L H L M H
H-High; M-Medium; L-Low

Course designed by Verified by
Dr. S. Satheesh Kumar Dr. A. Sridevi
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Course Code Title
23U1HIN303 Part | - Sahityak Hindi (ITfef® f&dl)
Semester: 111 Credits: 3 CIA: 20 Marks ESE: 55 Marks

(Common to all UG Programmes)

Course Objective | gfiaT wfadrell & mem ¥ Kdl ®fdal &1 Idfd R fde™
CASEEEHD

ddha § I HRU W Faraq T BT IUANT HRd gU Hiadl 1
WRIET

Course Category Skill Development

Development Needs | National

Course Description | Improves Writing Skills.

Course Outcomes Teaching Methods | Assessment Methods
CO1 | B fEdl U ¥ 3rd! aRg allh® &l bl | Role play Assignment
cO 2 HRITA 3IHAT Pl Uga B fSFHHI IudIT | Group learning Seminar
HiqdTd forgd wHg foran o Iwar g | Acting
CO3 T P e 3R el Story Narration Assignment
co4 B DI T HD g H 33T 32 [Aem | Group learning Group Project
and Work sheets
Uieushd da! feal § U 8 H HAdg | Worksheets and .
COS CEGI Exercises Seminar
Offered by | Hindi
Course Content Instructional Hours / Week : 4
. . Text
Unit Description Book Chapters
I 1 3
Alcd - IaHd oad - (R gEARE qfid )
Instructional Hours 12
Suggested Learning Methods : Visual Learning 02 Hrs
| P BAR & Qe (10 QT ), WEN F UG (4 . )
Uq) (hred dr)
Instructional Hours 12
Suggested Learning Methods : Auditory 02 Hrs
1.31YA®d A : g B ANYAIW- HARITA  addal,
gy | ST g F S - gHsIpHN g, o MR & . 3
- YWY Rig TR
2 . HfardieRur
Instructional Hours 12
Suggested Learning Methods : Comprehensive Writing 02 Hrs
PR : 1) Y JABPR 3R Mg PR,
v 1 2
2)fee T o R $© am ferae |
Instructional Hours 12
Suggested Learning Methods : Auditory, Visual, Comprehensive 02 Hrs
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y | e, 9 g, vk S, 9P e & o 1 4
U s
Instructional Hours 12
Suggested Learning Methods : comprehensive writing 02 Hrs
Total Hours | 60 Hrs

Text Books

1. de® - a9 wad - ( ft gdARm™r gid )
2. B JAHA - IGO0 TS T

Reference Books

N

. & Arew ok ¥wE - S IW FUR Al
. SieR Y gt |, g B sida vere sfear fafics

1. www.webdunia.com
2. https://www.hindikunj.com
Web. URLs 3. www.bhashaindia
4. www.hindisamay.com
Tools for Assessment (20 Marks)
CIAI CIA I CIA 111 Assignment |  Seminar Gro_up Total
Project
4 4 5 2 2 3 20
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
co1l H H H M M L H M
CO2 H H H L L H M H
CO3 L M L L M H M L
CO4 M M M | M H L L L
CO5 M L L M H L L H

H-High; M-Medium; L-Low

Course designed by

Verified by

Dr.S.Swarnalatha

Dr.S.Swarnalatha
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Course Code Title

23U1MAL303 Part - | : Kavithayum Smaranayum (&lo®)o mMiaem®)o)
Semester: 111 Credits: 3 CIA: 20 Marks ESE: 55 Marks

(Common to all UG Programmes)

Course Objective

HAlmd MIa010f a16lal@EomIasIajo a0y HOIlOBHe8 &) 1a]
@RAOUCMNIDIWNYo BRIVIIBMOLYo QWA

afle ddma e ud o6 @O SH@IORM MRAZaOO 0a oMM
OU{ SO 0IBBOG 1@ |2 IWO0]S)O0) 8
Course Category Skill Development
Development Needs | Regional
Course Description | Developing Personality and Self confidence
Assessment
Course Outcomes Methods Assessment Methods
Smart boards/ .
Now
CO1 | aailowlayeswgs Mmoeealiemo Chalk and Talk Assignment
] V10D : .
CO?2 tjﬁ_l‘;(;mmggznamp oUE® Group learning Seminar
N o s @ } .
CO3 (::gjfjf;q;ggmmm;m D@ Goal®0 Peer Teaching Assignment
10y . .
CO4 g%“;m%mm(ﬁmm(%%cwwmmawgm Group learning Group Project
o Smart boards/ .
| 1
CO5 | M@RanOB 1 GRW|IaIMOD MO («IIWIM o Chalk and Talk Assignment
Offered by | Malayalam
Course Content Instructional Hours / Week : 4
. . Text
Unit Description Book Chapters
I mnaflm oo - aoy safloed 1 4
Instructional Hours 12
Suggested Learning Methods : Visual Learning 02 Hrs
I madlm &N - a o) Hod0d 1 3
Instructional Hours 12
Suggested Learning Methods : Auditory Method 02 Hrs
11 ‘ &ePlo & 1Moo - (1818500 1n 08 1 3
Instructional Hours 12
Suggested Learning Methods : : Comprehensive writing 02 Hrs
v HAMB@ 0I5 DBS 1SW @ of)Me0 Ll D0 - B:E2JM O IdHeSM 1 2
Instructional Hours 12
Suggested Learning Methods: Auditory &Visual Methods 02 Hrs
V | #6B0e6096006 s «f)Me0 flafloo - egjm 0aldee)smd 1 3
Instructional Hours 12
Suggested Learning Methods : Comprehensive Writing 02 Hrs
Total Hours | 60 Hrs

Text Books

1. odlm &dflo (O HUTOBHW) - OMaN0) CHINGE NRIWIG
afledne af)wlqy a1 ® 10 &Oiloed .
2. #eglogo &1mdaRe - Afl.sl.ege1@layds -awl.avl. enpasymy
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HENB@HISHNDBE 1SW M )M 00 £l fldo - BHELJM ©aldaeSd -
(30D enp sy my

Reference Books

4.

0e1@I8 & lMIalomeasud - Mafledommm admy6a] enpde: ),
CHIY 16 H6IS

&0l miadloy Q@0
MO0 GREDIBA], @)00d
GRWYM1HO 20128 SHONOWIM «JM. GCRRWEAID
alOMMonLlo, 2168BBMIE(RA® |

M0 10 jo ARIWIGO T GROABL - MSYQUFo G Il Y3 emad
, 82310 MDAV (35 . @ 10QUMDa B0

eWw?.af)o.ellancum]  eH8

Web. URLSs : http://www.keralaculture.org>literature
Tools for Assessment (20 Marks)
CIA | CIAII CIA Tl Assignment |  Seminar Quiz Total
4 4 5 2 3 20
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
co1 H L H M H H H H
CO2 M L H L H M H H
Cco3 H L L M M H M H
CO4 M L L M L H H M
CO5 M L L M H L H M

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Ms.RAJANI N.

Dr. SMITHA C.R.
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Course Code Title
23U1FRN303 Part—1 : Le Francais General - I11
Semester : 111 Credits : 3 CIA : 20 Marks ESE : 55 Marks

(Common to all UG Programmes)

Course Objective

Acquisition of standard French by knowing more about the culture.

Course Category

Skill Development

Development Needs

Global

Course Description

Improved understanding and communication

Course Outcomes

Teaching Methods | Assessment Methods

Learn about the other French speaking

CO1 nations, hobbies, Lectures/ Tutorial Assignment
CO 2 | Le passé compose, I’imparfait Group Learning Assignment
CO 3 | Social network, les indicateurs de temps Peer Teaching Seminar

CO 4 | Lediscours direct et indirect

Video Lecture /

Lectures Group Project

CO 5 | To learn to answer questions orally in French

Group learning Assignment

Offered by | Department of French

Course Content

Instructional Hours / Week : 4

. . Text
Unit Description Book Chapters
| La langue francaise en action 1 1
Instructional Hours 12
Suggested Learning Methods :  Visuals
I Aller a larencontre des autres 1 2
Instructional Hours 12
Suggested Learning Methods :  Group discussions
11 Enrichir son reseau 1 3
Instructional Hours 12
Suggested Learning Methods : Group discussions
IV | Vivre I’information 1 4
Instructional Hours 12
Suggested Learning Methods :  Visuals
\Y Interroger le passe 1 5
Instructional Hours 12
Suggested Learning Methods : Comprehensive writing
Total Hours 60
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1. Saison 2 Méthode de Francais — Marie-Noélle Cocton, Anouchka
Text Books De Oliveira, Dorothée Dupleix (Unit O to 4)
1. Connexions 2 Methode de Francais Régine Mérieux , Yves
Reference Books Loiseau
Web. URLs 1. www.academia.edu
Tools for Assessment (20 Marks)
CIA CIAI CIA T Assignment |  Seminar Quiz Total
4 4 5 2 2 3 20
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
co1 - - M H H - - - - - - -
co2 - - L H M - - - - - - -
Cco3 - - - M | M H - - - - - - -
CO4 - - L M L H - - - - - - -
CO5 - - L - H - - - - - - - -

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Mr. D. Balaji

Dr. R. Malathi
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Course Code Title
23U2ENG303 Part — 11 : Communicative English — |
Semester : 111 Credits : 3 CIA : 20 Marks ESE : 55 Marks

(Common to All UG Programmes)

Course Objective

To enable the students to learn the different genres of literature and gain
a better understanding of the English language.

Course Category Skill Development

Development Needs | Global

Course Description

SD: Helps to develop LSRW skill

Course Outcomes

Teaching Methods

Assessment Methods

Execute moral, ethical and literary merits

Co1 and relate it to the society. Lecture/Tutorial Assignment
Exhibit a comprehensive knowledge of _

CO 2 | poetry and execute life skills and human Lecture/Tutorial Assignment
values through it.
Develop reading strategies with enriched Lecture/Tutorial .

cos3 vocabulary, through short story. Speaking
Identify the use of English language _

CO 4 | through the study of Grammar and use Lecture/Tutorial Reading
them in specific contexts.

cos | Interpret their understanding of English Lecture/Tutorial Writing

works in LSRW mode

Offered

by | Department of English

Course Content

Instructional Hours / Week : 4

Unit Description ;gz)(lt( Chapters
Prose
I J.B. Priestley - Travel by Train 1 1.3
R.K. Narayan - Headache
E.M. Forster - Tolerance
Instructional Hours 12
Suggested Learning Methods : Intensive Reading
Poetry
I William Blake - The School Boy 1 4-6
Rudyard Kipling - If
Sarojini Naidu - The Queen’s Rival
Instructional Hours 12
Suggested Learning Methods : Scaffolding Method
Short Stories
T O. Henry - After Twenty Years 1 7.9
Edgar Allan Poe — Tell - Tale Heart
Frank R.Stockton - The Lady or The Tiger?
Instructional Hours 12

Suggested Learning Methods : Flipped Learning

51



suryaseeni@hotmail.com
Text Box
51


UG
IV | Herman Melville-Moby Dick (Abridged Version) 1 10-13
Instructional Hours 12
Suggested Learning Methods : Flipped Learning
Oral & Written Communication (Unitl-1V) Listening —
Comprehension practice from Poetry, Prose, Online Voice
Practice, observing / viewing E-content (with subtitles), Guest /
Invited Lectures, Conference/ Seminar Presentations & Tests, and
DD National News Live, BBC, CNN, VOA etc
Speaking — In Group Discussion Forum, participate in the Turn
v Taking, and Conversation Management, Debating, Defending / 1 14-17
Mock Viva Voce, Seminar Presentations on Classroom-
Assignments, and Peer-Team-interactions.
Reading-Different Reading Strategies in Poetry, Prose, Novel,
Newspaper etc
Writing — Modals, Concord, E-Mail & Report Writing, Spotting
the Errors and How to avoid them, Sentence Completion,
Prepositions, Idioms and Phrases, Collocation.
Instructional Hours 12

Suggested Learning Methods : Activity Based Learning

Total Hours | 60

Text Books Unit I-V: Compiled by the Department of English

Reference Books

given to the students by the department

CLIL (Content & Language Integrated Learning) — Module by
TANSCHE NOTE:(Text: Prescribed chapters or pages will be

Web. URLs
Tools for Assessment (20 Marks)
CIA I CIA I CIA 111 Assignment Speaking Reading Total
4 4 5 2 2 3 20
Mapping
CO\PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Cco1 M - H - M M H M H H M H M
CO2 M - H - H M H M H H M H M
Cco3 M - H H H H H H H M H M
CO4 M L H - H - H H H H M H H
CO5 H M H - H H H H H H H H M
H-High; M-Medium; L-Low
Course designed by Verified by Chairman
Adappatu Ancy Antony Dr. R. Malathi

52



suryaseeni@hotmail.com
Text Box
Chairman

suryaseeni@hotmail.com
Text Box
Adappatu Ancy Antony

suryaseeni@hotmail.com
Text Box
Dr. R. Malathi

suryaseeni@hotmail.com
Text Box
52


B.Sc., Digital and Cyber Forensic Science NASC

Course Code Title
23U3CJC304 Core Paper VII: Computer Networks
Semester: 111 Credits: 3 CIA: 20 Marks ESE: 55 Marks

Common to DCFS/ AIML

Course Objective To make the students understand the concepts of Computer Networks.

Course Category Employability

Development Needs | Global

Course Description | To learn the fundamentals of networking systems, their architecture, function
and operation and how those fundamentals are reflected in current network
technologies.

Teaching
Course Outcomes Methods Assessment Methods
co 1 | Relate the uses of computer networks. Collaborative Group Discussion
Learning
Understand the concept of transmission ) _
CO 2 | technologies in networks Video Lectures Poster Presentation
Interpret the data link layer and Bluetooth _ _ _
CO 3 | architecture Brainstorming Assignment
Identify the routing algorithms for data Interactive _
CO 4 | transmission and transport service primitives Lecture Seminar
Apply the concept of cryptographic | | ecture / Class i
CO 5 | technologies for network security Projects Quiz
Offered by | DCFS
Course Content Instructional Hours / Week : 4
. . Text
Unit Description Book Chapters
| Introduction: The Uses of Computer Networks - Network 1 1
Hardware - Network Software - Reference Model
Instructional Hours 12
Suggested Learning Methods: Collaborative Learning
The Physical Layer: Guided Transmission Media -
" Communication Satellites - The Public Switched Telephone 1 3
Network - Structure of the telephone system - The Local Loops -
S Modems - Wireless Local loops
Instructional Hours 12
Suggested Learning Methods : Scenario Based Learning
The Data Link Layer: Data Link Layer — Design - Issues- Error
Detection & Correction. The medium access control sub layer - The
channel allocation problem.
i Bluetooth: Bluetooth architecture - Applications. Data Link Layer 1 S
Switching: Repeaters, Hubs, Bridges, Switches, routers, and
gateways
Instructional Hours 12
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Suggested Learning Methods : Blended Learning

v

The Network Layer: Network Layer Design issues - Routing
algorithms - The Optimality principle shortest path routing —
flooding - distance vector routing - routing for mobile hosts. 1

The Transport layer: The transport services - service provided to
the upper layers, transport service primitives.

Instructional Hours

12

Suggested Learning Methods : Discussion Based Learning

The Presentation Layer: DNS - The Domain Name System -
Electronic Mail. Architecture and service the user agent.

Network Security: Cryptography-Symmetric Key algorithms, 1
DES - Public-key algorithms - Digital signature - symmetric key
signature - public key signatures

10

Instructional Hours

12

Suggested Learning Methods : Experiential Learning

Total Hours

60HTrs

Text Books

1. Andrew S. Tanenbaum; Computer Networks, 4th Edition, PHI

Reference Books

1. Achyut Godbole, Data Communication and Networks, 2007, TMH.
2. Uyless Black, Computer Networks: Protocols, Standards, and Interfaces,

2nd ed.,PHI
Web. URLs www.geekforgeeks.com/compter-networks.com
Tools for Assessment 20 Marks)
CIA| CIAIl | CIAII (el Assignment | Seminar Total
Discussion
4 4 5 2 2 3 20
Mapping
CO\PO | PO PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
COL [ H|[H|[M|M|[H[M[|[M][H]|H M M H H
CO2 M M H M H M M M H M M H H
CO3 H H M H M L H L M L H L M
CO4 H H L M H H M H H H M H H
CO5 H M M H M M H M M M H M M

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. B. Karthikeyan

Dr. J. Maria Shyla
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Course Code Title
23U3CKC306 Core Paper VIII: Java Programming
Semester: 111 Credits: 3 CIA: 20 Marks ESE:55 Marks

(Common to B. Sc. AIML /B. Sc. DCFS/BCA)

To gain knowledge about basic Java language syntax and semantics to write
Course Objective java programs and understand the principles of classes, methods,
inheritance, polymorphism and packages.

Course Category Entrepreneurship

Development Needs | Global

To understand the Object-Oriented Paradigm for developing programs using
Course Description | Control statements, Arrays, Packages, Interfaces, Exceptional Handling,
Multi-threading and create networking applications

Course Outcomes Teaching Methods Assessment Methods
Remember the fundamental concepts of Lecture/ L
col Object-oriented Programming. Demonstration Class Participation
co 2 Develop simple Java programs with Demonstration, Quiz
Control statements and arrays. Constructivist learning
Apply the principles of packages and Constructivist learning .
cos interfaces. Demonstration Seminar
Design Java application using the o
CO 4 | concepts of Exception Handling and :::ﬁ?r:e' Constructivist Seminar
Multithreading. ng,
Develop applications using 1O Streams Problem-based
CO 5 | and AWT. Teaching, Assignment
Constructivist learning
Offered by | Computer Applications
Course Content Instructional Hours / Week: 4
. L Text
Unit Description Book Chapters
Fundamentals of Object-Oriented Programming: Object-
Oriented Paradigm — Basic Concepts of Object-Oriented
Programming — Benefits of Object-Oriented Programming —
I Application of Object-Oriented Programming. Java Evolution: 1 123
History — Features — How Java differs from C and C++ — Java and =
Internet — Java and www —Web Browsers. Overview of Java:
simple Java program — Structure — Java Tokens — Statements —
Java Virtual Machine-Command Line Arguments.
Instructional Hours 12

Suggested Learning Methods: Code Debugging

Constants, Variables, Data Types, Operators and Expressions,
Decision Making and Branching: if, if...else, nested if, switch,? :
T Operator, Decision Making and Looping: while, do, for — Jumps 1 456,7&
in Loops - Labelled Loops, Classes, Objects and Methods. Arrays: 8
One Dimensional Array-Creating an Array- Two Dimensional
Array.
Instructional Hours 12

Suggested Learning Methods: Code Debugging

Interfaces: Multiple Interface-Introduction-Defining Interface-
Extending Interface-Implementing Interface-Accessing Interface 1011
i Variables. Packages: Introduction-Java APl Packages-Using 1 ’
System Packages-Naming Conventions-Creating Packages- & 12
Accessing a Package-Using a Package-Adding a Class to a
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Package-Hiding Classes-Static Import.
Instructional Hours 12
Suggested Learning Methods: Simple Application Development
Exception Handling: Fundamentals-Hierarchy of the Exception
Classes- Types of Exception —Exception Class-Uncaught
Exceptions-Handling Exception-User Defined Exception.

v Multithreaded Programming: The Java Thread Model-Concept 2 10& 11

of Thread-Runnable Interface-Thread Class-Thread Creation-

Thread’s Life Cycle-Thread Scheduling-Synchronization and

Deadlock-Inter ~ Thread =~ Communication-Joining  Threads-

Suspending, Resuming and Stopping Threads-JDBC.

Instructional Hours 12
Suggested Learning Methods: Simple Application Development

Input/Output Classes: Input and Output Operations-Hierarchy of

Classes in java.io Package-File Class-InputStream and OutputStream
Classes-FilelnputStream and FileOutputStream Classes-Reader and

Writer Classes-RandomAccessFile Class-Stream Tokenizer.

v Applets: Applet Basics-Applet Life Cycle-Running Applets-Methods of 2 16,18
the Applet Class-Graphics Class-Color Class-Font Class-Limitations of &19
Applets. Java Networking -INetaddress-User Datagram Protocol, Internet
Control Protocol, UDP Programming in Java Transmission Control
Protocol, Multithreading & TCP Sockets Programming in Java.

Instructional Hours 12
Suggested Learning Methods: Simple Application Development
Total Hours 60
1. E. Balagurusamy, Programming with Java — A Primer, Tata
McGraw Hill Publication, 3™ Edition, 2007
Text Books 2. ISRD Group, Introduction to Object Oriented Programming
Through Java, Tata McGraw Hill Publication, Forth Reprint 2008.
3. Java Network Programming, 4th Edition,Orielly Publication.
1. Patrick Naughton& Hebert Schildt, The Complete Reference Java 2, Tata
Reference Books McGraw Hill Publication, 3"Edition, 2002 _
2. John R Hubbard, Programming with Java, Tata McGraw Hill
Publication, 2" Edition, 2009.
Web. URLS https://www.w3schools.com/java/default.asp
Tools for Assessment (20 Marks)
CIA | CIA I CIA 1l Assignment |  Seminar Quiz Total
4 4 5 2 2 3 20
Mapping
CO/PO| PO1 | PO2 [ PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5

Co1 H H - M H - M H H H H M M

CO2 H H - M H - M H H H H M M

CO3 H H - M H - M H H H H H H

CO4 H H - M H - M H H H H H H

CO5 H H - M H - M H H H H H H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. K. Selvavinayaki

Dr. K. Selvavinayaki
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Course Code Title
23U3DFP304 Core Paper IX - Practical in Java Programming
Semester: 111 Credits: 2 CIA: 20 Marks ESE: 30 Marks

Course Objective To enable the students to develop problem solving skills and programming

ability in Java Language

Course Category Skill Deve lopment

Development Needs | Global

Course Description | The course is based on the Java experience on applets, packages and

exception handling concepts

Course Outcomes -II;;:tCkr: cl)rc]lg Assessment Methods
Apply the concepts of string, array and multiple
CO 1 | inheritance.
Implement multithreading, exception handling )
CO 2| concepts. Demonstration Laboratory
CO 3 | Apply the concept of package. Method Experiments
CcoO4 Develop the programs for the concepts of Applets
and AWT.
CO 5 | Implement the concept of file operations.
Offered by | DCFS
Course Content Instructional Hours / Week : 4
Progra o
i Description
Write a Java Applications to extract a portion of a character string and print the extracted
1 string
2 Write a Java program to insert an element (specific position) into an array.
3 Write a Java Program to implement the concept of multiple inheritance using Interfaces
Write a program to Implement the concept of Exception Handling using predefined
4 exception.
Write a Java Program to create an Exception called payout-of-bounds and throw the
5 exception.
Write a Java Program to implement the concept of multithreading with the use of any three
6 multiplication tables and assign three different priorities to them.
7 Write a Java Program to draw several shapes in the created windows.
8 Write a Java program to import classes from user defined package and creating package.
Write a Java Program to create a frame with four text field’s name, street, city and pin code
9 with suitable tables. Also add a button called my details. When the button is clicked its

corresponding values are to be appeared in the text fields.
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10 Write a Java Program to create a frame to implement checkbox group.
1 Write a Java Program to read the data from the file using DatalnputStream.
12 Write a Java Program to write the data to the existing file using BufferedOutputStream.
Instructional Hours | 60
Tools for Assessment (20 Marks)
Application Program Program Observation
of Logic Creativity | Debugging restd Vst Note Book Total
3 3 3 4 4 3 20
Mapping
CO\PO | PO1 | PO2 | PO3 O4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
co1 H H H L H H H HI|H M H M H
CO?2 M M| M M H M M M| M H M H H
CO3 H H M H M| M L HIH H M H M
coa M H L M H H H M| H H H M H
CO5 M M H H M H M H| M H H H M
H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. T. Ramaprabha

Dr. J. Maria Shyla
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Course Code

Title

23U3DFA303

Allied Paper Il1: Data Structures

Semester: 11

Credits: 4 CIA: 25 Marks

ESE: 75 Marks

Course Objective

Linked list, Searching and Sorting, apply them to solve

To enable the students to understand about the various techniques such as

complex programs.

Course Category

Employability

Development Needs

Global

Course Description

advanced technologies.

Extensive use of Data Structure in globally ensures high employment,
increases the compensation and helps individuals to connect with the

Course Outcomes Teaching Methods | Assessment Methods
co 1 ;thgi;s;anr:de l'jr;(lejesr'epresentatlon of Arrays, Lecture Assignment
CO 2 | Solve the problems using Queues and List. Tutorial Seminar
Demonstrate the different types of Tree .

Cos representation and Graph. Lecture Quiz

CO 4 Design_ algorithm to perform different types Tutoria Program Execution
of sorting.
Construct Symbol, Hash and File organization

CO 5 | and apply to solve real world problems using Class Project Program Execution
appropriate Data Structure.

Offered by | DCFS

Course Content Instructional Hours / Week : 3
Unit Description ;g;i Chapters

Introduction: Overview - How to create Programs - How to
| Analyze Programs. Arrays: Axiomatization - Sparse Matrices - 1 123
Representation of Arrays. Stacks & Queues: Fundamentals - =
Evaluation of Expressions - Multiple Stacks and Queues.
Instructional Hours 9
Suggested Learning Methods : Seminar Preparation and Presentation
Recursion: Recursive definition and process - recursion in C -
Writing Recursive program - simulating Recursion - efficiency of
I recursion. _ _ _ _ 2 3.4
Queues and List: The queue and its sequential representation -
Linked list - List in C - An example Simulation using linked list -
other list structure.
Instructional Hours 9
Suggested Learning Methods : Quiz Participation
Trees: Binary Tree - Binary Tree representation - the Huffman
algorithm - representing list as Binary - Trees and their applications
i - Game trees. 2 58
Graphs: A Flow problem - The linked representation of Graph -
Graph traversal and spanning forests
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Instructional Hours 9
Suggested Learning Methods : Assignment
Internal Sorting: Insertion Sort - Quick Sort - 2-Way Merge Sort -

IV Heap Sort - Shell Sort. 1 78
External Sorting: Storage Devices - K-Way Merging- Sorting ’
with Tapes: Balanced Merge Sorts - Polyphase Merge.

Instructional Hours 9

Suggested Learning Methods : Blended Learning

Symbol Table: Static Tree Tables - Dynamic Tree Tables - Hash
Tables: Hashing Functions- Overflow Handling.

\Y Files: Files, Queries and Sequential Organizations- Index 1 9,10
Techniques - File Organization: Sequential Organization-
Random Organization- Linked Organization.
Instructional Hours 9
Suggested Learning Methods : Program Development
Total Hours | 45 Hrs
1. Ellis Horowitz &SartajSahni, Fundamentals of Data Structures,

Galgotia Publication.
2. Aaron M. Tenenbaum, YedidyahLangsam, Moshe J.Augenstein, Data
Structure using C, Pearson Education, 2009.

Text Books

1. Ellis Horowitz, SartajSahni & Sanguthevar Rajasekaran, Fundamentals
of Computer Algorithms, Galgotia Publications Pvt Ltd, 1999.

2. Jean-Paul Tremblay and Paul G.Sorenson, An Introduction to Data
Structures with Applications, Second Edition, Tata MaGraw Hill,2008

3. Mark Allen Weiss, Data Structures and Algorithm Analysis in C,
Florida International University, Pearson Education, Second Edition,
1997.

Reference Books

Web. URLs https :/mwww.youtube .com/watch?v=qH6yxkw0u78
Tools for Assessment (25 Marks)
CIA | CIA I CIA 1l Assignment | Seminar Quiz Total
5 5 6 3 3 3 25
Mapping

CO\PO | PO1 [ PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1| PSO2 | PSO3 | PSO4 | PSO5
co1 H H H M H H H H H H H M H
CcO2 M M M M H M M M H M H M M
CO3 H H M H M M L H H H M H H
CO4 M H L M H H H M H H H M H
CO5 M M H H M H M H H M H M H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Ms. G. Bharathi

Dr. J. Maria Shyla
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Course Code Title
23U4DFZ301 Skill Based Paper I: Practical in Computer Networks
Semester: 111 Credits: 3 CIlA: 30 Marks ESE: 45 Marks

Course Objective To enable the students to develop problem solving skills and programming
ability in Computer Networks

Course Category Skill Deve lopment

Development Needs | Global

Course Description | The course uses Whireshark tool for capturing and analyzing the various
network protocols.

Teaching Assessment

Course Outcomes Methods Methods

CO 1 | Understand about port scanning
CO 2 | Examine the utility functions in computer networks
CO 3 | Analyse the different types of protocols Demonstration Laboratory
CO 4 | Demonstrate IP Fragmentation Packet Analysis Method Experiments
cos Identity Operating System using Traceroute and
TTL Value
Offered by | DCFS
Course Content Instructional Hours / Week : 3
Progra Description
mme

1 Routing Logic Lab.

Capturing and analyzing Address Resolution Protocol (ARP) using Whireshark tool.

Capturing and analyzing Internet Control Message Protocol (ICMP) using Whireshark tool.

2
3
4 Capturing and analyzing Transmission Control Protocol (TCP) using Whireshark tool.
5

Capturing and analyzing User Datagram Protocol (UDP) using Whireshark tool.

Capturing and analyzing Dynamic Host Configuration Protocol (DHCP) using Whireshark
tool.

7 Capturing and analyzing Domain Name System Protocol (DNS) using Whireshark tool.

8 Capturing and analyzing Hypertext Transfer Protocol (HTTP) using Whireshark tool.

9 Capturing and analyzing File Transfer Protocol (FTP) using Whireshark tool.

10 IP Fragmentation Packet Analysis using Whireshark tool.

11 How To Identify Operating System Using Traceroute and TTL using Whireshark tool.

12 How To Identify Operating System Using TTL Value And Ping Command.

Instructional Hours | 45
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Tools for Assessment (30 Marks

Application Program Program Observation

of Logic Creativity | Debugging L TGS Note Book Ve

4 4 4 7 7 4 30
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 [ PSO4 | PSO5

co1 H H H L H H H HH M H M H
co2 M M M M H M M M M H M H H
co3 H H M H M M L H|H H M H M
cod M| H| L| M| H| H| H | M[H |H H M | H
CO5 M M H H M H M H M H H H M

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. B. Karthikeyan

Dr. J. Maria Shyla
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Course Code

Title

22U4NM3BT1

Part IV : Basic Tamil — | (ongpriuenLgzop - 1)

Semester: 11

Credits: 2

CIlA: 50 Marks

(Common to all UG

Programmes)

Course Obijective

SO GomPenuwid BMBLIEGSH0—6IOTHIHABN6T  SU6TT dHEH60.

Course Category

Skill Development ( wremenissilsn Guomfdamenet 2ol dE60)

Development Needs

Regional (10 Gomflulsr oieudlbems 26wl HHiHev)

Course Description

renelTserile QmPsHHmener 26mdh @l &Hdhe0

Course Outcomes Teaching Methods | Assessment Methods
S 1(RSHHIGEHE6T B I(WPeD CFUISHN LBHBID
CO 1 | aundldpmpe0 yaluieumslest LwIedTLIT(. &1 eleursld QUL 6]
CO 2 | sGomf) &mmed SUi6UD SHITCHIL60. GW alauTHLD BHSSIHIG
siliflajeny/
CO 3 | UpGwrfl onfleys gImedt GobuL FOFUIg BTOGwTTeMLILIL GUPSHSHI LD
it
co4 QUTTHMS DDIDEGID HMe CUBFCFUIH6V. olfleyeny/ &g GWHHLID
aleITHID
cos MBS HIHH BN CLBFOFUISH6L. & shansn GWSHBIL LD
Offered by | sflpszIemD
Course Content : Basic Tamil — | suiuenLgz0p - | | Instructional Hours / Week : 2 Hours
Unit Description Text Book Chapters
. . 1.2_ulier(psH&IHH6iT
| g’ﬁ?@ﬁinﬁlﬂz@ B60&H6mILD 2.0l 6T1(LD&HHIBH6I
s ol 3.2 _uliOul 6T1p&HSHIS®E6NT

Instructional Hours

6 Hours

Suggested Learning Methods : siwsaibsemen epHiId wBBID eurdléE@ Hmer CUBBemLD

CFTeL DIMLDSHSH60 ©)608H60TLD

L@t 6lWwdHs @mELTH

2.Q7emBpH0 BHBHI 6T(RHHIFCIFTBEBET
3.50D LOTHMIG6T GUWIT,&IpenIoseien Gt
4 .6)EmIEIRIG6T  GILIWLIT,

5.05m60 S EHD

Instructional Hours

6 Hours

Suggested Learning Methods : siipdgibaamen GsTew(h

CFTBHMEN 2 HAUTHGID LUIBSF CUBBenLD

OHTLFemLoLiL] OHTLFemLoLiL]

1.eT(p6umU
2.CFwuGEUTmsIT

Instructional Hours

6 Hours

Suggested Learning Methods : Qamisamens Osmami(h OHTLT o Hamés@d LulBd GLBBEND

v

GBIULY  6TIR&HIH6ED B6083H6mILD

1.0&TLFenLolIL

2.U58 SienLoLiL

Instructional Hours

6 Hours

Suggested Learning Methods : usg ol o @maumeEGn Hmer QUBBeNLD
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1.mmnfNenip

\Y LlemLpr5d & BH60 BlovdsamId 2.ouTdha Wl Lenlp

Instructional Hours 6 Hours

Suggested Learning Methods : @evésenit  Lenip @edil 611pHID Hpedt GLBBEMLD

30 Hours

Total Hours

1. @emhiEemey SO LoTemalTaEhs@GNW LML BTev“siflFamealg” OeT@LIL:
Text Books o it g A
S0HHImB,CHMH Hmev XIBILD Siflellwsd &evsumfl,BsTwIbLSHSHITIT.

1.  usueIhd (sl beiTenmsy LLeuTHCaFmse o eny,FTIHT UHILSD,
O sienen—40.

2. Gamevsmiiilwib, sCsmenawii LS, _60ddh SOPTITUIFS BimleNeD,
OFeitemen -113.

Reference Books

Web. URLs https://youtu.be/P7vvUnjl6vY, https://youtu.be/Zx4R3yZseuQ.

Tools for Assessment ( 50 Marks)

CIAI CIA I CIA T Seminar Assignment Group Total
Project
8 8 10 8 8 8 50
Mapping

CO/pP PO | PO2 | PO3 | PO4 | PO | PO6 | PO | PO | PSO | PSO | PSO | PSO4 PSO5
0 1 5 7 8 1 2 3

co1 L L H L H M H H

CO2 | M L H L M M L H

COo3 H L H L L M M H

CO4 H L M L L M H M

CO5 | M L H L M M H H

H-High; M-Medium; L-Low
Course designed by Verified by
Dr. S. Satheesh kumar Dr. A. Sridevi
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Course Code

Title

22UANM3AT1

Part IV: Advanced Tamil - 1 (Apliygsop -1)

Semester: 111

Credits: 2

ESE: 50 Marks

Course Objective

UBIEHalnd 2 (HeUTHGD HMET UeNTHH60 -

BuobuBh SH3HIH60

QoS peneot

Course Category

Skill Development (wrewreutsefesr GmPsHdpener 2aH@ealdsHe0)

Development Needs

Regional (s0p Gumfuier Seuduidhamd o emridsisHe0)

Course Description

LomeTeUT6Men GILOTINSHSH BNt 261 EH el s He0

Course Outcomes Teaching Assessment
Methods Methods
co1 Hgissailos UmLESGLD sif ey ®UsP L
B BEITEUETT &FH60
UL LILTSSSHH BT Dipfley alfleymr / Gw 5 51T
Co2 QUBFOFUIH6V. aleUTSHLD S(BHSHIMIG
: . . alfleyemy /
Q& TLTLWeISHT60T . L
CO3 HB6U6L oIGITLITL ) AP BTG ILIL BHSHSIBIG
BYHLD, HIEWLO6SHHBe  CUBEFCIFUIH60 Nerémih
Gomflenwit Mempullenslts G eT(pGHID .
CO4 FHmerr OUBF OFUIH6E0 allfleeny PuULIML6Y
. . . alfleyemy /
CO5 gﬁg’w @m@@g’m wppid. Guompuleveu BTG ILIL GWSHLLID
DiHED- allengbaid
Offered by SPGB
Course Content: Advanced Tamil - I (Apiyszsip -1) | Instructional Hours / Week : 2 Hours
Unit Description Text Book Chapters
1.1.Gpsu&GSILTL 6D
I . q 1. ungﬁmnﬁ ;_r,rruﬂszrr LDSD‘O‘ﬂéE@&Sn’L(} i
ysiSsalleng 2. UMIAHSHTF6s 12.urrdsrest(Slp@uwrfubm:-
seflullewl_,HL0l1p&HGHD ) pGlHeTMI)

Instructional Hours

6 Hours

Suggested Learning Methods : seleng epaid SHpet QUBBeLD

ewip 56 Eg6v 605 H60TLD

2.1.0gmBUenp HEHHD
22.05mLT Uenp HoHasd
23.u5F peHF CFUISHE0

Instructional Hours

6 Hours

Suggested Learning Methods

laurshHWnismentl Llenp el e1(pgid FHment GLmBenLD

605 & 60T
Lupgl
D61 GH60

605 60TLD

3.1.05Tem® Hlene0HOISTLIT,
3.2.0518T BHleneodHolHTLIT
3.3.94@HOUWIT  6UmBHH6T
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Instructional Hours | 6 Hours

Suggested Learning Methods : Gevésemit  Llenip el stapaid  Lulid  GuBBeno

v

BYHLD
6T(RBIH60

4.1. umgm_(héslHLd
4.2. BB HIHD
Aevdbamewill LULIBS ghH 4.3. SIMIPLILGHHIHLD
44. SIVIENEVHE HIQHLD
4.5. BLUBHQHLD

Instructional Hours 6 Hours

Suggested Learning Methods :

BYSHD 6IIPHID  FHBeiT GLIBBeNLD

; 1.G Flwimi
Beodelu SO BevdhaE W euF6eOTH) P P
\% UJeuTmI 2.50uGeTl g FLOlLp6sT
Instructional Hours 6 Hours
Suggested Learning Methods :  s1lip Sevéadlw sugeoripilest fpiiienen onfw GuBBenL
Total Hours | 30 Hours

Text Books

1.

BehIBmey SO LoTemTeUTHEhaGTW LML Bred ‘Sl G SIS SHIens.

Carel: F0DsHHImB,E8HMH Smev BBID SPlelwsd &g,
GamubLShg.

Reference Books

2.

umrSwmi- urgHwm salendser, oLigmd ugllusd, 7- L,
Camgwrsdh xHm, Ogeimer— 013.

ueuewIhd (pelleui — Heianmed LedluyisCadlear o ey, FmysT
uFHILsD, CFearener -040.

Web. URLSs https://youtu.be/xnsvFOHXxDeo, https://youtu.be/kQolj-29VIK.
Course designed by Verified by
Dr. S. Satheesh kumar Dr. A. Sridevi
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Course Code
22U4ANM3CAF Non Major Elective : Consumer Affairs
Semester : 11 Credits : 2 ESE : 50 Marks

(Common to all UG Programmes)

Course Obijective Markets

To enable the students to understand the concepts of Consumers and

Course Category Employability

National & Global

Development Needs

C out Teaching Assessment
ourse Dutcomes Methods Methods
Know their rights and responsibilities as a Lecture/ AsSi
. ssignment
co1 consumer Video Lectures g
Gain knowledge about Consumer protection law Lecture/ :
Co2 in India Peer Teaching Seminar
CO 3 Understand the procedure about redressed of Lec'gure/ _ Seminar
consumer complaints Group Discussion
Learn about Consumer related regulatory Lecture/ .
co4 agencies and Norms Role Play Assignment
Comprehend Business Firms, Interface with Lecture/ :
CO5 | consumers. Group Discussion Quiz
Offered by | Department of Business Administration
Course Content Instructional Hours / Week : 2
: . Text
Unit Description Book Chapters
Conceptual Framework - Consumer and Markets: Concept of
Consumer, Nature of markets: Liberalization and Globalization
of markets with special reference to Indian Consumer Markets,
Concept of Price in Retail and Wholesale, Maximum Retail Price L 182
I (MRP), Fair Price, GST, labelling and packaging along with
relevant laws, Legal Metrology.
Consumer Complaining Behaviour: Alternatives available to
Dissatisfied Consumers; Complaint Handling Process.
Instructional Hours 6
Suggested Learning Methods : Video lectures
The Consumer Protection Lawin India
Objectives and Basic Concepts: Consumer rights and UN
1 Guidelines on consumer protection, Consumer goods, defect in 1 5&6
goods, spurious goods and services, service, deficiency in service,
unfair trade practice.
Instructional Hours 6

Suggested Learning Methods : Peer Teaching




UG NASC
Grievance Redressal Mechanism under the Indian Consumer
Protection Law
" Who can file a complaint? Grounds of filing a complaint; 9 1
Limitation period; Procedure for filing and hearing of a complaint;
Disposal f cases, Relief/Remedy available; Temporary Injunction,
Offences and penalties.
Instructional Hours 6
Suggested Learning Methods : Group Discussion
Role of Industry Regulators in Consumer Protection - Industry
self-regulation (ISR) Protection Policies, Consumer Protection
Agencies
v I. Telecommunication: TRAI 2 4
ii. Food Products: FSSAI
Insurance : IRDA and Insurance Ombudsman
Instructional Hours 6
Suggested Learning Methods : Role Play
Contemporary Issues in Consumer Affairs
Consumer Movement in India: Formation of consumer
organizations and their role in consumer protection,
N Misleading Advertisements and sustainable consumption, National 2 6&7
Consumer Helpline, Comparative Product testing.
Quality and Standardization: Voluntary and Mandatory
standards; Role of BIS, Indian Standards Mark (I1SI), Ag-mark,
Hallmarking, Licensing and Surveillance.
Instructional Hours 6
Suggested Learning Methods : Group Discussion
Total Hours | 30

Reference Books

1.

2.

Khanna, Sri Ram, Savita Hanspal, Sheetal Kapoor, and H.K.
Awasthi. (2007) Consumer Affairs, Universities Press.
Choudhary, Ram Naresh Prasad (2005). Consumer Protection Law
Provisions and Procedure, Deep and Deep Publications Pvt Ltd.

Mapping

COV | Por | POz | PO3 | PO4 | PO5 | POG | PO7 | POB | PSOL| PSO2 | PSOB | PSO4 | PSOS
Cco1 L - M H H M M

CO2 L - M H H M

COo3 L - M H M M M

Co4 L - M H H M M

CO5 L - M H H M M

H-High; M-Medium; L-Low
Course designed by Verified by Chairman

Dr. R. A. Ayyapparajan

Dr. R. A. Ayyapparajan
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Course Code Title

22U4ANM3GST Non Major Elective : Gender Sensitization

Semester : 111 Credits : 2 ESE : 50 Marks

(Common to all UG Programmes)
" To raise awareness of gender, promote gender equality, and equip learners

Course Objective with key concepts and principles of gender sensitization.
Course Category Skill Development, Employability and Entrepreneurship

Development Needs | Local, National and Global

The course aims an exploration of overview of gender, its social
construction, gender issues and challenges in India, and equips learners with

Course Description key concepts and principles of gender sensitization to promote inclusivity
and equity.
. Assessment
Course Outcomes Teaching Methods Methods
CoO1 Learn gender roles, socialization, and Direct Instruction Assignment
stereotypes.
CO 2 Recognize the gen_der_ di_scrimination causes, Direct Instruction Seminar
areas, and levels in institutions.
Identify the gender identity formation, types, . .
CO3 familiez, and gocialization ir)1/India. P Video Lessons Assignment
Understand the gender concerns in access,
CO 4 | enrollment, retention, participation, and Direct Instruction Assignment
achievement.
CO5 | Apply the Laws Related to Women Direct Instruction Exhibition
Offered by | Department of Costume Design and Fashion
Course Content | Instructional Hours / Week : 2
Unit Description I-Sr(()a())(li Chapters
Gender Socialisation and Gender Roles:
Introduction- Meaning of Sex and Gender, Gender Socialisation—
| Definitions, Agents of Gender Socialisation, Gender Roles- 1 -
Meaning, Definitions, Nature of Gender Roles, Factors
Determining Gender Roles/Stereotypes
Instructional Hours 6
Suggested Learning Methods : Group discussions
Gender Discrimination:
I Gender Discrimination - Meaning and Causes of Gender 1 i
Discrimination, Areas of Gender Discrimination, Gender
Discrimination at Different Levels of Institutions
Instructional Hours 6
Suggested Learning Methods : Video documentaries and films
Gender Identity:
i Gender ldentity - Meaning, Formation and Factors of Gender 1 i
Identity, Types of Gender Identity, Types of Families in India,
Gender Socialisation within Indian Families
Instructional Hours 6

Sugges

ted Learning Methods : Case Method
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UG NASC | 2022
Gender Concerns:
IV | Gender Concerns Related to Access, Enrolment, Retention, 1 -
Participation, and Achievement
Instructional Hours 6
Suggested Learning Methods : Video documentaries and films
Laws Related to Women:
Laws Related to Rape, Laws Related to Dowry - Dowry Prohibition Act,
v 1961, Laws Related to Remarriage, Laws Related to Divorce, Laws Related 1
to Property Inheritance, Laws Related to Trafficking, Constitutional and i
Legal Aspects related to Women - Women’s Reservation Bill — History and
Current Status
Instructional Hours 6
Suggested Learning Methods : Case Method
Total Hours | 30
1. Gender School and Society : Self-learning Material, MANGALORE
Text Books UNIVERSITY, Printed at Datacon Technologies, Bangalore, 2018
Reference 1. United Nations Development Programme. (2014). Gender Equality and
Books Women's Empowerment: Training Manual. New York: UNDP.
1. Coursera - https://www.coursera.org/courses?query=gender%?20sensitization
Web. URLSs 2. edX - https://www.edx.org/learn/gender-sensitization
3. Udemy - https://www.udemy.com/topic/gender-sensitization/
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
co1 H M M M M H H M
Cco2 H M M M H H M M
co3 H M M M M H H M
Cco4 H M M M L H H M
CO5 H M M M M H M M

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Ms. M. Nandhini

Dr. S. Jayapriya
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UG NASC
Course Code Title

22UANM3WRT / . o o

21U4NM3WRT Non Major Elective : Women’s Rights
Semester : 111 Credits : 2 ESE : 50 Marks

(Common to all UG Programmes)

Course Objective

To facilitate the awareness about the social, economical, political,
intellectual or cultural contributions of Women in India.

Course Category Skill Development

Development Needs | National

Course Description

Apply the knowledge of Rights related to women for their betterment.

Course Outcomes VCEEAITE Assessment Methods
Methods
CO 1 | Aware of basic constitutional rights Stt(ejg/sulgf)/lggslgy Seminar
CO 2 | Gain awareness on Political rights Stt(ejg/sulgf)/lggslgy Role Play
CO 3 | Understand individual and familial rights Stt(ejg/sulgf)/lggslgy Role Play
CO 4 Sfﬁgi;he provisions for Women’s Rights Stlag;t/ulzrfoll ggsl,gy Role Play
COS | protection Mechaniams for women Stucy! Role ey | ASsignment

Offered by | Department of Social Work

Course Content

Instructional Hours / Week : 2

Unit

Description

Text
Book

Chapters

Constitutional Rights of Women in India: Indian constitution
relating to women - Fundamental rights - Directive principles of
state policy - right to equality — rights against exploitation cultural
and educational rights - the right to constitutional remedy -
University Declaration of Human Rights -Enforcement of Human
Rights for Women and Children - Role of Cells and Counseling
Centers - Legal AID cells, Help line, State and National level
Commission

Instructional Hours

Suggested Learning Methods : Seminar

Political Rights of Women in India: Political Rights of Women
in India - Electoral process — women as voters - candidates and
leader - pressure group, 73rd and 74™ amendment and
representation of women in local self —government — women in
Rural and urban local bodies - Reservation of women - party
ideologies and women’s iSSUeS.

Instructional Hours

Suggested Learning Methods : Role Play
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NASC

Women’s Rights: Access to Justice: Introduction — Criminal Law
— Crime Against Women Domestic Violence — Dowry Related

. Harassment and Dowry Deaths - Molestation — Sexual Abuse and 3 !
Rape Loopholes in Practice-Law Enforcement Agency
Instructional Hours 6
Suggested Learning Methods : Role Play
Women’s Rights: Violence Against Women — Domestic Violence
The Protection of Women from Domestic Violence Act 2005, The
v Marriage Validation Act 1982 - The Hindu Widow Remarriage Act 3 S
1856 - The Dowry Prohibition Act 1961.
Instructional Hours 6
Suggested Learning Methods : Creative Art Assignments
Special Women Welfare Laws: Sexual Harassment at Work
Places, Rape and Indecent Representation, The Indecent
Representation (Prohibition) Act, 1986, Immoral Trafficking, The
v Immoral Traffic (Prevention) Act, 1956 - Acts Enacted for Women 3 d
Development and Empowerment, Role of Rape Crisis Centers.
Protection of Children from sexual Offences Act 2012.
Instructional Hours 6
Suggested Learning Methods : Community Participation Program
Total Hours 30

Reference Books 2. Agnes, Flavia. (1992). “Give us “Give us This Day Our Daily Bread:
Procedures and Case Law on Maintenance”. Majlis, Bombay.
3. Agnes, Flavia. (1999). “Law and Gender Inequality: The Politics of

World Campaign for Human Rights,1994).

Women*s Rights in India”. OUP, New Delhi

1. P. D. Kaushik “Women Rights” Book well Publication 2007 UN
Centre for Human Rights, Discrimination against Women (Geneva:

Mapping

CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSOL | PSO2 | PSO3 | PSO4 | PSO5
CO1 M H M| M H M M M
CO2 H M M H M| M H H
CO3 H M M H M H M M
CO4 | M| H| M| H| M| M| M| H
CO5 | H| M| M| H| M| H| M | M
H-High; M-Medium; L-Low
Course designed by Verified by Chairman
Dr. P. Nathiya Dr. P. Nathiya
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NASC 2023
23U1TAMA404 Part - | : Muthamizh (@&sL0b)
Semester: 1V Credits: 3 CIA: 20 Marks ESE: 55 Marks

Course Objective

FRIBHT6V DHBEMNT QUTPAIUIEY auTUeVTE LIGHTLITL (B FnBIHeneT 26T &HdhlHev

Course Category

Skill Development (wremmeuaeaflsi QomfbaEmener 26 @l dhaEH60)

Development Needs

Global/Regional (2_sva oenaled H0p GomPuilss DieuflibHme 26wl daHIH60)

Course Description

orenrelTdelen GTINHSmena 2amb@HallbhsHe0 OBBID 2 6085 Jlenailsy HLOD
Qompuier SieuflwisHend 2 6miiHaHIGH60

. A men
Course Outcomes Teaching Methods ssessment
Methods
. . . . . . : oNlifleyeny/smOemrmerLs .

CO1 | sifipisefler eaumpalied LGHILEm6TS SHBHI i &H60. L eflenimih QLILIML 6
SO Be0HA U CUNBHM6ENTD FnlIedH6 LP6VID L6 AP

co2 QBB 6UETHMS 26w FOFUIH60. oifloieny SWHHILI1D
co3 g@mmrr'aaaﬂ@l_(ml BTVHHBEHMLI  LDGTRIEITFF GmUL ﬁﬁ@@g/&n@wm‘ﬂu BHHBIHE

(HEUTEGHH6V. UL eilendbald
co4 Lr;rn_lgam.é]mg{g, GIQIDHEHENTS  LOTEHIEUT HENEIT Y SULeDL o)
2 (HEUTEHEHSH6V.
. : : L olfleyeny/ &0 L
CO5 | inemiauiseled LOGIHEVGHMS GIGTITHSH60. ey BHHHBIHIG

Offered by | s1fipssienm

Course Content: Muthamizh (pgg0D) Instructional Hours / Week : 4

Unit Description Text Book Chapters

1.1 gMlepd: Bleirm GFmsveori ..,
61 (BB 0OHTMS 1. i eneur 1.2 wevemev : @)ememio LITTMIT ..., GMVIEHS
| g fgggfﬂg; BlVSSIILD. .., LITeD6V B LD
4. yBBTEID .aflemerwim’_(h o w6lomh

1.3 ;mbsTiD LIS F| : 20r6dT HTeW6ou Ij1q Fl6D
1.4, wrgb 2ar@y .. Lisb FTeTSGr .., HHODSI BT

Instructional Hours

12 Hours

Suggested Learning Methods: smis @evaaul anfl BBLHILHMmET SINfLIFCFUISH6D

USSILLTL (B

1. AmurestrmHmliuent
2.0 6ANT 6
3.QurmpireyHmIrineDL
4.108160T5ETEHS]

2.1 3ewL_Glwiwp sueTemTeLSH6T FmLiLy

2.2 9im$CsTH BIHMV
2.3 westevstesflett el (hbEHTLbLISL

2.4 uresntigw CB B EHGFH W G LpFFmLiL

Instructional Hours

12 Hours

Suggested Learning Methods : Lisveuiaeflen omewiLsemen  GeueiiiLG & a6

3B

1 )60 &\ WLIBISH6IT

1. [BTEITLO6NN b BHIQ M B
2. @eulenel [BIBLSI
3.&emaIl BIBUSHI-
4. Y FTyHCHTEm6

eembLI BT eoni - (1-5 UTL6L&H6IT)
L, &6h G 6T - (1-5 UmL_60&siT)
QuTuisnaWITT - (11-15UTL60&61T)

Qu@euruilenr (weieflwimm (1-5 LITL 60&61T)

Instructional Hours

12 Hours

Suggested Learning Methods : o3 @eédwmiseien wmemisamen Sipfiul QUBBeNLD

(\Y}

SL1pF GlFwedlHer

Sl SO

4.1 Qzwedlaeir M) LpdsLd

4.2 suem s H6T
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NASC 2023

4.3 Qurfleuwitiyg GlFwedser
4.4 510lipF ClFwedlseir

Instructional Hours 12 Hours

Suggested Learning Methods : suflipd GFwellser uBnl Sl sumuiiiy  GuBBenL

5.1 (WpaBEUTMmET, SmMUOUT®msT, 2 MUCLTH6IT
1. peitenired £ i3
2.05mev& T WD o HBA APS

V @608 6GmTLD 5.3 uHGHI GHMLD
5.4 o m1Flev5 360 (HBHGI HLO1LPl6L
QoG LIwtTd %60

Instructional Hours 12 Hours

Suggested Learning Methods : @evdbsent oT6wiILEBmeN DIMBUD SHmeit GLIBBENLD

Total Hours 60 Hours

1. G6NMISEN6V (PFHEVTID ewi(h SO LoTemieuiH eSS LTL BIT6D
Text Books CaTELUY: “WHaOID” HWIbsHHImB, Chm Hemev BEBID Dipfellwsd
seoarifl, CasmwibsHHmi.

1. FhIs QeubHWRIE6T - 61 (HH0HTeNd, USHIIUTLH HW0EH Geueuip,
FHmOBsLEIL.
2. FHHHOD- QenapbHIn, eleLen LIFHTD. OFciens.

Reference
Books

Web. URLs https://youtu.be/GrNnb68Fd6w , https://youtu.be/14-sEAUzXPS .

Tools for Assessment (20 Marks)

CIA | CIAII CIA 1N Seminar | Assignment Il Total
Project
4 4 5 2 2 3 20
Mapping
P
PO/ S
co PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 o PSO2 PSO3 | PSO4 | PSO5
1
CO1 M L H L H H M H
CO2 M L H L M L M H
CO3 | H L H L H H M H
Co4 | M L M L H H H M
CO5 | H L L L M H L M
H-High; M-Medium; L-Low
Course designed by Verified by
Dr. S. Satheesh kuma Dr. A. Sridevi
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UG

NASC

Course Code

Title

23U1HIN404

Part | - Prayogik Hindi (5maifare &)

Semester: 1V

Credits: 3

CIA: 20 Marks

ESE: 55 Marks

(Common to all UG Programmes)

Course Objective

AR FAT 3R faRewor & \ed, arepias AR afen  deef3it &
gfel OT1 Sl HacsT2iel TeATeT |

3o¢ TATHesT Flell & JEATd oI@ehl & fgdl AT HIfged & Sgddled st

3T T |

Course Category

Skill Development

Development Needs

National

Course Description

Improves Creative Writing.

Teaching
Course Outcomes Methods Assessment Methods
CO1 | B fREr A1 & et aRg arforth gl Akl | Role play Assignment
UIeThA Hal ey A 9RO 8 H Hee | Group learning :
CO2 . Seminar
T B Acting
OF 3T Teleh Tgar ATgcd I AATeT I hY
CO3 . N fect ‘ Story Narration Assignment
gehal |
i . ' Group learning .
CO 4 | orat &l [ o@sT # 3TaT 37+ fHela| and Work sheets Group Project
OTAT I e shT THVETT et T HFITH Worksheets and :
CO5 . Seminar
A9 Exercises
Offered by | Hindi
Course Content Instructional Hours / Week : 4
. L. Text
Unit Description Book Chapters
I A%y 3u=gr:  (FUme 9Ios) 1 4
Instructional Hours 12
Suggested Learning Methods : Visual Learning 02 Hrs
HAUT AT , (FgeT 97 elicar 3R dliear : #AAA  STARia)
I 1 3
91E ATGHT T dTdT (JAITeT)
Instructional Hours 12
Suggested Learning Methods : Auditory 02 Hrs
" 1.7 1T 37ede W EeeT forger . 3
2.3 @l ggfadr iR wia
Instructional Hours 12
Suggested Learning Methods : Comprehensive Writing 02 Hrs
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UG NASC
1.9y fasy: anyfas Rem gomell, Aage F1 geaRon,
v | 3TEE e A 1 2
2. B 7 & 718 Fe F v arwer e
Instructional Hours 12
Suggested Learning Methods : Auditory, Visual, Comprehensive 02 Hrs
V | TAT GAET - ggHTEad 1 4
Instructional Hours 12
Suggested Learning Methods : Comprehensive writing 02 Hrs
Total Hours | 60 Hrs
1. fa¥ey 3u=arg: (FHOT 4IUs)
2. STl ol , MG JehreleT , AT
Text Books > c
3. &< gl S9TTe - TGl 13T, ToTdTel Us 6, feoelt
4. TIREAR , AFHART Yh12U , SABEIE,
1. O digleT , GHFIeN feal Aifecd faar 3R faare , 3merm fordre
2. H AT, 0T Y&, FAIRHARAT TR, ARG
Reference Books 3. ST aMged e YHTe, ITeffoten TEEr sarentor 3R TaaT, TRl 87t
EEINED
4. 3INPR AT AT, AT e | 3G IhrersT 7R faifdes
1. www.webdunia.com
2. www.hindikunj.com
3. hindi-natak-vikas.html
Web. URLs 4. www.bhashaindia.
5. www.hindisamay.com
6. https://ebook.pustak.org/
Tools for Assessment (20 Marks)
CIAI CIAI | clan | ASSI9Men | goinar | SOUP | rorq)
t Project
4 4 5 2 2 3 20
Mapping
CO\PO | POL | PO2 | PO3 | PO4 | POS | POG | PO7 | POS | PSOL | PSO2 | PSO3 | Psos | P20
co1 L M H M| M L H L
Cco2 L M H H L H L M
Cco3 M L L L L H M M
CO4 M M| M| M H L M H
CO5 H H L L H L H H
H-High; M-Medium; L-Low
Course designed by Verified by

Dr.S.Swarnalatha

Dr.S.Swarnalatha
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NASC | 2023

Course Code

Title
23U1MAL404 Part - | : Drisyakalaa Saahithyam (GéUbAcG:QD(TUDn_(ﬂ@‘SO)
Semester: 1V Credits: 3 CIlA: 20 Marks ESE: 55 Marks

(Common to all UG Programmes)

Course Objective

alnla ofm adw aoolneo allaflu melsseg eryo o anqlenendm
& 1@M).8 300, 201 8O @EMOOD )0 2)388 @A INT aIElanym;.

Course Category

Skill Development

Development Needs

Regional

Course Description

Guide and encourage them to achieve their ambitions

Course Outcomes

Teaching Methods

Assessment Methods

co1 ® RO 1021 Mo@IHeMOD I a0 Smart boards/ Assianment
(I e0!) chalk and Talk ssignme
amen 00 lalges aflgleal af)g)d
CO2 BRONEBROG®Y0 BYieLlo BRA W 0620 Group learning Seminar
QoNGHBMN0 MSODY.
1 . .
CO3 ggg(;g:}gmwm B0 DB BgEJO0D Peer Teaching Assignment
CO 4 3 142018l 96 06mo ERIWOEOD) 1@ Group learning Group Project
Smart boards/ .
N
CO5 oA 1®0S @RAIM®EMo chalk and Talk Assignment
Offered by | Malayalam
Course Content Instructional Hours / Week : 4
Unit Description Text Book | Chapters
| ®1RHOLD - ODIM (Al 1 5
Instructional Hours 12
Suggested Learning Methods : Visual Learning 02 Hrs
1 ®1RHOLD - DI (Al 1 5
Instructional Hours 12
Suggested Learning Methods : Auditory, Visual 02 Hrs
1 ‘«)ﬂ(o.ﬂom - EOOM (aldI0M 1 3
Instructional Hours 12
Suggested Learning Methods : Visual Learning 02 Hrs
v MISdho - BOMOUIM: Jo 1 2
Instructional Hours 12
Suggested Learning Methods: Auditory, Visual 02 Hrs
\V/ MISdHo - BOMOUI fo 1 3
Instructional Hours 12
Suggested Learning Methods : Visual Learning 02 Hrs
Total Hours | 60 Hrs

Text Books

1. ®1eeOL - 6mIM (ald>000 - (UM IaudmMad, wl.oul.enyds m
MISdho - BOMOUIS jo , K. EO.{l8a

Reference Books

a)m @HIgWo

awl.mil.enyssmy

2. maiwdg mImla®e MIOlo e - @wy

3. &) W2 «[)6BRem eIE:)M. - Od:.0db. 21(Bd

1. SL®)o OleEO®)o CWI.BRA.AIaf)o.B1dBHEM - of)m. enil.

[]ele¥t:: N
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NASC | 2023

4. MISH MO0 2IC (@0 - £]. B0 {lg8 - wl.aul.enysmy
5. MISdho BHRIWYo &HIYP al®)o - afl.gl.muadmmm - awl.ml.enyemy

http://www.keralaculture.org>literature

Web. URLs -
http://www.manoramaonline.com
Tools for Assessment (20 Marks)
CIA| CIAII CIAIN | Assignment | Seminar | SFoUYP Total
Project
4 4 5 2 2 3 20
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 on
coo | H| L[H|HJ|JH|[H|HI|H
coc [ M| L[H|M|H|[M|M]|M
Cco3 H L M| M| M H M H
CO4 H L L H L H M M
CO5 M L L H L H M M

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Ms.RAJANI N.

Dr.SMITHA C. R.
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UG NASC

Course Code Title
23U1FRN404 Part—1: Le Francais General — IV
Semester : IV Credits : 3 CIA : 20 Marks ESE : 55 Marks

(Common to all UG Programmes)

Course Objective Acquisition of standard French through French grammar and oral
communication

Course Category Skill Development

Development Needs | Global

Course Description | |mproved understanding and communication

Course Outcomes Teaching Methods | Assessment Methods
learn pronouns, gérondif along with ) )
CO 1 | culture adaptation in foreign countries Lectures /Tutorial Assignment
French food culture, manners, futur simple . .
CO2 & futur proche. Group Learning Assignment
Business and economic culture, la cause et ) ]
CO3 | |5 consequence. Peer Teaching Seminar
Letter writing official and to a patron, le ) )
CO4 passif, les doubles pronoms Group Learning Group Project
The city and country, urbanisation,
CO 5 | l'opposition et la concession, le subjonctif et Group Learning Assignment
I’infinitif
Offered by | Department of French
Course Content Instructional Hours / Week : 4
. . Text
Unit Description Book Chapters
I Explorer I’inconnu 1 1
Instructional Hours 12
Suggested Learning Methods : Visuals
I Gotter I’insolite 1 2
Instructional Hours 12
Suggested Learning Methods : Comprehensive writing
i Consommer autrement 1 3
Instructional Hours 12
Suggested Learning Methods : Group discussions
IV | S’engager pour une cause 1 4
Instructional Hours 12

Suggested Learning Methods : Visuals
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UG NASC | 2023
Vv Repenser le quotidien 1 5
Instructional Hours 12

Suggested Learning Methods : Group Discussion
Total Hours 60

Text Books

Oliveira, Dorothée Dupleix (Unit 0 to 4)

1. Saison 2 Méthode de Francais — Marie-Noélle Cocton, Anouchka De

Reference Books

1. Connexions 2 Methode de Frangais Régine Mérieux , Yves Loiseau

Web. URLS 1. www.academia.edu
Tools for Assessment (20 Marks)
CIAI CIAI CIA LTI Assignment | Seminar Quiz Total
4 4 5 2 2 3 20
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Cco1 - - M H H - - - - - - -
CO2 - - L H M - - - - - - -
co3 - - - | M| M| H - - - - - - -
CO4 - - LI M| L |H - - - - - - -
CO5 - - L - H - - - - - - - -

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Mr. D. Balaji

Dr. R. Malathi
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UG NASC

Course Code Title
23U2ENG404 Part — Il : Communicative English — 11
Semester : IV Credits : 3 CIA : 20 Marks ESE : 55 Marks

(Common to All UG Programmes)

Course Objective To equip the students with Language Skills and develop interest in and
appreciation of literature.

Course Category Skill Development

Development Needs | Global

Course Description | SD: Helps to develop LSRW skill

Course Outcomes Teaching Methods | Assessment Methods
Understand the values of life reflected in the . .
Co1 orescribed prose Lecture/Tutorial Assignment
CO 2 Le_arn to interpret poem based on contextual Lecture/Tutorial Assignment
evidence.
Enhance imaginative and communication . i
Co3 skills through short stories. Lecture/Tutorial Speaking
CO 4 | Understand the performing art through drama. Lecture/Tutorial Reading
CcO5 Acquire proficiency in English for global L ecture/Tutorial Writing
competency.
Offered by | Department of English
Course Content Instructional Hours / Week : 4
. L Text
Unit Description Book Chapters
Prose
| Francis Bacon — Of Adversity 1 1
Dr. Radhakrishnan - Character is Destiny
Sudha Murty - How | taught my grandmother to read
Instructional Hours 12
Suggested Learning Methods : Intensive Reading
Poetry
I Sarojini Naidu - The Soul’s Prayer 1 5
Emily Dickinson - Death in the Opposite House William Blake —
London
Instructional Hours 12
Suggested Learning Methods : Scaffolding Method
Short Stories
I W. Somerset Maugham - Mr. Know-All 1 3
Edgar Allan Poe-The Purloined Letter
Ruskin Bond-The Thief Story
Instructional Hours 12
Suggested Learning Methods : Flipped Learning

81



suryaseeni@hotmail.com
Text Box
81


UG

NASC

Drama
William Shakespeare — As You Like It

Instructional

Hours

12

Suggested Learning Methods : Flipped Learning

GRAMMAR AND COMPOSITION

Oral & Written Communication (Unit I-1V) Listening —
Comprehension practice from Poetry, Prose, Online Voice Practice,
observing/viewing E-content (with subtitles), Guest/Invited
Lectures, Conference/Seminar Presentations & Tests, and DD
National News Live, BBC, CNN, VOA etc

Speaking — In Group Discussion Forum, participate in the Turn
Taking, and Conversation Management, Debating,
Defending/Mock Viva- Voce, Seminar Presentations on
Classroom-Assignments, and Peer-Team-interactions.
Reading-Different Reading Strategies in Poetry, Prose, Novel,
Newspaper etc

Writing — Clauses — Conditional, Relative, Restrictive, Non-
Restrictive, Denotation and Connotations Précis Writing, One word
substitution.

Instructional

Hours

12

Suggested Learning Methods : Activity Based Learning

Total

Hours

60

Text Books Unit I — V: Compiled by the Department of English

Reference Books

CLIL (Content & Language Integrated Learning) — Module by TANSCHE
NOTE: (Text: Prescribed chapters or pages will be given to the students by

the department)
Web. URLs
Tools for Assessment (20 Marks)
CIA | CIA CIA 11 Assignment | Seminar Presentation Total
4 4 5 2 2 3 20
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
COl | ™M H M M H M H H M H M
CO2 | M H H M H M H H M H M
CO3 M H H H H H H H M H M
CO4 | M L H H H H H H M H H
CO5 H M H H H H H H H H H M
H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. Adappatu Ancy Antony Dr. R. Malathi

82



suryaseeni@hotmail.com
Text Box
82

suryaseeni@hotmail.com
Text Box
Chairman

suryaseeni@hotmail.com
Text Box
Dr. Adappatu Ancy Antony

suryaseeni@hotmail.com
Text Box
Dr. R. Malathi


B. Sc., Digital and Cyber Forensic Science NASC

Course Code Title
23U3DFC406 Core Paper X: Database Security
Semester: IV Credits: 3 CIA: 20 Marks ESE: 55 Marks
Course This course will provide an overview of database system concepts, entity model, and
Objective data base security concepts and techniques.
Course ™
Employabilit
Category pioy y
Development
Noe ds Global
Course This course focuses on the Database System Concepts and Architecture; The Relational
Description Data Model and practices of computer database security.
Teaching Assessment
Course Outcomes Methods Methods
co 1 Understand the basic concepts and architecture of Database Flipped Group
Systems Classroom Discussion
Explore the Relational Data Model and Relational Database Video .
Coz2 Constraints. Lecture Assignment
. . . - Problem .
CO 3 | Examine the basics of database security issues and privileges Solving Seminar
Experiment the Database Security within the General . .
co4 Security Landscape and Defense Tutorial Quiz
Implement authentication and password security, and . .
CO5 application security for database users Virtual Lab Flip Test
Offered by DCFS
Course Content | Instructional Hours / Week : 4
Unit Description Text Book Chapters
Database System Concepts and Architecture: Data
Models, Schemas, and Instances - Three-Schema
| Architecture and Data Independence — Database Languages 1 2
and Interfaces — The Database System Environment —
Centralized and Client/ Server Architectures for DBMSs —
Classification of Database Management Systems
Instructional Hours 12
Suggested Learning Methods : Video Lectures
The Relational Data Model and Relational Database
Constraints: Relational Model Concepts — Relational Model
" Constraints and Relational Database Schemas 1 34
Basic SQL: SQL Data Definition and Data Types — Specifying '
Constraints in SQL - Basic Retrieval Queries in SQL —
INSERT, DELETE, and UPDATE Statements in SQL
Instructional Hours 12
Suggested Learning Methods :Online Simulation Tools
Database Security: Introduction to Database Security Issues —
" Discretionary Access Control Based on Granting and Revoking 1 2
Privileges — Mandatory Access Control and Role-Based Access
Control for Multilevel Security
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SQL Injection — Introduction to Statistical Database Security —
Introduction to Flow Control — Encryption and Public Key
Infrastructures — Privacy Issues and Preservation — Challenges of
Database Security

24

Instructional Hours

12

Suggeste

d Learning Methods : Worked examples

Authentication and Password Security: Choose an appropriate
authentication option — Understand who gets system
administration privileges — Choose strong passwords —
Implement account lockout after failed login attempts — Create
and enforce password profiles — Use passwords for all database
components

Instructional Hours

12

Suggested Learning Methods : Problem Based Learning

Application Security: Reviewing where and how database users
and passwords are maintained - Obfuscate application code -
Secure the database from SQL injection attacks - Beware of
double whammies: Combination of SQL injection and buffer
overflow wvulnerability - Don’t consider eliminating the
application server layer - Address packaged application suites -
Work toward alignment between the application user model and
the database user model

Instructional Hours

12

Suggested Learning Methods : Laboratory practice

Total Hours

60 Hrs

Text Books

1. Fundamentals of Database Systems, Ramez Elmasri, Shamkant B. Navathe, Sixth
Edition, Addison-Wesley

2. Implementing Database Security and Auditing, A guide for DBAs, information
security administrators and auditors, Ron Ben Natan, Elsevier Digital Press

Reference Books

Implementing Database Security and Auditing, A guide for DBAs, information security
administrators and auditors, Ron Ben Natan, Elsevier Digital Press

Web. URLs www.edx.com/course/database-security
Tools for Assessment (20 Marks)
CIA I CIAIll | CIA I Assignment Seminar Quiz Total
4 4 5 2 2 3 20
Mapping
CO\PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSOl1 | PSO2 | PSO3 | PSO4 | PSO5
COl1 H H H L M M L M H M H M L
CO?2 M M M M H M M M M L M H H
CO3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. D. Suryaprabha

Dr. J. Maria Shyla
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Course Code

Title

23U3DFC407 Core Paper Xl - Cyber Forensic
Semester: IV Credits: 3 CIA: 20 Marks ESE: 55 Marks
Course Objective 1. To understand the layers security by installing firewalls
2. Study about various computer forensic methods
3. Apply evidence collection tools and analysis various forensics.
Course Category Employability

Development Needs Global

Course Description

This course emphasizes on the layers of network security and helps to understand the
various forensic techniques

Course Outcomes Teaching Methods | Assessment Methods
CO1 Understand the different layers of security Video Lectures Group Discussion
Interpret the different E-Mail Security and . .
CO 2 Eirewalls Tutorial Assignment
Apply computer forensic Techniques in Flipped :
cos3 Computer Investigation Classroom Seminar
Examine incidence scenes using forensic Tutorial / Case .
co4 tools Studies Quiz
CO5 fi\rrrzlyse and validate forensics data in real Video Lectures Flip Test
Offered by DCFS
Course Content Instructional Hours / Week : 4
. . Text
Unit Description Book Chapters
NETWORK LAYER SECURITY &TRANSPORT LAYER
| SECURITY: IPSec Protocol - IP Authentication Header - IP ESP - 1 1
Key Management Protocol for IPSec. Transport layer Security:
SSL protocol, Cryptographic Computations — TLS Protocol.
Instructional Hours 12

Suggested Learning Methods : Video Lectures

E-MAIL SECURITY & FIREWALLS : PGP - SIMIME - Internet
Firewalls for Trusted System: Roles of Firewalls — Firewall related 1 2
Terminology- Types of Firewalls- Firewall designs-SET for E-
Commerce Transactions.

Instructional Hours 12

Suggested Learning Methods :Group Discussion
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INTRODUCTION TO COMPUTER FORENSICS:
Introduction to Traditional Computer Crime, Traditional problems
associated with Computer Crime Introduction to Identity Theft &
Identity Fraud. Types of CF techniques-Incident and Incident
i : L . L 1 1
response methodology-Forensic duplication and investigation.
Preparation For IR:Creating response toolkit and IR team.-
Forensics Technology and Systems —Understanding Computer
Investigation— Data Acquisition
Instructional Hours 12
Suggested Learning Methods : Worked examples
EVIDENCE COLLECTION AND FORENSICS Incident Scenes—
IV Working with Windows and DOS Systems. Current Computer 2 6
TOOLS: Processing Crime and Forensics Tools: Software/Hardware
Tools.
Instructional Hours 12
Suggested Learning Methods : Problem Based Learning
ANALYSIS AND VALIDATION: Validating Forensics Data—
v Data Hiding Techniques — —Performing Remote Acquisition — 2 8
Network Forensics — Email Investigations—Cell Phone and Mobile
Devices Forensics
Instructional Hours 12
Suggested Learning Methods : Collaborative Learning
Total Hours 60 Hrs
1. Computer Forensics and Investigations-BillNelson, Amelia Phillips, Frank

Text Books Private Limited.

Press, 2011

Enfinger, Christofer Steuart, Second Indian Reprint 2009, Cengage Learning India

2. Digital Evidence and Computer Crime — Eoghan Casey, Edition3, Academic

Reference Books Prentice Hall, 2008

Computer Forensics and Cyber Crime: An Introduction—Marjie Britz, Edition2,

Web. URLs www.simplilearn.com/cyber-forensic
Tools for Assessment (20 Marks)
CIA I CIAIl CIAITN Assighment Seminar Quiz Total
4 4 5 2 2 3 20
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 PSO5

Cco1 H H H L M M L M H M H M L
CO2 M M M M H M M M M L M H H
COo3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. D. Suryaprabha

Dr. J. Maria Shyla
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Course Code Title

23U3DFP405 Core Paper XIlI: Practical in Cyber Forensic

Semester: IV Credits: 4 CIA: 40 Marks ESE:60 Marks
Course Objective 1. Understand the cyber forensic issues

2. Apply various Intrusion detection and Testing
3. Processing and Analyze Crime and Incident Scenes

Course Category Skill Development

Development Needs | Global

Course Description | This course discusses on the various investigation methodologies and helps
to understand the hardware and software firewall intrusion detection.

Teaching Assessment

Course Outcomes Methods Methods

CO 1 Identify network packet capturing issues over live
network.
Examine Software Firewall and Hardware Firewall
CO2 - i .
Intrusion detection. Demonstration Laboratory
CO 3 | Implement incident response methodologies. Method Experiments
co4 Analyze data collection and investigation
methodologies
co 5 | Apply Crime and Incident Scenes Process.
Offered by | Information Technology
Course Content Instructional Hours / Week : 4
Progra .
o Description
1 Live Network capturing packets and analyzing over the live network
2 Vulnerability Scanning
3 Software Firewall and Hardware Firewall Intrusion detection and Testing
4 Incident Response
5 Computer Investigation and Data collection
6 Processing Crime and Incident Scenes
7 Email Investigation
8 Mobile device investigation.

Instructional Hours 60
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Tools for Assessment (40 Marks)
Application Program Program Observation
of Logic Creativity | Debugging L 1GEis2 Note Book VeE
5 5 5 10 10 5 40
Mapping

CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 Pgo
co1 H H H L M M L M H M H M L
CO2 M M M M H M M M M L M H H
Cco3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Ms. G. Bharathi

Dr. J. Maria Shyla
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Course Code Title
23U3DFA404 Allied Paper IV: Cyber Security
Semester: V Credits: 3 CIA: 20 Marks ESE: 55 Marks
Course Objective e To introduce the concepts of various cyber security threats and attacks

e To detail about the concepts of network and web security

Course Category Entrepreneurship

Development Needs | Global

Course Description

Develop Problem Solving Skills to solve the computer based issues

Teaching
Course Outcomes Methods Assessment Methods
Outline the concepts of various security .
CO 1 | aspects like threats, attacks and authentication Lecture Jus; regnta':?cl)?mme
procedures
Understand the various encryption techniques . .
CO2 and RSA algorithm Tutorial Poster Presentation
Interpret the network and wireless attack in .
CO3 real time Lecture Assignment
CO 4 | Evaluate the network security applications Tutorial Seminar
Analyse web security for secured online Flipped .
CO5 payments Classroom Quiz

Offered by | DCFS

Course Content

Instructional Hours / Week : 3

Unit

Description

Text

Book Chapters

Introduction to Cyber Security. Confidentiality, Integrity and
Availability — Triad. Attacks: Threats, Vulnerabilities and Risk. Risk
Management, Risk Assessment and Analysis. Information
Classification, Policies, Standards, Procedure and Guidelines.
Controls:  Physical, Logical and Administrative; Security
Frameworks, Defence in-depth: Layers of Security. Identification and
Authentication — Factors. Authorization and Access Controls-
Models, Methods and Types of Access Control.

Instructional Hours 9 Hrs

Suggested Learning Methods : Video lectures about the basics of Cyber Security

Basics of Cryptography: Definitions and Concepts, Symmetric and
Asymmetric Cryptosystems, Classical Encryption Techniques -
Substitution Techniques, Transposition Techniques, Block Ciphers
and Stream Ciphers, Hybrid Encryption Techniques, One-Time Pad.
E-mail security, Internet and Web Security. Steganography and its
detection, Data Encryption Standard (DES), Principles of public key
cryptosystems-The RSA algorithm-Key management - Diffie
Hellman Key exchange.

Instructional Hours 9 Hrs

Suggested Learning Methods : Group Discussion
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Network and Wireless Attacks : Network Sniffing, Wireshark,
packet analysis, display and capture filters, Ettercap, DNS Poisoning,
ARP Poisoning, Denial of services, Vulnerability scanning, Setup
network IDS/IPS, Router attacks, Man-in-the-middle Attack, Nmap,
open ports, filtered ports, service detection, network vulnerability
assessment, Evade anti-viruses and firewalls, Protocols, MAC
Filtering, Packet Encryption, Packet Sniffing, Types of
authentication, Attacks on WEP , WP A and WP A-2 Encryption, fake
hotspots.

Instructional Hours

9 Hrs

Suggested Learning Methods : Video Lecture

v

Network Security: IP security architecture, Security protocols, IPSec,
Web Security — Firewalls, IDS, IDPS — Types and Technologies.
Trusted systems — Electronic payment protocols. Network Security
Applications, Authentication Mechanisms: Passwords, Cryptographic
authentication protocol, Kerberos, X.509 LDAP Directory. Digital
Signatures.

Instructional Hours

9 Hrs

Suggested Learning Methods : Apply the Cryptographic techniques in models

\%

Web Security: SSL Encryption, TLS, SET. Intrusion detection.
Securing online payments (OTP).

Instructional Hours

9 Hrs

Suggested Learning Methods : Case Study

Total Hours

45 Hrs

Text Books

Practices”, Fifth Edition, Prentice Hall Publication Inc., 2007.

1. William Stallings; “Cryptography and Network Security: Principles and

2. Nina Godbole and SunitBelapore; “Cyber Security: Understanding Cyber
Crimes, Computer Forensics and Legal Perspectives”, Wiley Publications,2011.

Reference Books

Security”, Vikas Publishing House, New Delhi, 2003.
Education (India), 2008.

of Applied Cryptography”, CRC press, Lib of Congress -2006

1. Matt Bishop, “Computer Security Art and Science”, Pearson/PHI, 2002.
2.Michael E Whiteman and Herbert J Mattord; ‘“Principles of Information

3. AtulKahate “Cryptography and Network Security” McGraw Hill

4. Alfred J. Menezes, Paul. C. Van Oorschot, and Scott A. Vanstone “Handbook

1. https://onlinecourses.swayam?2.ac.in/aic20_sp06/preview

Web. URLSs 2. https://onlinecourses.swayam?2.ac.in/arp19_ap79/preview
Tools for Assessment (20 Marks)
CIA I CIA I CIA 1l Assignment | Seminar Quiz Total
4 4 5 2 2 3 20
Mapping
CO\PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Co1 H H H L M M L M M H H M M
CO2 M M M M H M M M H H H M H
COo3 H L M H M M L H M H H M M
CO4 M H L M L L H M H M H H M
CO5 M M H H M H M H H H M H H
H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. D.Suryaprabha Dr. J. Maria Shyla
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Course Code Title

23U4DFZz402 Skill Based Paper — 11 Practical in BASH Scripting
Semester: IV Credits: 3 CIlA: 30 Marks ESE: 45 Marks

Course Objective The aim of the course is to make the students understand the basic

concepts and working on Bash scripting.

Course Category Skill Deve lopment

Development Needs | Global

Course Description | The course gives hands on experience on Bash scripting language and will

provide fundamental knowledge on Scripting language

Course Out Teaching Assessment
ourse DUtcomes Methods Methods
Understand the basic file / directory access through
Co1 L
shell scripting
co 2 | Extract current date and time using shell scripting
Develop a script to validate the password Demonstration Laboratory
CO 3 | strength Method Experiments
co 4 | Explore files and sub directories using shell script
CO5 Create applications by adding new extensions
Offered by | DCFS
Course Content Instructional Hours / Week :3
Progra Description
mme
Write a shell script to check to see if the file “file path” exists. If it does exist, display
“file_path passwords are enabled.” Next, check to see if you can write to the file. If you
l b (13 b b b (1% 2 b (13
can, display “You have permissions to edit “file_path.” If you cannot, display “You do
NOT have permissions to edit “file_path”
Write a shell script that prompts the user for a name of a file or directory and reports if it
2 is a regular file, a directory, or another type of file. Also perform an Is command against
the file or directory with the long listing option.
Write a shell script that accepts a file or directory name as an argument. Have the script
3 report if it is reguler file, a directory, or another type of file. If it is a directory, exit with a
1 exit status. If it is some other type of file, exit with a 2 exit status.
Write a shell script that consists of a function that displays the number of files in the
4 present working directory. Name this function “file_count” and call it in your script. If
you use variable in your function, remember to make it a local variable
Write the shell script that displays one random number on the screen and also generates a
5 system log message with that random number. Use the “user” facility and “info” facility
for your messages.
6 Write a shell script to get the current date, time, username and current working directory
7 Write a shell script to print a number in reverse order. It should support the following

requirements.
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The script should accept the input from the command line.
If you don’t input any data, then display an error message to execute the script correctly.
Write a shell script to find out the unique words in a file and also count the occurrence of
8 each of these words. We can say that the file under consideration contains many lines,
and each line has multiple words.
Write a shell script to validate password strength. Here are a few assumptions for the
password string.
9 Length — minimum of 8 characters.
Contain both alphabet and number.
Include both the small and capital case letters.
10 Write a shell script to print the count of files and subdirectories in the specified directory
11 Write a shell script to reverse the list of strings and reverse each string further in the list.
12 Write a shell script that adds an extension “.new” to all the files in a directory.

Instructional Hours 45

References: https://www.pluralsight.com/courses/bash-shell-scripting

Tools for Assessment (30 Marks)

Application Program Program Observation
of Logic Creativity | Debugging L IS Note Book VeiE
4 4 4 7 7 4 30
Mapping
CO\PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 [ PSO4 | PSO5
Co1 H H H L M M L M H M H M L
CO2 M M M M H M M M M L M H H
CO3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H
H-High; M-Medium; L-Low
Course designed by Verified by Chairman
Dr. D. Suryaprabha Dr. J. Maria Shyla
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Course Code Title
22U4ANMA4BT2 Part 1V : Basic Tamil — 11 (onpruenLgzip - 11)
Semester: 1V Credits: 2 CIlA: 50 Marks

(Common to all UG Programmes)

Course Objective

B RVES WRIGHEM6T DIB(LPSLILIGESH60.

Course Category

Skill Development (oremeuisefen GLomAdamene s @eldEH60)

Development Needs

Regional ( slp Gompuler Sieudldbema o ewiiSHoHiHe0)

Course Description

orealToeiler QTOSHHBene 261 @l HH60

Course Outcomes Teaching Methods | Assessment Methods
OB Besdl oe] OUBIHN - FBIGBMSHSST alfleyeny / .
col aufl geps ofley GUBISHE. STGemmed euELIL Lo
SD 61IPHSHIHH6T DN (PHLD QFUISH60 LOBEILD & eleursid/ N
coz2 QITFHHEL SIS LILITLIT(. alifleysny EOSIIRG
. . S alfleyeny/sTOemimer .
CO 3 | mGmf oisleysd SHmedr GobUL FOFUIHe6L. UL eflend i @LILSHL &)
CO4 | QumAleOuuiiys Hps GbUL FOFISHED. sifloyemy/ &9 G QB LID
aleITHID
iy - . P alfleyeny / o
CO5 | aumisemsd DiemDdHEHID 61 OLIBFOFUIHE0. TS GWSHBIL LD
HMS G Hm 15 3 SUBHLLIb
Offered by | sfibdams
Course Content : Basic Tamil — Il (epiuenLgg i 11) | Instructional Hours / Week : 2 Hours
Unit Description Text Book Chapters
1.umggsluami . .
N e 1.1 1 wpaev 12 eufleeit
I BF BB | ASBEFGI - .
2.0BmeiTenm G 6601 211 @pped 7 oflest
Instructional Hours 6 Hours

Suggested Learning Methods : g&mrevseisn Aprnienes Spfiugd Lwies QUBBENLD

2.1.5L a6 aUTDHSH -DIBJ (LPH6V 616id CHTLMIGLD. ..
oF 1 @msin -1
2.2. sumedl Fpliy- Hfles SeOLOWITEI 2 60@E.

118 Georemt SAH-2.@msiT - 10
]| BIPHHMEG BTV SHHBSM6I 2.3. oeyenLenD - feiifledl euflig 2 ufiplensv.
(HBBSD6IT) 28 - 8.@mei - 10

24. Hevall - HEWTEIHLWITT 6T6diILT . DIFH-40 Gm6iT-393
2.5. Qaflwensl gamed - el 2 emeuTd  ENedieon s
IH10. @msit -10

Instructional Hours 6 Hours
Suggested Learning Methods : Slps@peier Aprilemer SifbsHemio
Aymolws HmHBEN Bymolus 3.1LUOTTSSEE® SHMSHHE
i BHMSH 6N
3.2.BTLGBUUBE HMBHT DIMB(LPELD
Instructional Hours 6 Hours

Suggested Learning Methods : @ymdluis smsseis sms el Spflun auruiiy CUBBemLD
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4.1. UpOwrfF QFTBaensHE
v GomAriulmpd QmAiuipg] SLODFCFTEL 6T(DHIFHED
Instructional Hours 6 Hours
Suggested Learning Methods : SIODFOFTEL eTIPHID HMesT CLIBMBENLD
5.1566lleuIlD  61(&HIH60
V (SSILILUNIBS sT(pSHILLUTB 5.2 Quuit, ssvsumifl efleuyid
611D SHFOFUIH6D
Instructional Hours 6 Hours

Suggested Learning Methods : 1IsGoml ®evin] el HLOPFQFT6L 611pHID FHmedt COUIBBEDLD

Total Hours | 30 Hours

1. Qemhimseney SO WTeIoNTHEHBHGMAW LT BI6v*iflFHiealg”™
Text Books 2. Q1@ SWODSHHIMB, CHH Hmev WHBEID nflailuisd SHsosrl,
BGamuIDLIGHSITIT.

1. @emeneuwimt UHHFGHQ LewieUTFST LSS, GHTbLSSHTT SFTeeis),0l.

Reference Books 2. FHms@met - ufBoeopsT 2 ey, ewlauTgdsT UgHlusD, OFstemsr - 600018.

Web. URLs https://youtu.be/d5be921uxhE, https://youtu.be/Wtg-GIPFXTM.
Tools for Assessment ( 50 Marks)
CIA CIA 1l CIA T Seminar Assignment Group Total
Project
8 8 10 8 8 8 50
Mapping
Co/ PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
PO
COol | M L H L H M H H
CO2 L L H L M M L H
COo3 H L H L L M M H
CO4 H L M L L M H M
CO5 H L H L M M H H
H-High; M-Medium; L-Low
Course designed by Verified by
Dr. S. Satheesh Kumar Dr. A. Sridevi
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Course Code Title
22UANMAAT?2 Part IV : Advanced Tamil — Il (Apiyszwop -11)
Semester: 1V Credits: 2 ESE: 50 Marks
Course Objective mrevsefls alfl SIBF FHHMAIBMENT 2 HAUTHGHH GFDETIHUTNmeF
OF bemLoILIBH SHFHISH6L.
Course Category Skill Development (wrewauisefe QomAhdSmene 261 @6 ghaH60)

Development Needs Regional (slp Gomfuler Seudubens 2 et HHIH6e0)

Course Description orewredTaellen GQLTNSHABEneT 26156 &HH60

: Assessment
Course Outcomes Teaching Methods Methods
SIBFABHMONBENT QLIBIHEO OBBID  E60d 60T alfeyeny/srolemmmeiiL R
co1 AUPEG (PMBEHM6NL CLBIGH6L. eflena®ID BHHHIMIS
CO2 Zggg@a@gz@@ BEBID  GQomHuinlensiLs alfleysny/ Gap eleursid QLI &y
CO 3 | umLILTSESSHB6 SMlaCLBECFLIH0 silfleyeny BHSSIMHIG

CO 4 | QupEFLFUIH6D

HBH6UL OBHTL MLILIEIBBTRNBHIQFHLD, VLR HI 360

alfloimy/ G elamsid GUSH LD

GomPsnuwis enpuledil Gu&,6TIpHID SHm6dr afeyeny/srolammmeiiL .
cos QUBFOFUIFHED Rk @LLIeDL6Y
Offered by | sflipsaiens
Course Content : Advanced Tamil — Il (@Apiyszop -11) | Instructional Hours / Week : 2

Unit Description

Text Book Chapters

1.1. &aLmpLL

I ;?g;m;w BpbHMEG ;'Q’q”(?f%mn? 1.2. Qauipsiiwupsiged - BTevIQUITT
BITevLg 13. &sevel (131,132 Q&S
Instructional Hours 6

Suggested Learning Methods : mpé@peflar semen omlud eumdiiy GuUBBemLD

T oo ﬁrms@%mmgl -&61.1 2.1 Gaellwit eurgdhawimit
oo DHDS 2.2 gnflens
Instructional Hours 6

Suggested Learning Methods : Apismsseflsn sener omfluyd eumuii] GOLIBBENLD

1 @60 &H6mILD

3.1 e1p&H&ID GFTELRVID
3.2 &L0OLpsHHIH6T

3.3 GarBsenend Ffluwimsll
LWTUGSHSHID  (Lpens

3.4 elenenFLFTMmaEH6I,
QUWITFQFTBES6IT

3.5 ellenm 6I(1DSHSHIH6I

RQevdsemit LUIBF g6

Instructional Hours 6

Suggested Learning Methods : @esvésemiit  1enip @6 siapgid  LUlBd  GuBBEDID

v QULDEH BN H60

Y UPSE - SUI6OL| CUPSE,

60 600TLD ; .
2 S5GHD MPSG - DMH6ev

Instructional Hours 6

Suggested Learning Methods : eupés@assit Lbp wpapemowite Spflugd LulBd  CQuBBenL
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\Y

Us»LLUTBBeL  LufBe R6e0dHBW auFeOTE)

HollenFH—FBIBHemSH—HITe0 FH LB
QIDENERY

Instructional Hours

Suggested Learning Methods : s Gguud LuiBsd  GQuBBENLD

Total Hours |

30 Hrs

Text Books

CamuIbLIGSHITIT.

1. QeBIEmEVSHIOND oTewIaITHEHHGAW LT BIsv ‘Bl (6"
QBTG HODSHIMB, Chh Hemev HBHID DMWelwisd Seveur,

Reference Books

1. Hmpes@msr —LfGwsvpsi o vy, WwemlauTgsi UAUSLD, CFsienst - 018

2. Gel.@emmule] - LaiTHd FBIsensHdel, allsuim uslus, Csmene.

Web. URLs https://youtu.be/ vB5996At8s, https://youtu.be/aSvxO rV9eQ.
Course designed by Verified by
Dr. S. Satheesh Kumar Dr. A. Sridevi
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‘ Course Code ‘ Title ‘
21UANM4GEN Non Major Elective : General Awareness
Semester : IV Credits : 2 ESE : 50 Marks

(Common to all UG Programmes)

Course Objective:

Enable the students to learn General knowledge and prepare for different competitive
exams.

Course Outcomes:

CO1 | Determine Verbal Aptitude , Numerical Aptitude and Logical Reasoning

Recall basic Science, history , Tamil , Computer , Commerce concepts which would
help to crack competitive Examinations

CO3 | Acquire time Management skills to attempt competitive Examinations

COo2

CO4 | Develop Aptitude and problem solving skills
CO5 | Gain Knowledge about Current Affairs

Course Content Instructional Hours / Week : 2

S. No. Topics

Verbal Aptitude

Numerical Aptitudeand Logical Reasoning
Abstract Reasoning

Tamil and Other Literature

General Science and Technology
Computer

Economics and Commerce

History and Freedom Struggle

© o N o gk~ wbhPE

Sports
Current Affairs

[N
©

Total Hours : 30

Text Book: “General Awareness”, compiled by Nehru Arts and Science College, Coimbatore
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Mapping

C CI)D o PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
co1 H L - - H - - L - L - L L
CcO2 H L - - H - - L - L - L L
cos | H | L | - |- | H] - ]l0C] - L : L | L
Co4 | H L - - H - - L - L - L L
cos | H | L | - |- | "] |- ]lv0C] - L : L | L
H-High; M-Medium; L-Low

Course Designed by Verified by Chairman

P Sheeba Maybell Dr. T Chandrapushpam
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Course Code Title

22U4AVBOEO1 Value Based Open Elective Course : Design Ecosystem
Semester: IV Credits: 2 ESE: 50 Marks

Course Objective

To gain the knowledge on ecosystem and environmental sustainability

Course Category Crosscutting Issue : Environment And Sustainability

Development Needs | Global

Course Description

other and the surrounding environment.

Design ecosystem describes about the components, types, structural and
functional unit of ecology where the living organisms interact with each

Course Outcomes Teaching

Methods

Understand about the basic concepts of ecosystem and

CO1 . : Lecture / Video Lessons
environmental planning

CO 2 Gain knowledge of challenges and design process of Lectures / Video Lessons
ecosystem

co3 Understand about functions and flow of energy in Case study / Model
ecosystem

CO 4 ﬁ)r:ilr)ésie about process and mechanism of ecosystem Tutorial / Group Discussion

co5 Demonstrate about green infrastructure and regulatory Lecture / Tutorial

framework

Course Content

Instructional Hours / Week : 2

Unit Description ;’gi;'t( Chapters
Sustainable Human Dominated-Ecosystem and
Environmental planning: Introduction to Ecology &
I environmental sciences; Principles and Scope of Ecology. 1 1
Axioms of Ecological Engineering, Sustainable design principles,
Global population dymanics, Human dominated earth.
Instructional Hours 6
Suggested Learning Methods : Video Lectures
Designing Ecosystem services & Biomes: Design challenges
I and needs, the design process, biomes, ecoregions, other land 1 3& 4
classification systems.
Instructional Hours 6
Suggested Learning Methods : Video Tutorials
Energy and mass flow through ecosystem: Structure and
n Functions of Ecosystems - Abiotic and Biotic components, Flow 3 5
of energy and cycling of materials; water, carbon, nitrogen and
phosphorus
Instructional Hours 6

Suqggested Learning Methods : Group Discussion
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Ecosystem control: Population control process, community
control process. Stream restoration design - hydrology,
v sedimentology, geomorphology, habitat, riparian corridor and ? 6
construction.
Instructional Hours 6
Suggested Learning Methods : Group Discussion
Green infrastructure design: Green infrastructure network,
v sustainable cities initiatives, agricultural sustainability indicators, 3 4
surrounding environmental, ecological and social justice;
environmental ethics, issues and possible solutions
Instructional Hours 6

Suggested Learning Methods : Online Tutorial

Total Hours| 30

Text Books

1.

2.

Matlock, M. D. and M. Robert. Ecological Engineering Design: Restoring
and Conserving Ecosystem Services. JohnWiley & Sons, Inc. 2011.
Meffe, G.K., L. Nielson, R. L Knight and D. Schenborn. Ecosystem
Management: Adaptive, Community-Based Conservation. Island Press.
2012.

Elliot, D. 2003. Energy, Society and Environment, Technology for a
Sustainable Future. Routledge Press.

Reference Books 2.

Sim Van Der Ryn and S. Cowan. Ecological Design. Island Press, 1996.

Neeraja, N. Environment and Ecology: A Dymanic Approach, 3" Edition.
GKP Books Catalogue. 2018.

Web. URLs

1.
2.

https://www.nationalgeographic.org/encyclopedia/ecosystem/
https://www.environmentandecology.com/

Course designed by Verified by Chairman

Dr. S. Esath Natheer Dr. N. Thangavel
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Course Code Title
22U4VBOEO2 Value Based Open Elective Course: Design Thinking
Semester: 1V Credits : 2 ESE : 50 Marks
Course Objective Inculcate the fundamental concepts of design thinking and develop the
students as a good designer by imparting creativity and problem solving
ability
Course Category Crosscutting Issue : Professional Ethics

Development Needs | Local, National and Global

Course

Description | The course aims to provideintroduction to the basic concepts and

in the real world.

techniques of design thinking and methods of implementing design thinking

Course Outcomes Teaching Methods
co 1 | Learn the basic concepts of design thinking Direct Instruction
CO 2 Develop the skill of applying the design thinking Direct Instruction
co 3 | Learnthe business uses of design thinking Video Lessons
Understand the variety of approaches within the ) ]
co4 design thinking discipline Direct Instruction
CO5 Impart knowledge in design thinking mindset Direct Instruction
Course Content Instructional Hours / Week: 2
. . Text Chapter
Unit Description Book Sp
Design Thinking Background
| Definition of Design Thinking, Variety within the Design 1 1
Thinking Discipline, Design Thinking Mindset
Instructional Hours 06
Suggested Learning Methods: Brain Storming
Design Thinking Approach
Fundamental Concepts — Empathy, Ethnography, Divergent
I Thinking, Convergent Thinking, Visual Thinking, Assumption 1 513
Testing, Prototyping, Time for Learning and Validation
Instructional Hours 06
Suggested Learning Methods : Learning by Teaching
Design Thinking Resources — People, place, material,
organizational fit
111 | Design Thinking Processes - Numerous Approaches, Double 1 5,6
Diamond Process, 5-Stage, School Process, Designing for
Growth Process, Role of Project Management
Instructional Hours 06

Sugges

ted Learning Methods : DIY Activities

101




UG NASC 2022
Design Thinking in Practice I:
Process Stages of Designing for Growth -
IV | Design Thinking Tools and Methods — I- Purposeful Use of 1 6
Tools and Alignment with Process, Visualization, Journey
Mapping
Instructional Hours 06
Suggested Learning Methods: Case Method
Design Thinking in Practice I1:
Design Thinking Tools and Methods — IlI- Value Chain
Vi Analysis, Mind  Mapping, Brainstorming,  Concept 2 8

Development,

Assumption Testing, Rapid Prototyping,
Customer Co-Creation, Learning Launch

Instructional Hours 06

Suggested Learning Methods : Project Based Learning

Total Hours | 30

Text Books

1.

“Designing for growth: A design thinking tool kit for managers”,
by Jeanne Liedtka and Tim Ogilvie., 2011, ISBN 978-0-231-
15838-1

“The design thinking playbook: Mindful digital transformation
of teams, products, services, businesses and ecosystems”, by
Michael Lewrick, Patrick Link, Larry Leifer., 2018, ISBN 978-
1-119-46747-2

Reference Books 2.

“Presumptive design: Design provocations for innovation”, by
Leo Frishberg and Charles Lambdin., 2016, ISBN: 978-0-12-
803086-8

“Systems thinking: Managing chaos and complexity: A platform
for designing business architecture.”, “Chapter Seven: Design
Thinking”, by JamshidGharajedaghi, 2011, ISBN 978-0-12-
385915-0

Web. URLs

https ://www.designcouncil.org.uk/news-opinion/design-process-
what-double-diamond

Course designed by Verified by Chairman

Ms. M. Nandhini Dr. S. Jayapriya
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Course Code

Title

22U4VBOEO3

Value Based Open Elective Course : Disaster Manage ment

Semester: 1V

Credits: 2 | ESE: 50 Marks

Course Objective

To learn knowledge about disaster and risk and apply the same in the time
of any disaster.

Course Category

Crosscutting Issue : Environment And Sustainability

Development Needs

National

Course Description

This course is designed to provide students with a comprehensive
understanding of the concepts, theories, and practices of disaster and risk
management. Students will learn how to identify and assess risks, develop
emergency plans, and mitigate the impact of disasters on communities and

organizations.

Course Outcomes Teaching Methods
co 1 Understand different types of disasters and their impact on Lecture/
individuals and communities. Demonstration
Analyze the disaster management scenario in India, the policy Lecture/
CO 2 | framework, and the role of different stakeholders in reducing Hres
. . - .- Case Studies
disaster risk and building resilience
Understand the concepts of risk and vulnerability in disaster Lectures /
CO 3 | management and analyze the different approaches to disaster Video Lessons
risk reduction.
co4 Analyze the concept and nature of disaster preparedness, Tutorial /
different components of a disaster preparedness plan Case Studies
Narrate the emergency responses to be taken by the national
: : 2 Lecture /
CO 5 | disaster management force and the practical training process on .
. Class Projects
disaster management
Instructional Hours /
Course Content Week:2

Unit Description

Text

Book Chapters

Introduction on Disaster

Definitions and Terminologies used in Disaster Management,
Basic concepts in Disaster Management, Types of Disaster:
Natural Disaster: Flood, Cyclone, Earthquakes, Landslides,
| epidemic or Pandemic etc. (Case studies of each), Man-made
Disaster: Fire, Industrial Pollution, Nuclear Disaster, Biological
Disasters, Accidents (Air, Sea, Rail & Road), Structural failures
(Building and Bridge), War & Terrorism etc. (Case studies of
each).

Instructional Hours 6

Suggested Learning Methods : Power Point Presentation

Disaster management in India

Hazard and Vulnerability Profile India, Disaster Management
I Indian  scenario, India’s vulnerability profile, Disaster
Management Act 2005 and Policy guidelines, National Institute of
Disaster Management, National Disaster Response Force (NDRF),
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National Disaster Management Authority, States Disaster
Management Authority, District Disaster Management Authority
and Cases Studies.

Instructional Hours

Sugges

ted Learning Methods : PPT and Video Lecture

Risk and Vulnerability

Analysis Risk: Assessing Disaster Risk, Disaster Risk Reduction,
Vulnerability: Its concept and analysis, Strategic Development for
Vulnerability Reduction, Climate Variability & Disaster Risk,
Industrial hazard and Risk Manage ment

Instructional Hours

Sugges

ted Learning Methods : Video Lecture

v

Disaster Preparedness
Concept and Nature, Disaster Preparedness Plan, Prediction, Early

Warnings and Safety Measures of Disaster, Role of Information,
Education, Communication, and Training, Role of Government,
International and NGO Bodies.

Instructional Hours

Sugges

ted Learning Methods : PPT and Group Activity

Response and 3Rs

Emergency Response: Introduction, Crisis Response Plan (CRP),
Communication, Participation, and Activation of Emergency
Preparedness Plan, Search, Rescue, Evacuation and Logistic
Management, Role of Government, International and NGO
Bodies, Psychological relief and recovery, Relief operation and
Recovery, Post Disaster Public Health Management, 3R -
Rehabilitation, Reconstruction and Recovery, Reconstruction and
Rehabilitation as a Means of Development, Damage Assessment,
Post Disaster effects and Remedial Measures, Role of Educational

Institutions in Disaster management.

Instructional Hours

6

Suggested Learning Methods : Laboratory Practice

Total Hours |

30

TextB

ooks

1. Disaster and Risk Management (2023), Notes Compiled by the Department of
Criminology, Nehru Arts and Science College, Coimbatore

Refere

Delhi, 2013

nce Books Reduction”, CSIR, New Delhi, 2000

o1

Templates for Disaster Management

1. J. P. Singhal, “Disaster Management”, Laxmi Publications, 2003.
2. M C Gupta, “Manual on Natural Disaster Management in India”, NIDM, New

4. Dr. Mrinalini Pandey, “Disaster Management”, Wiley India Pvt. Ltd, 2014.
. National Disaster Management Authority Publications-Guidelines

3. R K Bhandani, “An Overview on Natural &Man-made Disasters and their

&

Course designed by

Verified by Chairman

Dr. V. Sudha Dr. R. A. Ayyapparajan
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Course Code Title
Value Based Open Elective Course :
22U4VBOED4 Environmental Pollution and Waste Manage ment
Semester: IV Credits: 2 ESE: 50 Marks

Course Objective

To acquire deeper knowledge about Environmental Manage ment Systems

Course Category Crosscutting Issue : Environment And Sustainability

Development Needs | Global

Course Description | Environmental Pollution and waste Management

involves studying the

management of any unnecessary resource use or release of substances into
the water, land or air that could harm human health or the environment

Course Outcomes Teaching Methods
. Lecture /
CO 1 | Understand the types of environmental pollutants Group Learning
co 2 Describe, develop and interpret methods of the Environmental Lecture/
Management Systems. Online Tutorial
CO 3 Critically evaluate  methods and possibilities — within Lecture/
Environmental Management Systems from asystems perspective. Online Tutorial
CO 4 Understand the effective management of environmental I__ecture/ _
pollutants Online Tutorial
CO 5 | Learn Environmental Auditing for various Industries/Projects. I__ecture/ .
Online Tutorial
Course Content Instructional Hours / Week : 2
Unit Description I-BI_SE)(IE Chapters
Introduction to Environmental pollutants,Types of pollutants,
I Biodegradable pollutants, Non-biodegradable pollutants; Air 1 1,2
pollution, Water Pollution, Soil Pollution
Instructional Hours 6
Suggested Learning Methods: Industrial Visit
Introduction to Environmental Management System basic
" definitions and terms, Framework for Environmental Management 9 5 4
Systems, Approach for developing an Environmental Management ’
System.
Instructional Hours 6
Suggested Learning Methods :Web search
The introduction and implementation of [ISO 14001:
environmental policy, planning, implementation and operation,
i checking, management review. Applicat@ons EMS in_jterms of 5 5
Process flow chart, effluent Generation, composition and
treatment of effluents from following industries — sugar, pulp and
paper, electroplating, dairy, oil refineries, etc.
Instructional Hours 6

Suggested Learning Methods : Online tutorial
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Introduction to Environmental Auditing, Category “A” & “B” types
of projects. Procedures and Guidelines to conduct Environmental

IV | Audit. 3 7
Plastic Pollution: Causes, impacts, and reduction strategies -Global
issue of plastic pollution and innovative solutions
Instructional Hours 6

Suggested Learning Methods : Online tutorial

Municipal Solid Waste Management: Collection, transportation,
and disposal of solid waste - Examination of waste treatment
technologies and waste-to-energy processes. 1 8
E-waste Management: Challenges and recycling techniques for
electronic waste - Discussion on the environmental and health
hazards associated with improper e-waste disposal.

Instructional Hours 6

Suggested Learning Methods : Online tutorial

Total Hours| 30

1. 1SO 14001 Certification - Environmental Management Systems: A
Practical Guide for Preparing Effective Environmental Management
Systems Textbook Binding — Import, 10 Aug 1995 by W. Lee
Text Books Kuhre (Author) _
2. M. N Rao, “Waste Water Treatment” Oxford and IBH publishing
Co. Pvt Ltd, 2007
3. Peavy, H.S, D.R. Rowe &T.George, “Environmental Engineering”,
New York: McGraw Hill, 1987
1. Christopher Sheldon and Mark Yoxon, “Installing Environmental
Reference Books management Systems — a step by step guide” Earthscan Publications
Ltd, London, 1999.
Web. URLs 1. https://www.anits.edu.in/online_tutorials/es/Unit%203.pdf
Course designed by Verified by Chairman
Dr. O. S. Nimmi Dr. N. Saranya
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Course Code Title
22U4VBOEQO5 Value Based Open Elective Course : History of Ancient India

Semester: 1V Credits: 02

ESE : 50 Marks

Course Objective

To explore the rich and diverse history of ancient India, examining its
civilizations, political systems and cultural achievements.

Course Category Employability

Develo

pment Needs | Global

Course Description

This course gives an in depth analysis of the Ancient Indian History
marking the beginning of urban civilization in the Indian subcontinent.

Course Outcomes

Teaching Methods

CO 1 | Understand the salient features of Indus valley civilization Lecture

CO 2 | Evaluate the features Civilizations Tutorial

co 3 | Evaluate the rise of new movements Lecture
Visualize the administration of Mauryas and the art and )

CO 4 | architecture of Mauryas Tutorial
Identify the administration of Guptas and their contribution to

CO5 Lecture

University

Course Content

Instructional Hours / Week : 2

Text

Unit Description Book Chapters
Definitions - Nature and Scope of History - History and Its
Relationship with other Social Sciences - Geographical Features
I of India Sources of Indian History: Pre- History Paleolithic, | 1&4 1-5
Mesolithic, Neolithic, Chalcolithic and Megalithic Cultures.
Instructional Hours 6
Suggested Learning Methods : Lecture/Tutorial
Indus Valley Civilization - Its Features & Decline; Early Vedic
I and Later Vedic Civilizations Vedic Literature Society Economy - 2 2-4
Polity Religion.
Instructional Hours 6
Suggested Learning Methods : Lecture/Tutorial
Rise of New Religious Movements Charvakas, Lokayathas,
i Jainism and Buddhism; Mahajanapadas - Rise of Magadha; 3 3
Impact.
Instructional Hours 6

Sugges

ted Learning Methods : Lecture/Tutorial
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Foundation of the Mauryan Dynasty; Ashoka and His Dharma
Polity Administration - Society Economy Religion Literature - Art
and Architecture; Disintegration of the Mauryan Empire; Post-
Mauryan Kingdoms - Indo-Greeks - Kushanas and Kanishka -
Society Economy Literature Art and Architecture; The
Satavahanas; Sangam Age Literary Development.

4 &5

Instructional Hours

Suggested Learning Methods : Lecture/Tutorial

\Y

Gupta Empire: A Brief Political Survey - Polity and Administration,
Social and Economic Conditions, Agriculture and Land Grants -
Feudalism, Caste System, Position of Women, Education, Literature,
Science and Technology, Art and Architecture - Harshavardana and
His Achievements.

Instructional Hours 6

Suggested Learning Methods : Lecture/Tutorial

Total Hours | 30

1. E.H. Carr, What is History? Penguin Books, England, 1990.
2. Majumdar, R.C., History and Culture of the Indian People, Vols.
L& &Il
TextBooks 3. Romila Thapar, Asoka and the Decline of the Mauryas, OUP,
New Delhi, 1995.
4. Romila Thapar, Early India (From the earliest to AD 1300).
1. Poonam Dalal : Ancient and Medival India for UPSC & State Level
Reference Books E
xam
Course designed by Verified by Chairman
Ms. S. Kavitha Dr. R. Malathi
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Course Code

Title

22U4VBOEO6

Value Based Open Elective Course : Indian Knowledge System

Semester: IV Credits: 2

ESE: 50 Marks

Course Objective

it to their day to day life

To make the students understand the knowledge system in India and apply

Course Category Value Education

Development Needs | National

Course Description

This course will actively engage for spreading the rich heritage of our
country and traditional knowledge in the field of Arts and literature,
Agriculture, Basic Sciences, Engineering & Technology, Architecture,
Management, Economics, etc

Course Outcomes

Teaching Methods

Understand the History and an

CO1 | overview of Indian knowledge System. Flipped Classroom
Interpret the Importance of Vedic ]

Co2 Corpus and Philosophical System Student Centric
Analyse the Foundational Concepts like

Cos Linguistics and and Number Systems. Blended Mode
Interpret the concepts of Astronomy ]

CO4 | and Town P lanning Architecture. Flipped Classroom
Describe the Importance of Health,

co 5 | Wellness, Psychology and Case-Base

Administrative Governance

Course Content

Instructional Hours / Week : 2

. L Text
Unit Description Book Chapters
Indian Knowledge System : An Introduction: Importance of
Ancient Know ledge-Defining Indian Knowledge System —The
' Indian  Knowledge System  Corpus-A  Classification 1 1
Framework-History of Indian Knowledge System.
Instructional Hours 06
Suggested Learning Methods : Cooperative Learning
The Vedic Corpus: Introduction to Vedas-The four Vedas.
T Philosophical System: Indian Philosophical System - 1 283
Development and Unique Features-Vedic schools of
Philosophy.
Instructional Hours 06
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Suggested Learning Methods : Peer Learning

Linguistics: Component of a Language-Role of Sanskrit in
i Natural Language Processing. 1 5&8
Mathematics: Unique Aspects of Indian Mathematics-Great
Mathematicians and their Contributions-Arithmetic Calculations.

Instructional Hours 06

Suggested Learning Methods : Group Learning

Astronomy: Unique aspects of Indian Astronomy-Historical
Development of Astronomy in India-Elements of the Indian
v | Calendar 1 9& 12
Town Planning Architecture: Indian Architecture- A Historical
Perspective —Town Planning-Unitary Building —Temple
Architecture

Instructional Hours 06

Suggested Learning Methods : Mind Mapping

Health, Wellness and Psychology: Ayurveda -Definition of
Health-Tridosas-Relationships to Health-Disease-Disease
V| Management-Y oga way of Life-Indian Approach to Psychology. 1 13& 14
Governance and Public Administration:  Arthasastra
Governance and Administration.

Instructional Hours 06

Suggested Learning Methods : Case Studies

Total Hours 30

1. B.MahadevanVinayak Rajat Bhat,Nagendra Pavana R.N ,
Text Books Introduction to Indian Knowledge System: Concepts and
Applications, PHI Learning Private Limited,Delhi, 2022.

1. Traditional Knowledge System in India by Amit Jha Atlantic

Reference Books publishers, 2002.
2. Traditional Knowledge System in India, by Amit Jha, 2009.

1. https://www.youtube.com/watch?v=LZP1StpYEPM

Web. URLs 2. http://nptel.ac.in/courses/121106003/
Course designed by Verified by Chairman
Dr. N. Saranya Dr. K. Raja Rajeswari
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Course Code

Title

22U4VBOEO7

Value Based Open Elective Course :
Principles of Intellectual Property Rights

Semester: 1V

Credits: 2 | ESE: 50 Marks

Course Objective

To make the students to recognize the importance of IP and to educate the
pupils on basic concepts of Intellectual Property Rights.

To learn the procedure of obtaining Patents, Copyrights, Trade Marks &
Industrial Design

Course Category

Entrepreneurship

Development Needs

Global

Course Description

The course is designed to provide comprehensive knowledge to students
regarding the general principles of IPR, Concepts and Theories, Criticisms of
Intellectual Property Rights, the registration process, and the International

Regime Relating to IPR.

Course Outcomes

Teaching Methods

Understand Intellectual Property Rights (IPR), its significance in
CO 1 | promoting innovation and creativity, and the different types of
IPRs.

Lecture

Equip with the knowledge to navigate the patent filing process

cOz2 effectively.

Tutorial

Comprehend the fundamentals of copyrights, their types,

Cos registration procedures, terms and remedies

Lecture

Narrate the trademarks, their rights, types, purpose, registration

co4 process, and the trademark landscape in India

Tutorial

Analyze the significance of geographical indications (GI) and the

CO S | need for their protection, the relevant laws and regulations in India

Lecture

Course Content Instructional Hours / Week : 2

Unit Description

Text

Book Chapters

Introduction to Intellectual Property Rights (IPR): Definition of
IPR, Importance of IPR, Kinds of Intellectual property rights: Copy
Rights, Patent, Trade Mark, Trade Secret and trade dress, Design,
Layout Design, Geographical Indication, Plant Varieties and
Traditional Knowledge, IPR in India and the world, IPR and WTO.

1,2

Instruction Hours 6

Suggested Learning Methods : Lecture/Tutorial

Patent: Introduction to Patent, Patent Act 1970 and its
amendments, Patentable and non-Patentable inventions, legal
requirements for obtaining Patent, Registration Procedure of Patent,
The role of Patentees and Different layers of the international patent
system: National and International Patent filing procedures.

Instructional Hours 6

Suggested Learning Methods : Lecture/Tutorial

Copyright: Introduction to Copyrights, Origin, and Definition &
Types of Copyrights, Registration procedure, Assignment &
m license, Terms of Copyright, Piracy, Infringement, Remedies,
Copyrights with special reference to software, Copyrights in India.
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Instructional Hours | 6
Suggested Learning Methods : Lecture/Tutorial
Trademarks: Introduction to trademarks, Rights of trademark,
AV Types of trademark, purpose, and function of a trademark, trademark 1 9
protection, and trademark registration process, trademarks in India.
Instructional Hours 6
Suggested Learning Methods : Lecture/Tutorial
Design: Introduction to Design, Registration of Design, Cancellation
\Y; of Registration, International Convention on Design, functions of 1 7,10
Design, Geo Graphical Indication: Introduction to Geo Graphical
Indication, Why and how GI needs protection and Gl laws, Indian
Gl act.
Instructional Hours 6
Suggested Learning Methods : Lecture/Tutorial
Total Hours| 30
1. Intellectual Property Rights, Asha Vijay DurafeDhanashree K.
Text Book Toradmalle, Wiley Publisher, 2022
1. B.L. Wadera, Patents, trademarks, copyright, Designs and

Reference Book

Geographical Judications.

Web. URLs 1. https://dst.gov.in/sites/default/files/E-BOO K%20IPR.pdf

Course designed by

Verified by Chairman

Dr. K. Prathapchandran

Dr. K. Selvavinayaki
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Course Code Title
22U4VBOEO8 Value Based Open Elective Course : Science, Society and Culture
Semester: 1V Credits: 2 | ESE: 50 Marks

Course Objective

Country

To create awareness on Science, Indian Society and cultural heritage of our

Course Category Skill Development

Development Needs | Global

Course Description | Social empowerment, Democracy and Freedom of

Facilitate the awareness on Science in everyday life, Indian Society and

our Country. Ancient

Civilization, cultural heritage and perceptions of Indian Culture

Course Outcomes

Teaching Methods

Know the concepts of Science in our daily life and | Lecture /Video Lessons /

co1 awareness about Scientific community Model

CO 2 Gain know!edge on Indian society and development of Lecture / Video Lessons
modern society

CO 3 Learn about Indian social issues and awareness on our Lectures /
social laws Case study

CO 4 Understand the Indian culture, diversity of culture and Tutorial /
Traditional customs Group Discussion

cos Comparison of ancient heritage and civilization of our Lecture / Tutorial

country and follow them in our life

Course Content

Instructional Hours / Week : 2

Unit

Description

Text

Book Chapters

Common Science - Developments and their applications- effects
in day to day Life - Achievements of Indians in Science and
Technology. Awareness in the fields of IT, Space, Computers,
Robotics, Nanotechnology and Biotechnology.

Scientists of Ancient India, Science and Scientists of Medieval
India, Scientists of Modern India. India’s Policy in the Field of the
Science, Policies and Reports related to Science-Innovative
Technology Vision.

Instructional Hours 6

Suggested Learning Methods : Video Lectures

Social Behaviour - Salient features of our Society-Social diversity
of India-Impact of globalization on Indian society.  Social
empowerment, Democracy and Freedom-Role of women and
women’s organization in the development of healthy society.

Instructional Hours 6

Suggested Learning Methods : Video Tutorials

National Integration — Communalism - Regionalism and
Secularism — Problems relating to development and manage ment of
Social Sector-Services relating to Health, Education and Human
Resources. Welfare schemes for vulnerable sections of the people-
Performance of Centre and States schemes-Mechanisms-Laws,

2 1&2
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Institutions and Bodies constituted for the protection and
development of vulnerable sections.
Instructional Hours 6
Suggested Learning Methods : Group Discussion
South Asian Cultures-Indian culture-combination of several
cultures-Indian philosophy-Religious culture-Family structure and
IV marriage-Wedding rituals-Indian greetings-Indian foods- Festivals- 1
Traditional clothing. Epics of India-Indian Arts and Music-Indian
architecture and Sculptures-Indian Languages and Literature-
Perceptions of Indian culture.
Instructional Hours 6
Suggested Learning Methods : Video Tutorials
Ancient Civilization-Indus Valley Civilization-Harappa and
Mohenjo-Daro  civilization-Evolutions of early  Buddhist
V  |Architecture-Advent in China-Ellora caves civilization-King 4 2
Gupta’s period of civilization-Vijayanagara inscriptions-Mohall’s
period of civilization-British culture.
Instructional Hours 6

Suggested Learning Methods : Online Tutorial

Total Hours| 30

1. Science, Culture and Society: Understanding Science in the 21>
Century by Mark Erickson, Paperback — Illustrated, 2015.
2. Khanna, Indian Social order and Laws, Universities Press.
Text Books 3. Choudhary, Social Protection Law Provisions and Procedure.
4. Indian Heritage systems-Universal Law Publishing Company.
5. Ancient Civilization of Indian sub-continent- Ancient Books.
1. National integration and Secularism: Issues and Challenges, Regal
Reference Books Publications.
2. Ancient Culture of India: Issues and Concerns.
1. https:/Avww.amazon.in/Science-Culture-Society-Understanding-Century-
dp-0745662250/dp/0745662250/ref=dp_ob _title_bk.
Web. URLs 2. https://iasscore.in/upsc-syllabus/indian-society/indian-soc iety-mains.
3. https:/mww.worldhistory.org/india/
Course designed by Verified by Chairman
Dr. K. Narayanasamy Dr. M. Thangavel
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Course Code Title

22U4VBOEQ9 Value Based Open Elective Course : Community Engagement
Semester: 1V Credits: 2 ESE: 50 Marks

Course Objective

This course serves as an introduction to community engagement, helping
learners to explore methods of community involvement, change making
process, and professionalism within the community.

Course Category

Skill Development

Development Needs

National

Course Description

decision makers, and stakeholder groups.

Apply the principles of communication for outreach to the diverse public,

Course Outcomes

Teaching M

ethods

Apply professional behavior when working with community

CO1 organizations Lecture/ Case Study
Investigate the complexity of problems related to community

CO?2 Lecture/ Role Play
needs
Design and conduct the phases of a community engage ment

CO 3 | process, using consensus building and relating to formal Lecture/ Case Study
planning procedures.
Recognize community interests, power dynamics, and conflict, L /I Roke P

CO4 | and facilitate empowerment of excluded groups and negotiation ecture/ / Role Play
Direct cross-jurisdictional, inter-agency, inter-disciplinary, and

CO5 Lecture/ Case Study

multi-stakeholder collaboration.

Course Content

Instructional Hours / Week : 2

Unit Description gggi Chapters
Concept, Ethics and Spectrum of Community engagement,
I Local community, Rural culture and Practice of community 3 2
engagement
Instructional Hours 6
Suggested Learning Methods : Seminar
’ Rural Development Programs and Rural institutions, Local ) 3
Administration and Community Involvement
Instructional Hours 6
Suggested Learning Methods : Role Play
Stages, Components and Principles of community development,
111 | Utility of public resources. Social contribution of community 1 3
networking, Various government schemes.
Instructional Hours 6

Suggested Learning Methods : Role Play
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Community Engaged Research and Ethics in Community

IV | Engaged Research. PRA, Programmes of community engagement 1 2

and their evaluation.

Instructional Hours 6

Suggested Learning Methods : Creative Art Assignments

\

Rural Distress, Rural Poverty, Impact of Disasters on Migrant 2 1
Laborers, Mitigation of Disaster.

Instructional Hours 6

Suggested Learning Methods : Community Participation Program

Total Hours | 30

1. Participatory Rural Appraisal, PRA Application in Rural Development
Planning, R Ramesh
Text Books 2. Introduction to Community Development, Theory, Practice, and
Service-Learning, Gary Paul Green, Jerry W. Robinson, Jr, 2011,
SAGE Publications
1. Community-based participatory research: a capacity-building
approach for policy advocacy aimed at eliminating health
Reference Books disparities. Am J Public Health. 2010
2. Achieving successful community engagement: A rapid realist
review. BMC Health Services Research.
1. https://unnatbharatabhiyan.gov.in > presentations
Web. URLs
2. https:/mww.wellawareworld.org/
Course designed by Verified by Chairman
Dr. T. Lidya Dr. P. Nathiya
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Course Code Title
22U4VBOE10 Value Based Open Elective Course : Emotional Intelligence
Semester: IV Credits: 2 ESE: 50 Marks

Course Objective

Intelligence, its models and components

To enable the Students to understand the concepts of Emotional

Course Category Employability & Skill Development

Development Needs | National & Global

Course Description

effective relationships

Understanding the importance of Emotional Intelligence and build

Course Outcomes

Teaching Methods

Understand the Self-Awareness, Self-Management, Social

Lecture/

col Awareness and Relationship Management Video Lectures
co 2 I;)rirs]gggﬁglp(ienrts;(il?gé r<]:(;)erT1petence and techniques of building Lecture/ Roke Play
CO 3 | Narrate the insights into establishing positive relationships Lecture/ Peer Teaching
CO 4 | Understand the emotional intelligence and its importance Lecture/ Role Play
CO 5 | Summarize the Self-Management Techniques Lecture/ Group

Discussion

Course Content

Instructional Hours / Week : 2

Unit Description ;géi Chapters
Fundamentals of Emotional Intelligence: Meaning
Definition Nature and Significance
Models of Emotional Intelligence-: Ability, Trait and Mixed
! Building blocks of emotional intelligence: Self-awareness, L 1&2
Self-Management, Social Awareness, and Relationship
Management
Instructional Hours 6
Suggested Learning Methods : Video lectures
Personal Competence: Meaning Definition Self Awareness:
Observing and recognizing one's own feelings, Knowing one's
. strengths and areas of development. 1 5&6
Self-Management: Managing emotions, anxiety, fear, and anger.
Instructional Hours 6
Suggested Learning Methods : Role Play
Social Competence: Social Awareness: Others' Perspectives,
Empathy and Compassion
) Relationship  Management:  Effective communication, 2 1&2
Collaboration, Teamwork and Conflict Management
Instructional Hours 6
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Suggested Learning Methods : Peer Teaching
Emotional Intelligence: Measurement and Development -
v Meaning Definition, Importance 5 485
Measures of emotional intelligence Strategies to develop and
enhance Emotional Intelligence
Instructional Hours 6
Suggested Learning Methods : Role Play
Self-Management Techniques: Meaning Definition Techniques
to regulate emotions such as Mindfulness, Conditioned re laxation
\ response and Boundary setting 2 6&7
Techniques of Relationship Management: Display of empathy,
Effective Communication , Teamwork , Conflict resolution
Instructional Hours 6
Suggested Learning Methods : Group Discussion
Total Hours | 30

1. Bar-On, R., & Parker, J.D.A.(Eds.) (2000). The handbook of
emotional intelligence. San Francisco, California: Jossey Bros.
2. Goleman, D. (2005). Emotional Intelligence. New York: Bantam

Text Books Book
3. Sternberg, R. J. (Ed.). (2000). Handbook of intelligence. Cambridge
University Press.
1. HBR's 10 Must Reads on Emotional Intelligence (2015)
Reference Books 2. HBR's 10 Must Reads on Managing Yourself (2011)
3. Self-Discipline: Life Management, Kindle Edition, Daniel Johnson.
Course designed by Verified by Chairman
Dr. R. A. Ayyapparajan Dr. R. A. Ayyapparajan
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Course Code Title

22U4VBOE11 Value Based Open Elective Course : Fundamentals of Tourism
Semester: 1V Credits: 2 ESE: 50 Marks

Course Objective

To impart Knowledge on Tourism and its development in the economic
growth and also to identify the tourist needs.

Course Category | Employability

Development Needs | Global

Course Description

To enhance the students to get part in the tourism industry and to know
about concepts of tourism.

Course Outcomes Teaching Methods
CO 1 [ Understand tourism and its deve lopment Direct Instruction
CO 2 | Analyse the Factors influencing the Travel Motivations. Direct Instruction
co 3 | Comprehend the Tourist Transport Video Lessons
CO 4 | Understand the Tourist Accommaodations Direct Instruction
CO 5 | Apply the Travel Agency Operations Video Lessons
Course Content | Instructional Hours / Week : 2
Unit Description ;géli Chapters
The Tourism Phenomenon: Definition — Tourism; Tour;
Tourist; Visitor; Excursionist; Domestic; International; Inbound; 9. Ke
I Outbound; Destination. Growth of Tourism / Evolution / History 1 T’ermé/
of Tourism & Present status of tourism in India. Thomas Cook —
Grand Circular Tour.
Instructional Hours 6
Suggested Learning Methods : Lecture Based Learning
Travel Motivations: Categories of Motivations: Physical
Motivators, Cultural Motivators, Interpersonal Motivators, Status
" and prestige Motivators. Types of Tourism: Pleasure, relaxation, 1 3
Rest and recreation, Health, Participation in Sports, Curiosity and
Culture, Ethnic and Family, Spiritual and Religious, Professional
or Business.
Instructional Hours 6
Suggested Learning Methods : Group Learning Method
Tourist Transport: Role of Transport in Tourism, Modes of
11 | Transport, Road Transport, Air Transport, Rail Transport, Sea 2 15
Transport.
Instructional Hours 6
Suggested Learning Methods : Group Learning Method
Tourist Accommodation: Definition, Types of Hotels,
International Hotels, Resort Hotels, Commercial Hotels,
v Residential ~ Hotels, Floating  Hotels.  Supplementary 1 8
Accommodation: Motel, Youth Hostel, Camping Sites, Pension,
Bed and Breakfast Establishment, Tourist Holiday Villages, Time
and Resort Condominiums.
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Instructional Hours | 6
Suggested Learning Methods: Group Learning Method
Travel Agency: Products of Travel Agency, Classification of
\Y Travel Agency, Functions, Travel Related Business, International 3 2,3
Travel Requirements, Travel Agency Operations.
Instructional Hours 6

Suggested Learning Methods: Lecture Based Learning

Total Hours | 30

Text Books

1. A.K. Bhatia, Tourism Development: Principles & Practices, Sterling
Publishers Pvt 2007.

2. A.K. Bhatia, International Tourism Management, Sterling Publishers
Pvt 2012

3. Jagmohan Negi, Travel Agency Operations Concepts and Principles,
Kanishka Publishers and Distributors, 2003.

Reference Books

1. Biswanth Gosh, Tourism & travel management, Vikas Publishing
House, Second Edition, 2008.
2. Christopher Holloway, Business of tourism, Elsevier Publisher, Second

Edition, 2006.
Course designed by Verified by Chairman
Dr. B. Tamilselvan Dr. B. Tamilselvan
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Course Code Title
22U4VBOE12 Value Based Open Elective : Health Education
Semester: IV Credits: 2 ESE: 50 Marks

Course Objective

2. Inbuilt healthy life style practices

1. Acquire knowledge on different dimensions of health.

Course Category Value education

Development Needs Local

Course Description

It provides knowledge on values and practices for healthy living

Course Outcomes

Teaching Methods

Interactive session

CO 1 | Recallthe importance of health education

CO 2 | Enlist the right choice of foods and dietary pattern Interactive session
. . Activity based

CO 3 | ldentify methods to manage mental health issues teaching

CO 4 | Practice effective personal health habits Interactive session

CO5 Summarize the importance of environmental health for Interactive session

mankind

Course Content |

Instructional Hours /Week : 2

Unit

Description

Text

Book Chapters

Health Education:
Concept of health, Components of wellness, spectrum and

determinants of health - Definition of health-health education-
Aim, objective and principles of health education - Health

services,
Related Activity -Measuring the health attitudes of students

Instructional Hours 6

Suggested Learning Methods: Group Activity

Food and Health

Basic 4, 5and7 food groups; functional food groups-energy
yielding, body building and protective foods (only sources and
functions), food pyramid, meal planning pattern, healthy eating
pattern.Related Activity -Assessing dietary adequacy of students

3,4 1&1,2

Instructional Hours 6

Suggested Learning Methods: Peer learning

Mental Health
Meaning of mental health — importance of mental health-

characteristics of emotionally healthy-Self esteem-Values and
patterns in decision making- Mental health problem of
adolescences — depression & stress -causes and management
Related activity-Stress level assessment in students

Instructional Hours 6

Suggested Learning Methods: Role play
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Personal Health
Definition of personal health- under nutrition and over 1 8
v nutrition -prevalence of life style disease-healthy lifestyle
practices- personal hygiene-Importance of physical activities
& exercise
Related Activity -Analyzing the physical activity pattern of
students
Instructional Hours 6
Suggested Learning Methods: Assignment
Environment and Health
\/ Definition of environmental health, Biodiversity, climate
change and biodiversity, environmental pollution-causes and 5 58
consequences of air, water and soil pollution-Food ’
contamination and consequences
Related Activity-Group discussion on case studies
Instructional Hours 6
Suggested Learning Methods: Group Discussion
Totalhours | 30

Cataloging, 6 Edition, US
private Id
New Delhi

limited, New Delhi

1. Anspaugh (2001), Teaching Today’s Health, Library of Congress
2. Tyler Miller (2006), Environmental Science, Cengage learning India

Text Books 3. Srilakshmi (2010), Dietetics, New age International private limited,

4. Srilakshmi (2010), Food Science, New age International private

Handbook. Human Kinetics publication.

Vikas publishing House Private Limited

1. Howley & Don Franus(B) (2003) Health Fitness

Instructor’s

Reference Books| 2. Ramachandran. L. Dharmalingam. T (1993) Health Education India.

Course designed by Verified by Chairman
Dr. A. Swarnalatha Dr. A. Swarnalatha
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Course Code Title
22U4AVBOEL3 Value Based Open Elective Course : Media and Politics
Semester: IV Credits: 2 ESE: 50 Marks
Course Objective To Impart knowledge of understanding the media and politics

Course

Category Skill Deve lopment

Development Needs | Global

Course

Description | This course examines how media and political institutions interact to shape

public thinking and debates around social problems.

Course Outcomes | Teaching Methods

CO 1 | Understand the basic idea of media and Politics Lecture and Demonstration

CO 2 | Summarize the political stance of media. Lecture

CO 3 | Apply the Skills on writing political news. Lecture and Demonstration
Evaluate the various characteristics of media .

CoO14 Organization. Video Lectures

cos Apply the mass media influences as individuals, groups, Discussion

and society in political contexts

Course Content

| Instructional Hours / Week : 2

Text

Unit Description Book Chapters
Media — Meaning and importance. Role of media in Society
| Political Communication — Mass Media politics and Society- ) 1
Cinema and political manifestation. Social media and Political
narration
Instructional Hours 06
Suggested Learning Methods : Learning by Teaching
Characteristics of Modern Mass Media: Print and Electronic
] Media — Political economy and Ownership 2 2
Instructional Hours 06
Suggested Learning Methods : Active Learning
Political Economy - State ownership versus private ownership of
mass media — Consequences of private and public- Media
11| ownership pattern Government Regulation — Monopoly- Media 1 2
content and its Censorship.
Instructional Hours 06
Suggested Learning Methods : Group Learning
Public Opinion- The relationship between the mass media and
IV | public sphere- Political manipulation of media content- the impact 3 3
of mass media on global political processes.
Instructional Hours 06
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Suggested Learning Methods : Visual Learning

Political effects of Mass Media: Individual- group- and Society

\Y Public- making public opinion- Setting of Political agenda- 2 4

Political Socialization- Political mobilization

Instructional Hours 06

Suggested Learning Methods : Case study based Learning

Total Hours 30

Text Books

1.

Lowe, L. (2016). The Definitive Guide to Creative Writing and Media
Productions. United States: Xlibris UK.

Marshall, C. (2018). Writing for Social Media. United Kingdom: BCS
Learning & Development Limited.

Cain, S., Batty, C. (2016). Media Writing: A Practical Introduction.
United Kingdom: Palgrave Macmillan.

Reference Books

Mencher, Melvin.”Basic News Writing™ Universal Bookstall, New
Delhi.1993.

Sreenivas Rao. Academic Book Centre, Ahmedabad. 1981.

Barnard, J. (2019). The Multimodal Writer: Creative Writing Across
Genres and Media. United Kingdom: Bloomsbury Academic.

Kuehn, S. A, Lingwall, J. A (2016). The Basics of Media Writing: A
Strategic Approach. United States: SAGE Publications.

Web. URLs

1.

https:/Amww.bing.com/videos/

Course designed by Verified by Chairman

Dr. Baiju Paul Dr. Paul Benzier
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Course Code Title
22U4VBOE14 Value Based Open Elective : Positive Psychology and Work Life

Semester: 1V Credits: 2 ESE: 50 Marks

Course Objective

To bring an experience marked by predominance of positive emotions
and informing them about emerging paradigm of Positive Psychology

Course Category Skill Development

Development Needs | National

Course Description

lived experience and its implications

Build relevant competencies for experiencing and sharing happiness as

Course Outcomes

Teaching Methods

CO 1 | Understand the realities of Psychology and Work life Lecture/ Case Study
co 2 | Insight on origin and development of Positive Psychology Lecture/ Role Play
co 3 | Reveal the knowledge about phases of Positive Psychology Lecture/ Case Study
co 4 | Perceptiveness about Happiness in Psychology and its Tratts Lecture/ Role Play
Furnish the specific skills and techniques for working with
COs5 Trust and Companionship Lecture/ / Role Play
Instructional Hours
Course Content / Week - 2
Unit Description ;gé(pt Chapters
Introduction to Positive Psychology : Positive Psychology:
I Concept, History, Nature, Dimension and scope of Positive 3 1
Psychology Seligman's PERMA
Instructional Hours 6
Suggested Learning Methods : Seminar
Positive Emotional States and Processes, Positive Emotions
I and well being: Hope & Optimism, Love, The Positive 9 3
Psychology of Emotional Intelligence, Influence of Positive
Emotions
Instructional Hours 6
Suggested Learning Methods : Role Play
Strengths and Virtues : Character Strengths and V irtues
11 Resilience in the phase of challenge & Loss, Empathy and 1 3
Altruism
Instructional Hours 6
Suggested Learning Methods : Role Play
Happiness : Introduction to Psychology of happiness, well
being and scope, Types of happiness- Eudaimonic and Hedonic
IV | History of Happiness, Theories, Measures and Positive 3 2
correlates of happiness, Traits associated with Happiness,
Setting Goals for Life and Happiness
Instructional Hours 6

Suggested Learning Methods : Creative Art Assignments
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Forgiveness and Gratitude : Forgiveness and Gratitude ,
VvV Personal transformation and Role of suffering , Trust and 1 3
Compassion
Instructional Hours 6

Suggested Learning Methods : Community Participation Program

Total Hours | 30

1. Argyle, M. 1987. The psychology of happiness. London:
Methuen.
2. Carr, Alan (2007). Positive Psychology: The science of human
happiness and human strengths. Routledge, Taylor and Francis Group-
Text Books London.
Csikzentmihalyi, Mihaly (1990) Flow: The Psychology of Optimal
Experience, Harper Perennial.
3. Garcia,Hector., & Mirrales. Francesc.(2017 ) IKIGAI-The Japanese
Secret to a Long and Happy Life, Hutchinson London.
1. Frankl, Viktor E. (1988). The Will to Meaning: Foundations and
Applications of Logotherapy. Meridian/Plume
2. Frankl, Viktor E. (2000) Man’s Search for Ultimate Meaning, Basic
Reference Books Books.
3. Snyder, C. R, & Lopez, S. J, & Pedrotti, J. T (2011) Positive
Psychology: The Scientific and Practical Explorations of Human
Strengths, Sage Publications India Pvt Ltd.
Course designed by Verified by Chairman
Ms. Merlin Jenefer Dr. P. Nathiya
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Course Code Title
22U4VBOE15 Value Based Open Elective Course : Professional Ethics

Semester: IV Credits: 2 ESE: 50 Marks

Course Objective

personal lives and Professional careers

Students will understand the Importance of Values and Ethics in their

Course Category Employability & Skill Development

Course Description

build effective career.

Understanding the importance of maintaining Professional Ethics and

Course Outcomes

Teaching Methods

CO 1 | Understand the basic purpose of Profession Lecture

CO 2 | Summarize the Professional Rights And Responsibilities Lecture/ Peer Teaching
Apply the various Roles in Applying Ethical Principles at

CO3 Various Professional Levels Lecture/ Case Study

CO 4 | Professional Ethical Values and Contemporary Issues Lecture/ Role Play
Excelling in Competitive and Challenging Environment to ] ]

CO5 Lecture/ Group Discussion

Contribute to Industrial Growth.

Course Content

Instructional Hours /

Week : 2
Unit Description gg())i Chapters
Introduction to Professional Ethics: Meaning Definition
Basic Concepts
Governing Ethics, Personal & Professional Ethics, Life Skills,
| Emotional Intelligence 1 1&2
Profession and professionalism, Professional Associations,
Professional Risks, Professional Accountabilities, Professional
Success, Ethics and Profession.
Instructional Hours 6
Suggested Learning Methods : Video lectures
Basic Theories: Basic Ethical Principles, Moral Deve lopments,
Deontology
Virtue Theory, Rights Theory, Casuist Theory, Moral
. Absolution, Moral Rationalism, Moral Pluralism 1 5&6
Ethical Egoism, Feminist Consequentialism, Moral Issues,
Moral Dilemmas, Moral Autonomy
Instructional Hours 6
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Suggested Learning Methods : Mini Case Analysis

Professional Practices: Professions and Norms of Professional
Conduct, Norms of Professional Conduct vs. Profession
Responsibilities, Obligations and Moral Values in Professional
Il Ethics, Professional codes of ethics 1&2
The Centrality of Responsibilities of Professional Ethics; lessons
from 1979 American Airlines DC-10 Crash and Kansas City
Hyatt Regency Walk away Collapse.
Instructional Hours 6
Suggested Learning Methods : Group Discussion
Ethics in changing domains of Research: The US government
wide definition of research misconduct, research misconduct
distinguished from mistakes and errors, recent history of
v attention to research misconduct 4&5
The emerging emphasis on understanding and fostering
responsible conduct, responsible authorship, reviewing &
editing.
Instructional Hours 6
Suggested Learning Methods : Role Play
Global issues in Professional Ethics: Introduction — Current
Scenario, Technology Globalization of MNCs, International
Trade, World Summits, Issues
v Business Ethics and Corporate Governance, Sustainable 687
Development Ecosystem, Energy Concerns, Ozone Deflection,
Pollution, Ethics in Manufacturing and Marketing
Media Ethics; War Ethics; Bio Ethics, Intellectual Property
Rights
Instructional Hours 6
Suggested Learning Methods : Group Discussion
Total Hours | 30

Text Books

Professional Ethics: R. Subramanian, Oxford University Press, 2015.
Ethics in Engineering Practice & Research, Caroline Whitbeck, 2e,
Cambridge University Press, 2015

Reference Books

Business Ethics concepts & Cases: Manuel G Velasquez, 6e, PHI,
2008

Course designed by Verified by

Dr. R. A. Ayyapparajan Dr. R. A. Ayyapparajan
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Course Code

Title

22U4VBOEL6

Value Based Open Elective Course : The Science of Happiness

Semester: 1V

Credits: 2 ESE: 50 Marks

Course Objective

To explore the key elements of happiness at work and strategies to
cultivate joy, well-being, and productivity in the workplace,
relationship between happiness and various work-related factors, such
as efficiency, creativity, innovation, work-life balance, and making a

difference for others.

Course

Category Skill Deve lopment

Development Needs Global

Course

Description To create a positive work environment and promote happiness for

themse lves and others.

Course Outcomes

Teaching Methods

CO 1 | Understand the Happiness as a Scientific Construct Lecture Method
CO 2 | Apply the Theories and Models of Well-being Flipped Teaching
CO 3 | Demonstrate the Individual Factors and Happiness Lecture Method
CO 4 | Analyze the Social and Environmental Factors in Happiness Lecture Method
CO 5 | Apply Happiness and Work Efficiency Flipped Teaching

Course Content

Instructional Hours / Week : 2

Unit

Description

Text

Book Chapters

Introduction to Happiness as a Scientific Construct
Defining happiness and its importance in individual and societal

well-being, Overview of subjective well-being and its
components - life satisfaction, positive emotions, and negative
emotions, Exploration of cultural variations in happiness and its

measurement

Instructional Hours 6

Sugges

ted Learning Methods : Group Discussion

Theories and Models of Well-being

Prominent theories of well-being - hedonic well-being,
eudemonic well-being, PERMA model. Role of factors -
autonomy, meaning, and engagement in happiness. Strengths
and limitations of different well-being models

Instructional Hours 6

Sugges

ted Learning Methods : Group Discussion

Individual Factors and Happiness

Personality traits - optimism, resilience and their influence on
happiness. Role of genetics and biological factors in determining
happiness levels. Examination of personal values, goals, and

self-esteem and their impact on subjective well-being

Instructional Hours 6
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Suggested Learning Methods : Group Discussion
Social and Environmental Factors in Happiness
Importance of social relationships and social support in
v promoting happiness. Influence of social comparison, social 4
norms, and cultural factors on well-being. Impact of
environmental factors - access to nature, quality of living
conditions on happiness.
Instructional Hours 6
Suggested Learning Methods : Group Discussion
Happiness and Work Efficiency
Impact of happiness on work efficiency and productivity, strategies for
\ managing daily hassles and reducing stress in the workplace, link S
between happiness and creativity in the workplace, Strategies for
fostering a creative and innovative work environment
Instructional Hours 6

Suggested Learning Methods : Group Discussion

Total Hours| 30

Text Books

1.

Susan A. David, llonaBOni well, and Amanda Conley Ayers;
The Oxford Hand book of Happiness.

Reference Books

1.

Achor, S. (2010). The happiness advantage: The seven principles
of positive psychology that fuel success and performance at work.
Random House.

Lyubomirsky, S. (2008). The how of happiness: A scientific
approach to getting the life you want. Penguin.

Diener, E., & Seligman, M. E. P. (2002). Very happy people.
Psychological Science, 13(1), 81-84.

Web. URLs 1. https://onlinecourses.nptel.ac.in/noc23_hs06/preview
Course designed by Verified by Chairman
Dr. S. Balaji Dr. K. Rajarajeswari
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Course Code

Title

23U3DFC508 Core Paper XlII — Cloud Security
Semester: V Credits: 3 CIA: 20 Marks ESE: 55 Marks
COl.Jrse. Understand the need of secure system in Cloud environment
Objective
Course -
Category Employability
Development
Needs Global
Course This course helps the students to understand the different fundamental concept of
Description cloud and its various applications. It also helps to understand the application of
different security technigues in cloud.

Course Outcomes Uecmaling Assessment Methods
Methods
CO1 Understand the Cloud fundamentals Video Lecture Assignment
- Flipped , .
CO?2 Understand the applications of cloud. CIASSI00MS Group Discussion
co3 iL;nggLsgand and Apply various securities Group Discussion Seminar
Analysis various contagion and threshold Tutorial / Case .
co4 models Studies Quiz
CcOs Analy_s_ls of various virtualization Video Lecture Seminar
securities.
Offered by DCFS
Course Content Instructional Hours / Week : 5
Unit Description Text Book | Chapters
WHAT IS CLOUD COMPUTING? - Cloud Computing
Defined - The SPI Framework for Cloud Computing - The
| Traditional Software Model - The Cloud Services Delivery 1 5
Model - Cloud Deployment Models - Key Drivers to
Adopting the Cloud - The Impact of Cloud Computing on
Users - Governance in the Cloud
Instructional Hours 15
Suggested Learning Methods : Video Lectures
INFRASTRUCTURE SECURITY - Infrastructure Security:
The Network Level - Infrastructure Security: The Host Level -
[ Infrastructure Security: The Application Level 1 34
DATA SECURITY AND STORAGE - Aspects of Data '
Security - Data Security Mitigation - Provider Data and Its
Security
Instructional Hours 15
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Suggested Learning Methods : Group Discussion

IDENTITY AND ACCESS MANAGEMENT - Trust
Boundaries and 1AM - Why IAM? - IAM Challenges - IAM
Definitions - IAM Architecture and Practice - Getting Ready for 1 5
the Cloud - Relevant IAM Standards and Protocols for Cloud
Services - 1AM Practices in the Cloud - Cloud Authorization
Management

Instructional Hours 15

Suggested Learning Methods : Exploring the different IAM Standards and

Protocols

SECURITY MANAGEMENT IN THE CLOUD - Security
Management Standards - Security Management in the Cloud -

IV Availability Management - SaaS Availability Management - PaaS 5 6
Availability Management - laaS Availability Management - Access
Control - Security Vulnerability, Patch, and Configuration
Management
Instructional Hours 15

Suggested Learning Methods : Case Study

PRIVACY - What Is Privacy? - What Is the Data Life Cycle? -
What Are the Key Privacy Concerns in the Cloud? - Who Is
Responsible for Protecting Privacy? - Changes to Privacy Risk
Management and Compliance in Relation to Cloud Computing -
Legal and Regulatory Implications - U.S. Laws and Regulations -

\/ International Laws and Regulations 2 7,9, 10

EXAMPLES OF CLOUD SERVICE PROVIDERS - Amazon
Web Services (laaS) - Google (SaaS, PaaS) - Microsoft Azure
Services Platform (PaaS) - Proofpoint (SaaS, laaS) - RightScale
(laaS) - Salesforce.com (SaaS, PaaS) - Sun Open Cloud Platform
- Workday (SaaS) - SECURITY-AS-A-[CLOUD] SERVICE

Instructional Hours 15

Suggested Learning Methods : Video Lecture

Total Hours 75 Hrs

1. Tim Mather, Subra Kumaraswamy, and Shahed Latif, “Cloud Security and

TextBooks Privacy”, O’Reilly Media, Inc., 2009
1. Gautam Shroff, “Enterprise Cloud Computing Technology Architecture
Applications”, Cambridge University Press; 1 edition [ISBN: 978- 0521137355],
2010.
2. Toby Velte, Anthony Velte, Robert Elsenpeter, “Cloud Computing, A Practical
Reference Approach”, Tata McGraw- Hill Osborne Media; 1 edition 22, [ISBN: 0071626948],
Books 2000.

3.Tim Mather, Subra Kumaraswamy, Shahed Latif, “Cloud Security and Privacy: An
Enterprise Perspective on Risks and Compliance”, O'Reilly Media; 1 edition, [ISBN:
0596802765], 2009.

4 Ronald L. Krutz, Russell Dean Vines, “Cloud Security”, Wiy [ISBN:
0470589876], , 2010.
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Web. URLs https//www.ibm.com/topics/c loud-security
Tools for Assessment (20 Marks)
CIA | CIAIl | CIA T Assignment Seminar Quiz Total
4 4 5 2 2 3 20
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSOL | PSO2 | PSO3 | PSO4 | PSO5
co1 H H H L M M L M H M H M L
CO2 M M M M H M M M M L M H H
COo3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. B. Karthikeyan

Dr. J. Maria Shyla
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Course Code Title

23U3DFC509 Core Paper XIV- Vulnerability Assessment and Penetration Testing

Semester: V Credits: 3 CIA: 20 Marks ESE: 55 Marks
Course Objective 1. Understand Ethical Hacking terminologies.

2. Study about Network and Vulnerability Scanning
3. Apply Information gathering methodologies.

Course Category Entrepreneurship
Development Needs Global
Course Description This course helps to understand the ethical hacking and helps to apply the
vulnerability scanning
Course Outcomes Teaching Methods | Assessment Methods
Understand the fundamentals of Penetration Flipped )
col Testing Classroom Assignment
Understand and apply the concept of . .
CO 2 Vulnerability Scanning Video Lecture Seminar
CO3 Examine the different exploitation toolkits Problem Solving Assignment
Gain knowledge on exploiting the network Tutorial / Case ,
co4 vulnerabilities Studies Seminar
Exploring the different Application Testing Interactive .
CO5 Tools Teaching Quiz
Offered by DCFS
Course Content Instructional Hours / Week :5
Unit Description TextBook | Chapters

Penetration Testing - What Is Penetration Testing? - Reasons
for Penetration Testing - Planning and Scoping Penetration
Tests - Scoping and Planning Engagements - Key Legal
I Concepts for Penetration Tests - Understanding Compliance- 1 1,23
Based Assessments - Information Gathering - Footprinting
and Enumeration - Active Reconnaissance and Enumeration -
Information Gathering and Defenses

Instructional Hours 15

Suggested Learning Methods : Video Lectures

Vulnerability  Scanning -  Identifying  Vulnerability
Management Requirements - Configuring and Executing
Vulnerability Scans - Software Security Testing - Developing a
Remediation Workflow - Overcoming Barriers to Vulnerability

I : 1 4,5
Scanning
Analyzing Vulnerability Scans - Reviewing and Interpreting
Scan Reports - Validating Scan Results - Common
Vulnerabilities
Instructional Hours 15

Suggested Learning Methods :Group Discussion
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Exploit and Pivot - Exploits and Attacks - Exploitation Toolkits -
Exploit Specifics - Leveraging Exploits - Persistence and Evasion

Instructional Hours

15

Suggested Learning Methods : Worked examples

v

Exploiting Network Vulnerabilities - Conducting Network
Exploits - Exploiting Windows Services - Exploiting Common
Services - Wireless Exploits

FTP Enumeration — SSH Enumeration — TELNET Enumeration —
SMTP Enumeration — HTTP Enumeration — SAMBA Enumeration
— JAVA — RMI Enumeration — BINDSHELL Enumeration —
DISTCC Enumeration — VNC Enumeration — UNREALIRC
Enumeration

Instructional Hours

15

Suggested Learning Methods : Problem Based Learning

Exploiting Application Vulnerabilities - Exploiting Injection
Vulnerabilities - Exploiting Authentication Vulnerabilities -
Exploiting Authorization Vulnerabilities - Exploiting Web
Application Vulnerabilities - Unsecure Coding Practices -
Application Testing Tools

CIA Triags, OWASP, SANS, WASC, OWASP Top 10

Instructional Hours

15

Suggested Learning Methods : Video Lecture

Total Hours

75

Hrs

Text Books

Mike Chapple, David Seidl, CompTIA® PenTest+ Study Guide, Cybek, 2019

Reference Books

2.Metasploit, The Penetration Tester’s Guide (1st Ed

ition)

1.Sagar Rahalkar, Network Vulnerability Assessment Packet Publishing

Web. URLs www.guru99.com/vulnerabilioty-assessment-testing-analysis.html
Tools for Assessment (20 Marks)
CIAI CIAI1l | CIATII Assignment Seminar Quiz Total
4 4 5 2 2 3 20
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Cco1 H H H L M M L M H M H M L
CO2 M M M M H M M M M L M H H
Cco3 H L M H M M L H H L H L M
Co4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. T. Ramaprabha

Dr. J. Maria Shyla
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Course Code Title
23U3DFC510 Core Paper XV — Cryptography and Network Security
Semester: V Credits: 4 CIlA:25 Marks ESE:75 Marks

Course Objective

To introduce and explain various cryptographic algorithms

Course Category

Employability

Development Needs

Global

Course Description

This course helps to understand about the security aspects and types of attacks

Teaching

Course Outcomes Assessment Methods
Methods
Explain the various security aspects and its Flipped .
co1 importance Classroom Assignment
Outline the several types of security attacks Video . .
Co2 and various cryptographic algorithms Lecture Group Discussion
co3 | Summarize about message authentication Case Studies Seminar
and security practices.
Apply symmetric key and public key Problem
CO 4 | cryptographic algorithms to perform the Solvin Quiz
process of cryptography. g
Analyze the various cryptographic Video .
CO5 algorithms and apply them accordingly Lecture Flip Test
Offered by DCFS
Course Content Instructional Hours / Week : 6
Unit Description Text Book Chapters
INTRODUCTION: Security trends - Legal, Ethical and
Professional Aspects of Security, Need for Security atMultiple
levels, Security Policies - Model of network security — Security
| attacks, services andmechanisms — OSI security architecture —
Classical encryption techniques: substitution techniques,
transposition techniques, steganography- Foundations of
modern cryptography:perfect security — information theory —
product cryptosystem — cryptanalysis.
Instructional Hours 18

Suggested Learning Methods : Video Lectures

MATHEMATICS OF SYMMETRIC KEY
CRYPTOGRAPHY: Algebraic structures — Modular
arithmetic-Euclid“s algorithm- Congruence and matrices -
Groups, Rings, Fields- Finite fields- SYMMETRIC KEY
CIPHERS: SDES - Block cipher Principles of DES — Strength
of DES — Differential and linear cryptanalysis - Block cipher
design principles — Block cipher mode of operation —
Evaluation criteria for AES — Advanced Encryption Standard -
RC4 —Key distribution.
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Instructional Hours 18
Suggested Learning Methods :Group Discussion
MATHEMATICS OF ASYMMETRIC KEY
CRYPTOGRAPHY: Primes — Primality Testing -
Factorization — Euler,.s totient function, Fermat,,s and Euler,,s
" Theorem - Chinese Remainder Theorem — Exponentiation and
logarithm - ASYMMETRIC KEY CIPHERS: RSA
cryptosystem — Key distribution — Key management — Diffie
Hellman key exchange -ElGamal cryptosystem — Elliptic curve
arithmetic-Elliptic curve cryptography.
Instructional Hours 18
Suggested Learning Methods : Demonstrations
MESSAGE AUTHENTICATION AND INTEGRITY
Authentication requirement — Authentication function — MAC
v — Hash function — Security of hash function and MAC — SHA —
Digital signature and authentication protocols — DSS- Entity
Authentication: Biometrics, Passwords, Challenge Response
protocols- Authentication applications - Kerberos, X.509
Instructional Hours 18
Suggested Learning Methods : Case Study
SECURITY PRACTICE AND SYSTEM SECURITY :
Vv Electronic Mail security — PGP, S/IMIME — IP security — Web
Security — SYSTEMSECURITY: Intruders — Malicious
software — viruses — Firewalls.
Instructional Hours 18
Suggested Learning Methods : Video Lecture
Total Hours 90 Hrs

Text Books

1. William Stallings, Cryptography and Network Security: Principles and
Practice, PHI3rd Edition, 2006.

Reference Books

1. C K Shyamala, N Harini and Dr. T R Padmanabhan: Cryptography and
NetworkSecurity, Wiley India Pvt.Ltd

2. BehrouzA.Foruzan, Cryptography and Network Security, Tata McGraw Hill
2007.

3.Charlie Kaufman, Radia Perlman, and Mike Speciner, Network Security:
PRIVATECommunication in a PUBLIC World, Prentice Hall, ISBN 0-13-
046019-2

1 https://onlinecourses.swayam2.ac.in/aic20_sp06/preview

Web. URLSs 2 https://onlinecourses.swayam2.ac.infarpl9_ap79/preview
Tools for Assessment (25 Marks)
CIAI CIAILl | CIA LTI Assignment Seminar Quiz Total
5 5 6 3 3 3 25
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Mapping
CO\PO Plo P20 PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 PSZO on Pio PSO5
CO1 H H H L M M L M H M H M L
CO2 M M M M H M M M M L M H H
COo3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H
H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Ms. G. Bharathi

Dr. J. Maria Shyla
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Course Code Title

23U3DEP506 Core Paper XVI — Practical in Vulne rability Assessment and Penetration
Testing

Semester: V Credits: 3 CIA: 30 Marks ESE: 45 Marks

This course exploits of the technological ecosystem comprising of various

Course Objective hardware, software, network, OS and applications and identify suitable

counter measures.

Course Category Skill Development

Development Needs | Global

Course Description

The course helps to understand the different vulnerability scanning and
assessment methods

Teaching
Course Outcomes Methods Assessment Methods
co1 Understand the Network VAPT on FTP : 21, SSH : 22
and Telnet : 23
Understand the Network VAPT on SMTP : 25 and
COZ | HTTP:80
Understand the Network VAPT on Samba 139, 445 | Demonstration Laboratory
CO 3 | and Java-rmi : 1099 Method Experiments
CO 4 | Understand the Web VAPT on OWASP Top 10
co 5 | Evaluate Website mirroring.
Offered by | DCFS
Course Content Instructional Hours / Week :4
Progra Description
mme
1 To implement the Network VAPT — FTP : 21
2 To implement the Network VAPT — SSH : 22
3 To implement the Network VAPT — TELNET : 23
4 To implement the Network VAPT — SMTP : 25
5 To implement the Network VAPT : HTTP : 80
6 To implement the Network VAPT: Samba : 139, 445
7 To implement the Network VAPT: Java — rmi : 1099
To implement the Web VAPT
8 a) A01: 2021 — Broken Access Control
b) A02: 2021 — Cryptographic Failures
9 To implement the Web VAPT —

a) A03:2021 — Broken Access Control
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b) A04: 2021 — Cryptographic Failures
To implement the Web VAPT
10 a) A05: 2021 — Security Misconfiguration
b) A06:2021 — Vulnerable and Outdated Components
To implement the Web VAPT
11 a) AO7: 2021 — Identification and Authentication Failures
b) A08:2021 — Software and Data Integrity Failures
To implement the Web VAPT
12 a) A09: 2021 - Security Logging and Monitoring Failures
b) A10 : 2021 — Server Side Request Forgery
Instructional Hours 60
Tools for Assessment (30 Marks)
Application Program Program Observation
of Logic Creativity | Debugging LGRS VGEEe Note Book Vel
4 4 4 7 7 4 30
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Co1 H H H L M M L M H M H M L
COo2 M M M M H M M M M L M H H
COo3 H L M H M| M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H
H-High; M-Medium; L-Low

Course designed by Verified by Chairman

Dr. T. Ramaprabha Dr. J. Maria Shyla
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Code Title
Discipline Specific
23U3DFES01 Elective Paper I: Mobile and Network Forensics
Semester: V Credits: 4 | CIA: 25 marks | ESE: 75 Marks

Course Objective

To introduce the concepts of mobile and network forensics

Course Category

Employability

Development Needs | Global

Course Description

This course explains the various mobile technologies and mobile eco system security

Course Outcomes: VEEALIE iEings Assessment method
co 1 | Explain about the various mobile technologies | Lecture/Demonstration | Assignment
Illustrate the concepts of mobile eco system | Lecture/ Case studies Case studies
CO?2 :
security
CO 3 Apply the wvarious techniques of mobile | Lecture/Demonstration | Seminar
forensics to solve problems
CcoO4 Organize various operations like mobile | Lecture/Video lecture | Quiz
tracking and analyzing of mobile data
CO5 Appraise the various forensic tools and | Lecture/Demonstration | Assignment
techniques
Offered by DCFS
Course Content Instructional Hours / Week :6
Unit Description Text Book Chapters
Introduction to Mobile Technologies Asynchronous
Transfer Mode (ATM), Wireless Application Protocol (WAP).
Cellular technologies including Advanced Maobile Phone
System (AMPS), Imode, Time Division Multiple Access
(TDMA), Code Division Multiple Access (CDMA) and
Global System for Mobile Communications (GSM) including
' features and relative strengths. Functions of Subscriber
Identity Module (SIM), International Mobile Equipment
Identity (IMEI), Bluetooth and Mobile Payment Gateways.
Understanding of the mobile phone operating systems —
Android, iOS, Windows. Basics of Rooting
Jailbreaking.
Instructional Hours 18 Hrs

Suggested Learning Methods: Library extra reading

Introduction to Mobile Eco-System Security

Mobile Security Model, Enterprise Mobile Environment,
Mobile Crypto Algorithm. Mobile phones including SIM
cloning and other Bluetooth vulnerabilities. Attacks - Denial
of Service (DOS), Packet Spoofing & Masquerading,
Eavesdropping etc. Wireless Public Key Infrastructure.
Securing WLAN, WEP Decryption script, Understanding of
SQLite Databases. Voice, SMS and Identification Data
Interception in GSM. SMS security issues — Availability,
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Confidentiality and Integrity issues.

Instructi

onal Hours

18 Hrs

Suggested Learning Methods: Video lectures

Introduction to Mobile Forensics Mobile Forensic, Types
of Evidence present in mobile phones - Files present in SIM
card, phone memory dump, and evidences in memory card.
Seizure and Preservation of mobile phones and PDA. Mobile
phone evidence extraction process, Data Acquisition Methods
— Physical, Logical and File System\Manual Acquisition.
Good Forensic Practices, Mobile Forensic Investigation
Toolkit.

Instructi

onal Hours

18 hrs

Suggested Learning Methods: Hands

on training

Tracking Tracking of mobile phone location. Analysis of
mobile data like SMS, call logs, contacts, media files,
recordings and important mobile application data (IM Chats
like whatsapp, telegram, iMessage, Email clients, Calendar,
Reminder and Note apps). Challenges to Mobile forensics.
CDR and IPDR analysis.

Instructi

onal Hours

18 Hrs

Suggested Learning Methods: Laboratory practice

Introduction to Network Forensics Monitoring of computer
network and activities, Live Packet Capturing and Analysis.
Searching and collection of evidences from the network.
Network Intrusion Detection and Analysis. Event Log
Aggregation — role of logs in forensic analysis, tools and
techniques. Investigating network attacks. Evidence collection
from Routers & CCTV DVRs. Forensic analysis of online
browsing activity and related artifacts.

Instructi

onal Hours

18 Hours

Suggested Learning Methods: Onl

ine training

Total Hours

90 Hrs

Text Books

2000.

Cyberspace”, Pearson Publications, 2012.

1. William Stallings; "Network Security Essentials”, 3rd Edition, Pearson Education, 2006.
2. AtulKahate; “Cryptography and Network Security” McGraw Hill Education (India), 2008
3. Beherouz. A Forouzan; “Data Communication and Networking”, 4th Edition, TMH,

4. Sherri Davidoff and Jonathan Ham; “Network Forensics — Tracking Hackers through
5 Samir Datt; “Learning Network Forensics — ldentify and Safeguard your Networks against

both Internal and External Threats, hackers and malware attacks”, PACKT Publishing, 2016
6. John R. Vacca; “Network and Systems Security”, Syngress Publications.

Reference
Books

1 Satish Bommisetty, RohitTamma and Heather Mahalik, “Practical Mobile Forensics —
Dive into maobile Forensics on iOS, Android, Windows and Blackberry Devices with
action-packed, practical guide”, PACKT Publishing, 2015.

2 losif I. Androulidakis, ‘“Mobile Phone Security and Forensics — A Practical
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Approach”, Springer New York Heidelberg, 2012.
3 Jonathan Zdziarski, “iOS Forensic Investigative Methods”, 2012.
Web link 1 https://onlinecourses.swayam?2.ac.in/aic20_sp06/preview
2 https://onlinecourses.swayam2.ac.infarpl9_ap79/preview
Tools for Assessment (25 Marks)
CIAI CIA Il CIA T Assignment | Seminar Quiz Total
5 5 6 3 3 3 25
Mapping
CO\PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
co1 H H H L M M L M H M H M L
CO2 M M M M H M M M M L M H H
CO3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H

Course designed by

Verified by Chairman

Ms. G. Bharathi

Dr. J. Maria Shyla
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Course Code Title
23U3DFE502 Discipline Specific Elective | - Malware Analysis and Cyber threat
Semester: V Credits: 4 CIA:25 Marks ESE:75 Marks

Course Objective

To gain knowledge in malware analysis and cyber threat

Course Category

Employability

Development Needs Global

Course Description

This course helps to understand about the working culture of malwares

Course Outcomes -Kﬂe:frtggg Assessment Methods
. Flipped .
Co1 To Know about the computer virology Classroom Assignment
To understand about the working culture Video . .
CO2 of malwares Lecture Group Discussion
CO3 To understand about the virus design Z(r)(?\t;:ﬁ? Seminar
Tutorial / .
CO4 To understand about the malware design Case Studies Quiz
To understand about the virus and worm Video .
CO5 analysis Lecture Flip Test
Offered by DCFS
Course Content Instructional Hours / Week : 6

Unit

Description

Text Book

INTRODUCTION: Computer Infection Program- Life cycle
of malware- Virus nomenclature- Worm nomenc lature- Tools
used in computer virology.

1 1

Instructional Hours 18

Suggested Learning Methods : Video Lectures

IMPLEMENTATION OF COVERT CHANNEL :Non self-
reproducing Malware-Working principle of Trojan Horse-
Implementation of Remote access and file transfer- Working
principle of Logical Bomb- Case Study: Conflicker C worm.

Instructional Hours 18

Suggested Learning Methods : Group Discussion

VIRUS DESIGN AND ITS IMPLICATIONS Virus
components- Function of replicator, concealer and
dispatcher- Trigger -Mechanisms- Testing virus codes-Case
Study: Brute force logical bomb.

Instructional Hours 18

Suggested Learning Methods : Demonstrations of Virus Design
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MALWARE DESIGN USING OPEN SOURCE :Computer
Virus in Interpreted programming language- Designing Shell

v bash virus - under Linux- Fighting over infection- Anti — 2 5,6
antiviral fighting — Polymorphism- Case study: Companion
virus.
Instructional Hours 18
Suggested Learning Methods : Case Study on malware design using open source
VIRUS AND WORM ANALYSYS Klez Virus- Clone
\/ Virus- Doom Virus- Black wolf worm- Sassar worm- Happy 2 7,8
worm 99.
Instructional Hours 18
Suggested Learning Methods : Video Lecture
Total Hours 90 Hrs

Text Books

1.ErciFiliol, “Computer Viruses: from theory to applications”, Springer, 1st
edition, ISBN 10: 2-287-23939-1, 2005.

2.Mark.A .Ludwig, “The Giant black book of computer viruses, Create Space
Independent Publishing Platform, 2 nd edition, ISBN 10: 144140712X, 2009

Reference Books

1.Monnappa K A by Learning Malware Analysis: Explore the concepts, tools,
and techniques to analyze and investigate Windows malware.
2.Jessey Bullock ,\Wireshark for Security Professionals: Using Wireshark and
the Metasploit Framework 1st Edition

Web. URLSs www.geekforgeeks.com
Tools for Assessment (25 Marks)
CIA | CIA Il | CIA I Assignment Seminar Quiz Total
5 5 6 3 3 3 25
Mapping
CO\PO | PO1 | PO2| PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSOl1 | PSO2 | PSO3 | PSO4 | PSO5
CO1 H H H L M M L M H M H M L
CO2 M M M M H M M M M L M H H
CO3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. P.

Jeyanthi

Dr. D. Suryaprabha
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Course Code

Title

23U3DFES503

Discipline Specific
Elective Paper I: System Administration

Semester: V

Credits: 4 CIA : 25 Marks ESE:75 Marks

Course Objective

To enable the students to understand the various aspects of System
Administration in the local and global scenario.

Course Category

Employability

Development Needs

Global

Course Description

The wvarious methods and techniques available for effective system
administration are discussed.

C out Teaching Assessment

el ClaEolires Methods Methods

CO 1 | Understand the basics of Information Security Smart Board Assignment

CO 2 Identify t_he legal, (_ethlcal and professional issues in Video Lessons | Seminar
Information Security

CO 3 | Survey the standards available Smart Board Seminar

CO 4 Assess the technologies essential to provide Information | Case study Group
Security Assignments Discussion
Analyze hacking threats and attacks and determine Flipped .

CO5 appropriate methods to combat them Classroom Assignment

Offered by | DCFS

Course Content

Instructional Hours / Week : 6

Unit

Description

Text
B ook

Chapters

System Components: The System: Handling hardware — Operating
systems — File systems — Processes and Job Control — Networks —
IPV4 networks — Address space in IPv4 — Ipv6 networks — Networked
Communities: Clients, servers and delegation — Host identities and
name services — Common network sharing models — Local network
orientation and analysis

Instructional Hours

18

Report Presentation

Host Management: Global view, local action — Physical
considerations of server room — Computer startup and shutdown —
Configuring and personalizing workstations — Installing a Unix Disk —
Installation of the operating system — Software installation - User
management: Issues — User Registration — Account policy — Login
Environment — User Support Services — Controlling user Resources —
Online user Services — User well-being — Ethical conduct of
administrators and users — Computer usage policy

2,3

Instructional Hours

18

Report Presentation

Models of network and system administration — Information mode s
and directory services — System infrastructure organization — Network
Administration models — Network Management Technologies —
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Creating infrastructure — System Maintenance models — Competition,
immunity and convergence — Policy and Configuration automation —
integrating multiple Oss — Configuration and Maintenance: System
Configuration policy — Methods: Controlling Causes and Symptoms —
Change Management — Policy Configuration and its ethical usage —
Human Computer job scheduling — Automation of host configuration —
SNMP Tools — Database Configuration manage ment

Instructional Hours

18

Group Discussion

v

Diagnostic, fault and change management: Fault tolerance and
propagation — Networks and small worlds — Casuality and dependency
— Defining the system — Faults — Cause trees — Probabilistic fault trees
— Change management revisited — Game-theoretical strategy selection

— monitoring — System performance tuning — Principles of quality
assurance

Instructional Hours

18

Group Discussion

Security Implementation: System Design and normalization — The
recovery plan — Data integrity and protection — Authentication
methods — Analyzing network security — VPNs: secure shell and
FreeS/WAN — Role-based security and capabilities — WWW security —
IPSec —secure IP — Ordered access control and policy conflicts — IP
filtering for firewalls — Firewalls — Intrusion Detection and Forensics —
Compromised machines

10,12

Instructional Hours

18

Video Presentation

Total Hours

90

Text Books

Edition, Wiley India Pwvt., Ltd., 2008

Mark Burgess, Principles of Network and System Administration, Second

Reference Books

System Administration, Aeleen Frisch, 2002

Web. URLSs www.wikiversity.com
Tools for Assessment (25 Marks)
CIAI CIA I CIA 1T Assignment | Seminar Quiz Total
5 5 6 3 3 3 25
Mapping
CO/PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Cco1 H H M M H H H H M M M M M
CO2 M M H M H M M M M H M M H
COos3 H H M H M M L H L M H M M
CO4 H H L M H M H M H H M H M
CO5 H M M H M H L H H M M M M

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. B. Karthikeyan

Dr. J. Maria Shyla
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Course Code Title
Discipline Specific

23USDFES04 Elective Paper |. Cloud Infrastructure and Services

Semester: VI Credits: 4 CIA: 25 Marks ESE: 75 Marks
Course Objective This course helps to understand the concepts and various models of cloud

computing

Course Category Entrepreneurship

Development Needs Global

Course Description The course presents a top down view of cloud computing, from applications and

administration to programming, infrastructure, billing and security.

Course Outcomes

Teaching Methods

Assessment Methods

Explain the core concepts of the cloud
computing paradigm: how and why this
co1 paradigm shift came about, the
characteristics, advantages and challenges
brought about by the various models and
services in cloud computing

Flipped
Classroom

Group Discussion

Discuss system virtualization and outline

CO2 its role in enabling the cloud computing Video Lecture Assignment
system model.
Undertand various cloud programming _ _

CO 3 | models and apply them to solve problems | Problem Solving Seminar
on the cloud.

CcOo 4 Analyse various management and other Tutorial / Case Quiz
distinguish services of AWS. Studies
Deploy applications over commercial

CO5 | cloud computing infrastructures such as Virtual Lab Flip Test
Amazon

Offered by DCFS

Course Content

Instructional Hours / Week : 6

Unit Description Text Book Chapters
Cloud Computing definition, private, public and hybrid cloud.
Cloud types; laaS, PaaS, SaaS. Benefits and challenges of cloud
| computing, public vs private clouds, role of virtualization in 1 1
enabling the cloud; Business Agility: Benefits and challenges to
Cloud architecture. Application availability, performance, security
and disaster recovery; next generation Cloud Applications.
Instructional Hours 18
Suggested Learning Methods : Video Lectures
Exploring virtualization, Load balancing, Hypervisors,
1 Machine imaging, Cloud marketplace overview, Comparison 1 2
of Cloud providers.
Instructional Hours 18
Suggested Learning Methods : Group Discussion
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Reliability, availability and security of services deployed from the
cloud. Performance and scalability of services, tools and
1 technologies used to manage cloud services deployment; Cloud
Economics: Cloud Computing infrastructures available for
implementing cloud based services.
Instructional Hours 18
Suggested Learning Methods : Video Lectures
IV AWS history, AWS Infrastructure, AWS services, AWS 1
ecosystem.
Instructional Hours 18
Suggested Learning Methods : Demonstration
Service creation environments to develop cloud based
\Y applications. Development environments for service 1
development; Amazon, Azure, Google App.
Instructional Hours 18
Suggested Learning Methods : Video Lectures
Total Hours 90 Hrs

Text Books

1.Ray J. Rafaels ,"Cloud Computing: From Beginning to End", April 2015.

2.Gautam Shroff, “Enterprise Cloud Computing Technology Architecture
Applications”, Cambridge University Press; 1 edition,[ISBN: 978-0521137355],
2010.

Reference Books

1.Amazon Web Services For Dummies. Bernard Golden. For Dummies.
2.Rajkumar Buyya, Cloud Computing: Principles and Paradigms, John Wiley &
Sons, First Edition

3.Amazon Security overview whitepaper-
https ://aws.amazon.com/whitepapers
Web. URLs https://aws.amazon.com/whitepapers
Tools for Assessment (25 Marks)
CIA | CIIIA CIA 11 Assignment Seminar Quiz Total
5 5 6 3 3 3 25
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4| PO5 | PO6 | PO7 | PO8 [ PSO1 | PSO2 | PSO3 | PSO4 [ PSO5
CO1 H H H L M M L M H M H M L
COo2 M M M M H M M M M L M H H
CO3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. T. Ramaprabha

Dr. J. Maria Shyla
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Course Code Title

23U3DFV511 In-plant Training

Semester: V Credits: 2 | ESE:50 Marks
Objective:

To give optimum exposure on the practical side of industrial society

Guidelines:

1.

10.
11.

12.

Duration of the internship training is 20 days during the summer vacation which falls at the end of
the 4" semester.

The departments concerned will prepare on exhaustive panel of institutions, industries and
practitioners.

The individual student has to identify the institution / industry / practitioners of their choice and
inform the same to the HOD / staff-in-charge.

The students hereafter will be called as trainees should maintain a work diary in which the daily
work done should be entered and the same should be attested by the section in-charge.

The departments should prepare an outline of the job to be done, sections in which they have to be
attached both in the office as well as in the field.

The trainees should strictly adhere to the rules and regulations and office timings of the
institutions to which they are attached.

The trainees have to obtain a certificate on successful completion of the internship from the chief
executive of the organization.

Monitoring and inspection by staff on a regular basis.

Report writing manual and format should be prepared by the respective departments.

All model forms are to be attached wherever it is necessary.

Report evaluation: Internal viva-voce examination will be conducted and the maximum mark
awarded is 50.

In-Plant Training has to be carried out only in the approved industries by the department/College

13. Report should be submitted in the 5™ semester at end of the September
Course designed by Verified by Chairman
Dr. T. Ramaprabha Dr. J. Maria Shyla
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Course Code Title

23UADFZ503 Skill Based Paper — 111 Practical in Cryptography and Network Security

Semester: V Credits: 3 CIA: 30 Marks ESE: 45 Marks

Course Objective To introduce he concepts of Procedure Oriented Programming and the

various programming constructs of C programming

Course Category Skill Deve lopment

Development Needs | Global

Course Description | To have a knowledge on using different cloud computing applications

Course OULCOMES Teaching Assessment
Methods Methods
co1 Relate encryption, decryption using the substitution
techniques
Develop DES algorithms for various practical
CO 2 | applications
Examine AES algorithms for various practical Demonstration Laboratory
CO 3 applications Method Experiments
CO 4 | Apply RSA algorithms
CO 5 | Apply Diffie- Hellman algorithms
Offered by | DCFS
Course Content Instructional Hours / Week :4
PO Description
mme
1 Perform encryption, decryption using the Ceaser cipher substitution techniques
2 Perform encryption, decryption using the playfair cipher substitution techniques
3 Perform encryption, decryption using the Hill Cipher substitution techniques
4 Perform encryption, decryption using the Vigenere cipher substitution techniques
5 Perform encryption and decryption using Rail fence transposition techniques
6 Perform encryption and decryption using row & Column Transformation transposition
techniques
7 Apply DES algorithm for practical applications.
8 Apply AES algorithm for practical applications.
9 Implement RSA Algorithm using HTML and JavaScript
10 Implement the Diffie-Hellman Key Exchange algorithm for a given problem.

Instructional Hours 60
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References: 1. William Stallings, Cryptography and Network Security: Principles and Practice,
PHI13rd Edition, 2006.

Tools for Assessment (30 Marks)

Aol | Erosroy | comapany | Test1 | etz | Qe | Tora
4 4 4 7 7 4 30
Mapping
Cé)(()) \ Plo on P?f) PAE) P50 Pé) PO7 Pé) PSlo PSZO P%O Pio PSO5
Co1 H H H L M| M L M H M H M L
CO2 M M| M M H M M M M L M H H
CO3 H L M H M| M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M| H H M H M H H L M M H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Mr. T. Maria Mahajan

Dr. J. Maria Shyla
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Course Code Title
23U3DFC611 Core Paper XVII: Ethical Hacking
Semester: VI Credits: 4 CIA: 25 Marks ESE: 75 Marks

Course Objective

To help students understand how ethical hacking is used as a method to prevent
hacking. Tomake it possible for students to learn the process of identifying vulnerabilities

and exploits of the technological ecosystem

Course Category

Entrepreneurship

Development Needs

Globhal

Course Description

This course helps to facilitate students, appreciate the need for understanding non-

and report writing.

technology aspects of ethical hacking such as legal frameworks, documentation

Teaching
Course Outcomes Methods Assessment Methods
To know about the basics of Ethical Hacking, | Flipped . .
. . ' Group Discussion
col Ethics, and Legality Classroom P
To understand the concept of Footprinting and Video .
Co2 Social Engineering Lecture Assignment
To examine the different scanning and Problem .
cos3 enumeration techniques Solving Seminar
Tutorial /
To familiarize with the methodologies that can be used ;
CO4 f tom Hacki Case Quiz
or system Hacking. Studies
To explore the Hacking Web Servers, Web Application Virtual
CO 5 | Vulnerabilities, and Web-Based Password Cracking Lab Flip Test
Technigues a
Offered by DCFS
Course Content Instructional Hours / Week : 6
Unit Description Text Book Chapters
Introduction to Ethical Hacking, Ethics, and Legality -
Understanding Ethical Hacking Terminology - Identifying
Different Types of Hacking Technologies - Understanding the
I Different Phases Involved in Ethical Hacking and Listing the Five 1 1
Stages of Ethical Hacking - What Is Hacktivism? - Listing
Different Types of Hacker Classes - Defining the Skills Required
to Become an Ethical Hacker - What Is Vulnerability Research? -
Describing the Ways to Conduct Ethical Hacking
Instructional Hours 18

Suggested Learning Methods : Video Lectures
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Footprinting and Social Engineering — Footprinting -
Describe the Information Gathering Methodology - Describe
Competitive Intelligence - Understand DNS Enumeration -
Understand Whois and ARIN Lookups - Identify Different
Types of DNS Records - Understand How Traceroute Is Used
in Footprinting - Understand How E-Mail Tracking Works-
Understand How Web Spiders Work

Social Engineering - What Is Social Engineering? - What Are
the Common Types Of Attacks? - Understand Identity Theft -
Describe Phishing Attacks - Understand Online Scams -
Understand URL  Obfuscation -  Social-Engineering
Countermeasures

Instructional Hours

18

Suggested Learning Methods : Group Discussion

Scanning and Enumeration — Scanning - Define the Terms Port
Scanning, Network Scanning, and Vulnerability Scanning -
Understand the CEH Scanning Methodology - Understand Ping
Sweep Techniques - Understand Nmap Command Switches -
Understand SYN, Stealth, XMAS, NULL, IDLE, and FIN Scan -
List TCP Communication Flag Types - Understand War- Dialing
Techniques - Understand Banner Grabbing and OS Fingerprinting
Techniques - Understand How Proxy Servers Are Used in
Launching an Attack - How Do Anonymizers Work? - Understand
HTTP Tunneling Techniques - Understand IP Spoofing
Techniques

Enumeration - What Is Enumeration? - What Is Meant by Null
Sessions? - What Is SNMP Enumeration? - Windows 2000 DNS
Zone Transfer - What Are the Steps Involved in Performing
Enumeration?

Instructional Hours

18

Suggested Learning Methods : Worked examples

System Hacking - Understanding Password-Cracking Techniques -
Understanding Different Types of Passwords - Understanding
Keyloggers and Other Spyware Technologies - Understand Escalating
Privileges - Understanding Rootkits - Understanding How to Hide Files -
Understanding Steganography Technologies - Understanding How to
Cover Your Tracks and Erase Evidence

Trojans, Backdoors, Viruses, and Worms - Trojans and Backdoors —
What is Trojan - List the Different Types of Trojans - Trojan
Construction Kit and Trojan Makers - What Are the Countermeasure
Techniques in Preventing Trojans? - Viruses and Worms - Understand
the Difference between a Virus and a Worm - Understand the Types of
Viruses - Understand Antivirus Evasion Techniques - Understand Virus
Detection Methods

4,5

Instructional Hours

18

Suggested Learning Methods : Problem Based Learning
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Wireless Hacking - Overview of WEP, WPA Authentication
Mechanisms, and Cracking Techniques - Overview of Wireless
Sniffers and Locating SSIDs, MAC Spoofing - Understand
Rogue Access Points - Understand Wireless Hacking Techniques
- Describe the Methods Used to Secure Wire less Networks
Evading IDSs, Honeypots, and Firewalls - List the Types of
Intrusion Detection Systems and Evasion Techniques - List the
Firewall Types and Honeypot Evasion Techniques
Cryptography - Overview of Cryptography and Encryption
Techniques - Describe How Public and Private Keys Are
Generated - Overview of the MD5, SHA, RC4, RC5, and
Blowfish Algorithms

10,13, 14

Instructional Hours

18

Suggested Learning Methods : Video Lectures

Total Hours

90 Hrs

Text Books

Publishing, Inc., 2007

1. Kimberly Graves, CEH™ Official Certified Ethical Hacker Review, Wiley

Reference Books

Edition, 2013.

1.PatrickEngebretson,— TheBasicsof Hacking and Penetration Testing : Ethical
Hacking and Penetration Testing Made Easy, Syngress Media, Second Revised

2. MichaelT. Simpson, Kent Backman, James E.Corley,— Hands On Ethical

Hacking and Network Defense, Cengage Learning, 2012.
Web. URLs www.simplilearn.com
Tools for Assessment (25 Marks)
Se
CIAI CIA Il [CIA T Assignment mi Quiz Total
nar
5 6 3 3 3 25
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 PO7 PO8 | PSO1 | PSO2 | PSO3 PSO4 PSO5
co1 H H H L M M L M H M H M L
CO2 M M M M H M M M M L M H H
COs3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H
H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. P. Jeyanthi

Dr. J. Maia Shyla
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Course Code Title
23U4ADFZ604 Skill Based Paper 1V — Practical in Ethical Hacking

Semester: V Credits: 3 CIA: 30 Marks

ESE: 45 Marks

Course Objective

counter measures.

This course exploits of the technological ecosystem comprising of various
hardware, software, network, OS and applications and identify suitable

Course Category Skill Development

Development Needs | Global

Course Description

the goals of information security.

The course helps to implement the importance of ethical hacking in achieving

Teaching
Course Outcomes Methods Assessment Methods
co 1 Implement the importance of ethical hacking in
achieving the goals of information security.
Differentiate the processes of wvulnerability
CO 2 | assessment and ethical hacking from penetration
testing.
co 3 Comprehend the importance of appropriate
countermeasures for managing vuInerabllltles: _ Demonstration Laboratory
Justify the need for meticulous documentation in .
. i i Method Experiments
writing reports for consumption of both technical
CO4 and
management audiences.
Articulate the rationale for having an adequate
CO5 legal framework for dealing with hacking and

ethical
hacking.

Offered by | DCFS

Course Content

Instructional Hours / Week :6

Progra Description
mme
1 Perform network scan to revile active hosts, open ports and services running
Perform privilege escalation attack on Client operating system and gain control of a Client
2 operatingsystem and write a short note on its mitigation strategy
3 Demonstrate ARP Poisoning and detect ARP Poisoning in switch-based network
Perform man-in-the-middle attack and hijack an established session of a user. Write a
4 report on thesame with mitigation strategy
Crack FTP credentials using dictionary attack and write a report of possible suggestion on
5 hardeningthe login services
6 Perform user system surveillance and write a mitigation report on the same
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7 networkingapplication using Key Logger and Trojan

Exploiting NetBIOS vulnerability and password revelation from browsers and social

8 withmitigation strategy

Perform denial service attack on a server operating system and write a report on the same

Instructional Hours 90
Tools for Assessment (30 Marks)
Application Program Program Observation
g? Logic Cre gtivity De bl?gging UGS VGEL e Note Book Vo
4 4 4 7 7 4 30
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
co1 H H H L M| M L M H M H M L
Cco2 M| M|{M| M| H| M| M M M L M H H
COo3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H

H-High; M-Medium; L-Low

Course designed by Verified by Chairman

Dr. P. Jeyanthi Dr. J. Maria Shyla
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Course Code

Title

23U3DFEG05

Discipline Specific
Elective Paper Il : Web Application Security

Semester: VI Credits: 4 CIA: 25 Marks

ESE: 75 Marks

Course Objective

To Understand and apply securities in web application

Course Category Employability

Development Needs Global

Course Description

techniques.

The course helps to understand the different web application security

Course Outcomes

Teaching Methods

Assessment Methods

To understand the basics of top ten list of Flipped _ _
CO1 |oWwASP Classroom Group Discussion
To know about the fundamentals of ) _
CO 2 | authentication and its access control Video Lecture Assignment
To know about Authorization and its access . _
CO 3 | control techniques Problem Solving Seminar
CO 4 | Toanalyze the browser security principles TUtOSrtﬁclj i/egase Quiz
To examine the data base security principles ] ]
CO5 Video Lecture Flip Test

and file security principles

Offered by DCFS

Course Content

Instructional Hours / \Week : 6

Unit

Description

TextBook | Chapters

Welcome to the Wide World of Web Application Security -
Network Security Vs Application Security - The OWASP Top Ten
List — Security Fundamentals — Input Validation —

Reduction — Classifying and Prioritizing Threats

Attack Surface

1 1,2

Instructional Hours 18

Suggested Learning Methods : Video Lectures

Authentication — Access Control Overview —
Fundamentals — Two-Factor and Three Factor Authentication —
Web Application Authentication — Securing Password-Based
Authentication — Secure Authentication Best Practices

Authentication

Instructional Hours 18

Suggested Learning Methods : Group Discussion

Authorization — Access Control Continued — Session
Management Fundamentals — Securing Web Application Session

Management

1 4

Instructional Hours 18

Suggested Learning Methods : Worked examples
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Browser Security Principles: The Same-Origin Policy — Defining the
Same-Origin Policy — Exception to the Same-Origin Policy — Browser 1

v Security Principles: Cross-Site Scripting and Cross-Site Request 56
Forgery — Cross-Site Scripting — Cross-Site Request Forgery
Instructional Hours 18
Suggested Learning Methods : Problem Based Learning
Database Security Principles — SQL Injection — Setting Database
Permissions — Stored Procedure Security — Insecure Direct
v Object References 1 7 8
File Security Principles — Keeping the Source Code Secret — ’
Security Through Obscurity — Forceful Browsing — Directory
Traversal
Instructional Hours 18
Suggested Learning Methods : Video Lectures
Total Hours 90 Hrs

Text Books

1. Bryan Sullivan, Vincent Liu, Web Application Security, A Beginner's
Guide, McGraw-Hill Osborne Media,, 2011

Reference Books

Andrew Hoffman,

Web Application Security: Exploitation and
Countermeasures for Modern Web Applications, O'Reilly Media, 2011

Web. URLs www.simplilearn.com
Tools for Assessment (25 Marks)
CIA I CIA Il |CIA 1T Assignment Seminar Quiz Total
5 5 6 3 3 3 25
Mapping
CO\PO | PO1| PO2 | PO3 | PO4 | PO5 | PO6| PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
co1 H H H L M M L M H M H M L
CO2 M M M M H M M M M L M H H
CO3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H
H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. B. Karthikeyan

Dr. J. Maria Shyla
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Course Code

Title

23U3DFE6G06

Discipline Specific

Elective Paper Il: Information Technology for Management

Semester: VI

Credits: 4 CIA: 25 Marks

ESE: 75 Marks

Course Objective

To introduce the concepts of Management in Information Technology

Course Category

Employability

Development Needs

Global

Course Description

This course helps to understand the different Information Technology Ma

Course Outcomes

Teaching Methods

Assessment Methods

CO1

Interpret and Understand the Information

Technology for Organization

Flipped
Classroom

Group Discussion

CO?2

Analyse the impact of IT on the Organization Video Lecture

Assignment

CO3

Outline the concepts of Building systems with

creativity Problem Solving

Seminar

CO4

Tutorial / Case
Studies

Examine the reengineering concept.

Quiz

CO5

Tutorial / Case
Studies

Classify the compare the various types of
privacy laws

Flip Test

Offered by

DCFS

Course Content |

Instructional Hours / Week : 6

Unit

Description

Text

Book Chapters

Using Technology to Transform the Organization: Information
Technology in the Workplace — What is Information Technology —
Transforming Organizations — Information Technology and the
Manager — The Challenge of Change — Six Major Trends —
Interpreting and Understanding Information: The Nature of
Information — How people Interpret Information — From
Information to Knowledge - Information Technology in
Perspective: Frameworks for Information Technology — A
Framework Based on IT — The Basics of Information Systems —
The Case of Chrysler

Instructional Hours 18

Suggested Learning Methods : Video Lectures

The Impact of Information Technology on the Organization:
Modern Organizations — Creating New Types of Organizations —
Building a T-Form Organization — Strategic Issues of Information
Technology — Information Technology and Corporate Strategy —
Creating and Sustaining a Competitive Edge - Integrating
Technology with the Business Environment — Managing
Information Technology — International Business and Information
Technology — The Impact of Globalization on Business — Key
Issues in International Environment — Managing Information
Technology Internationally — Business Models and IT Management

Instructional Hours 18

Suggested Learning Methods :Group Discussion
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Building Systems: Creativity with Technology: The Design Task
— A Systems Design Life Cycle — The Roles of Managers, Users
and Designers — User-Oriented Design — The Spiral Model of
Development — Data Collection for Analysis and Design —
Structured versus Object-Oriented Design — Building Systems:
Further Developments: System Analysis — Survey and Feasibility
Study — Determining Feasibility — Selecting an Alternative
Undertaking System Analysis — Undertaking System Designs —
General Design Considerations — Computer-Aided Software
Engineering

5,7

Instructional Hours

18

Suggested Learning Methods : Worked examples

v

Reengineering: Changing Businesses and Business Processes:
What is Reengineering? — What is a Process? — Reengineering a
Process at Mutual Benefit Life — Reengineering a Process at Merrill
Lynch — Reengineering the Entire Firm at Oticon — Implementing
Change: Implementation — Research on Implementation — An
Implementation Strategy — Implementing 1 T-Based Transformation
of the Organization — Beyond Structural Change

Instructional Hours

18

Suggested Learning Methods : Problem Based Learning

\%

Organization Support Systems: Decision-Support Systems —
Examples of DSSs — The Promise of DSSs — Executive Information
Systems — Group Decision-Support Systems — Groupware and
Organizational Knowledge — Multimedia for Business, Education
and Entertainment

9 10

Instructional Hours

18

Suggested Learning Methods : Problem Based Learning

Total Hours

90 Hrs

Text Books

Tata Mc Graw Hill 2001

1. Henry C. Lucas, Jr. Information Technology for Management, 7" Edition,

Reference Books

Hall, Inc., 19809.

Earl, Michael J. Management strategies for information technology. Prentice-

Web. URLs www.techtarget.com
Tools for Assessment (25 Marks)
CIA | CIA Il | CIA I Assignment Seminar Quiz Total
5 5 6 3 3 3 25
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
co1 H H H L M M L M H M H M L
CO2 M M M M H M M M M L M H H
COo3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H
H-High; M-Medium; L-Low
Course designed by Verified by

Dr. D. Suryaprabha

Dr. J. Maria Shyla

162




B. Sc., Digital and Cyber Forensic Science NASC
Course Code Title
Discipline Specific
23U3DFE607 Elective Paper Il: Intellectual Property Rights and Privacy Laws
Semester: VI Credits: 4 CIA: 25 Marks ESE: 75 Marks

Course Objective

To introduce the concepts of Intellectual Property rights and privacy laws

Course Category

Entrepreneurship

Developme

nt Needs Global

Course Description

This course helps to understand the different IPR, Copyright and Privacy laws.

Course Outcomes

Teaching Methods | Assessment Methods

Define that various laws associated with Flipped . .
Col intellectual property rights Classroom Group Discussion
Explain the concept of commercialization of . .
CO2 IPR be licensing Video Lecture Assignment
CO 3 _Outllne_ the conce_pts of co_pyrlghts and Problem Solving Seminar
international protection of copyrights
Recall the history and perspective of privacy Tutorial / Case .
co4 laws. Studies Quiz
CO5 Cl_assﬁy the compare the various types of Virtual Lab Flip Test
privacy laws
Offered by DCFS
Course Content Instructional Hours / Week : 6
Unit Description Text Book Chapters
Intellectual Property Overview - Concept of Property vis-a-vis
I Intellectual Property. Types of Intellectual Property- Origin and 1 12
Development- An Overview. Intellectual Property Rights as ’
Human Right. Role of International Institutions.
Instructional Hours 18
Suggested Learning Methods : Video Lectures
Intellectual Property Rights -Commercialization of Intellectual
Property Rights by Licensing. Determining Financial Value of
11 Intellectual Property Rights. Negotiating Payments Terms in 1 3,4
Intellectual Property Transaction. Intellectual Property Rights in
the Cyber World
Instructional Hours 18
Suggested Learning Methods :Group Discussion
Copyright -Introduction to Copyright- International Protection of
] Copyright and Related rights- An Overview (International 57
Convention/Treaties on Copyright).
Instructional Hours 18
Suggested Learning Methods : Worked e xamples
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Indian Copyright Law - Indian Copyright Law- The Copyright Act,
1957 with its amendments, Copyright works, Ownership, transfer and 1

vV duration of Copyright, Renewal and Termination of Copyright, 8
Infringement of copyrights and remedies.
Instructional Hours 18
Suggested Learning Methods : Problem Based Learning
Privacy Laws - History and Perspective of Privacy Laws- Global
\Y Privacy Issue- Legal Tools — The Constitution. Statutes & State 1 10,12
Protection.
Instructional Hours 18
Suggested Learning Methods : Laboratory practice
Total Hours 90 Hrs

Text Books

2.Sreenivasulu N.S;
Publishing, 2013

3.Vakul Sharma; “Information Technology: Law and Practice”, Universal Law
Publishing Co., India, 2011.

1.Vikas Vashishth.; “Law and practice of intellectual property in India”

“Law Relating to Intellectual Property”, Patridge

Reference Books

1.The Copyright Act, 1957
2.The Patent Act, 1970

Web. URLs Ipindia.gov.in
Tools for Assessment (25 Marks)
CIA | CIA Il | CIATI Assignment Seminar Quiz Total
5 5 6 3 3 3 25
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5

CO1 H H H L M M L M H M H M L
COo2 M M M M H M M M M L M H H
COo3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. P. Jeyanthi

Dr. J. Mari Shyla
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Course Code Title
Discipline Specific
23U3DFE608 Elective Paper I1: Cyber Attacks
Semester: VI Credits: 4 CIA: 25 Marks ESE:75 Marks

Course Objective

This course helps to understand the concepts and various models of cloud

computing
Course Category Employability
Development Needs | Global

Course Description

The course presents a top down view of cloud computing, from applications
and administration to programming, infrastructure, billing and security.

Course Outcomes

Teaching Methods | Assessment Methods

CO1

To explain the core concepts of the cloud
computing paradigm: how and why this
paradigm  shift came about, the
characteristics, advantages and challenges
brought about by the various models and
services in cloud computing

Flipped

Group Discussion
Classroom P

CO2

To discuss system virtualization and outline
its role in enabling the cloud computing
system model.

Video Lecture Assignment

CO3

To analyze various cloud programming
models and apply them to solve problems
on the cloud.

Problem Solving Seminar

CO4

To understand various management and
other distinguish services of AWS.

Video Tutorial Quiz

CO5

To deploy applications over commercial
cloud computing infrastructures such as
Amazon

Virtual Lab Flip Test

Offered by

DCFS

Course Content

Instructional Hours / Week : 6

Unit

Description

Text Book | Chapters

Cloud Computing
Architecture — Cloud Service Models - Saas, PaaS, laaS —
Cloud Deployment Models - private, community, public and
hybrid cloud. Control over Security in the Cloud Model —
Making Sense of Clod Deployment — Making Sense of
Service Models — Real-Worls Cloud Usage Scenario

Architecture:

Cloud Reference

Instructional Hours 18

Suggested Learning Methods : Video Lectures

Security Concerns, Risk Issues, and Legal Aspects: Cloud
Computing: Security Concerns — Assessing Risk Tolerance in 1 3
Cloud Computing — Legal and Regulatory Issues

Instructional Hours 18
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Suggested Learning Methods :Video Lectures

Securing the Cloud: Architecture: Security Requirements for
the Architecture. - Security Patterns and Architectural Elements
- Cloud Security Architecture - Planning Key Strategies for
Secure Operation

Instructional Hours 18

Suggested Learning Methods : Worked examples

Securing the Cloud: Data Security: Overview of Data Security in
Cloud Computing - Data Encryption: Applications and Limits - 1 5
Cloud Data Security: Sensitive Data Categorization - Cloud Data
Storage - Cloud Lock-in

v

Instructional Hours 18

Suggested Learning Methods : Problem Based Learning

Securing the Cloud: Key Strategies and Best Practices:
Overall Strategy: Effectively Managing Risk - Overview of
Security Controls - The Limits of Security Controls - Best
Practices - Security Monitoring

\%

Instructional Hours 18

Suggested Learning Methods : Group Discussion

Total Hours 90 Hrs

1. Securing The Cloud: Cloud Computing Security Techniques and Tactics by
Text Books Vic (J.R.) Winkler (Syngress/Elsevier) - 978-1-59749-592-9

Reference Books 1. Cloud Computing Design Patterns by Thomas Erl (Prentice Hall) - 978-

0133858563
Web. URLs www.cloud.ibm.com
Tools for Assessment (25 Marks)
CIA | CIA Il | CIATII Assignment Seminar Quiz Total
5 5 6 3 3 3 25
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5| PO6 | PO7 | PO8 [ PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Cco1 H H H L M| M L M H M H M L
Co2 M M M M H M M M M L M H H
Cco3 H L M H M| M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H
H-High; M-Medium; L-Low
Course designed by Verified by Chairman
Dr. T. Ramaprabha Dr. J. Maria Shyla
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Course Code Title
Discipline Specific
23U3DFE609 Elective Paper I11: Cyber Policing
Semester: VI Credits: 4 CIA: 25 Marks ESE: 75 Marks
Course Objective To gain knowledge in cyber policing
Course Category Entrepreneurship
Development Needs Global
Course Description This course helps to understand the state police organization and structure;
also it gives an overview on different crime prevention techniques.
Course Outcomes Teaching Methods | Assessment Methods
; ; : Flipped . .
To know about the history of Indian Police
COo1 y Classroom Group Discussion
To gain knowledge in Police organization Video Lect Assi N
CO?2 and structure Ideo Lecture ssignmen
CO 3 To analysis about the crime prevention Problem Solving Seminar
To understand about the police station Tutorial / Case )
co4 routine work Studies Quiz
CO5 To understand about the public perception Video Lecture Flip Test
Offered by DCFS
Course Content Instructional Hours / Week : 6
Unit Description Text Book Chapters
History of Indian Police: Ancient period, Medieval period and
I British period- Modern policing-Community policing- Police Act, 1 1
1861- Police Commission Reforms and Recommendations-
National Police Commission recommendations (NPC), 1979
Instructional Hours 18
Suggested Learning Methods : Video Lectures
State police organization and structure — Urban and rural
policing- Hierarchy in city police, district police and police
I battalion- Functioning of State Police: Law and Order, 1 5
Intelligence and Special Unit- Central police organizations:
RAW, IB, NIA,CBI, CISF, CRPF, RPF- Police research and
Crime Statistics Organizations: BPR&D, NCRB.
Instructional Hours 18
Suggested Learning Methods :Group Discussion
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Crime prevention: Patrolling, beat, surveillance, traffic regulation
and maintenanceof law & order- Collection of intelligence and its

i Information, Modus Operandi and Interrogation, Recording of

FIR,Case Diary, NC register, Collection of Evidence,
Examination of Witnesses and Suspects, Confession of the
accused and filing of charge Sheet.

use- Use of scientific methods totackle crime- Examination of
crime scene and investigation- Methods of Investigation:

34

Instructional Hours

18

Suggested Learning Methods : Worked examples

policing models and initiatives.

Police Station Routine: Roll Call, Duties of Prevention of Crime,
Station Guards,Weekly routine duties of police men in cities and
villages- Records maintained in police stations : General Diary, KD
v register, Prisoners Search Register, Duty Roaster, Sentry Relief Book,

Duty Roster, Gun license register, Tapal register arrest card and bail
bond- New challenges faced by police: Cybercrime, financial frauds,
terrorists, coastline security and organized crime- Community

5,6

Instructional Hours

18

Suggested Learning Methods : Problem Based Learning

Public perception of police — Measures to improve police image
inurban and ruralareas- Measurements to improve police-public
relationship through community policing- Measures to tackle
corruption — Treatment of victims and offender by the police-
Campaign to prevent drug abuse and to ensure safety of women in
cities.

7,8

Instructional Hours

18

Suggested Learning Methods : Video Lecture

Total Hours

90 Hrs

Publishers Private Limited.
Text Books

London: RoutledgeBelson..

1.Aleem, S. (1991). Women in Indian police (15th ed.). Chicago: Sterling

2.Barker, M., &Petley, J. (2001). 11l effects: The media/violence (2nd Ed.).

Ed.). New York: CRC Press.

India. Hyderabad: National Police Academy.
Reference Books Delhi: Mittal Publications.
Publishing House, New Delhi.

Developing Society. RBSA Publishers.

1.Fisher, Barry A. J. (2000). Techniques of crime scene investigation (6th
2.Diaz, S. M. (1976). New dimensions to the police role and functions in
3.Gautam, D. N. (1993). The Indian police: A study in fundamentals. New
4.Krishna Mohan Mathur. (1994). IndianPolice: Roles and Challenges. Gyan

5.Krishna Mohan Mathur.(1989). Internal Security Challenges and Police in a

Web. URLs Cybercrime.gov.in
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Tools for Assessment (25 Marks)
CIAI CIAILl | CIA LTI Assignment Seminar Quiz Total
5 6 3 3 3 25
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Co1 H H H L M M L M H M H M L
CO2 M M M M H M M M M L M H H
CO3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. P. Jeyanthi

Dr. J. Maria Shyla
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Course Code Title
Discipline Specific

23U3DFE610 Elective Paper I11: - M-Commerce

Semester: VI Credits: 4 CIA: 25 Marks ESE: 75 Marks
Course Objective Understand the basics of e-Commerce, m-Commerce its technology and

applications.

Course Category Entrepreneurship

Development Needs | Global, Local

Course Description | This course focuses on the basics of electronic commerce and its application

using the mobile technology.

Course Outcomes Iﬁgfﬁéﬂg Assessment Methods
CO 1 | Understand the basics of electronic commerce Video Lectures Group Discussion
CO 2 | Understand the basics of mobile commerce Tutorial Assignment

. Flipped .
CO 3 | Understand the mobile commerce technology Clasrs)Poom Seminar
. . N Tutorial / Case .
CO 4 | Analysis about its applications Studies Quiz
Analysis about its business — business mabile . .
CO5 commerce Video Lectures Flip Test

Offered by DCFS

Course Content | Instructional Hours / Week : 6
Unit Description Text Book Chapters

Introduction - The Domain of Mobile Commerce - A
Framework for Mobile Commerce Research - Mobile
Commerce Technology - NTT DoCoMo’s i—mode:
| Developing Win—Win Relationships for Mobile Commerce - 1 1
What Is i-mode in Reality - i-mode and Mobile Commerce -
Successful Business Models - Horizontal Integration and the
Expansion of Mobile Commerce Opportunities
Instructional Hours 18
Suggested Learning Methods : Video Lectures
Wireless Devices for Mobile Commerce: User Interface
Design and Usability - Wireless Devices and Their Interfaces -
Wireless Device Usability - Developer Issues
Location Based Services: Locating the Money -
Location—Based Services Defined - Locating the Perfect
Business Model - Real-World User Behaviour - Deploying
1 . 1 2,34
LBS Services
Towards a Classification Framework for Mobile Location
Service - MLS Applications and Services - Enabling
Technologies of MLS - Facilitating Technologies - Business
Models and Pricing Schemes - Synthesis: a Classification
Framework for MLS
Instructional Hours 18
Suggested Learning Methods :Group Discussion
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Wireless Personal and Local Area Networks - Radio Standards —
Organizations - The Impact of Technology Advances on Strategy
Formulation in Mobile Communications Networks - Stakeholders
and Business Relationships in Mobile and Data Networks -
Business Relationship Models In 3rd Generation Technologies -
Business Relationship Models in 4th Generation Technologies -
Impact of Spectrum Cost in 4G Networks

56

Instructional Hours

18

Suggested Learning Methods : Worked examples

The Ecology of Mobile Commerce: Charting a Course for Success
Using Value Chain Analysis - Challenges of Developing a Mobile
Commerce Strategy - Employing Value Chain Analysis to Create a
Business Model - Elements of the Mobile Value Chain - The
Advantaged Position of Wireless Operators - Expectations for
Next—Generation Mobile Commerce

The Wireless Application Protocol- Background - A Strategic
Analysis of the Implications of Wap and the Wireless Internet - A
Framework for Strategic Wap Services

7,8

Instructional Hours

18

Suggeste

d Learning Methods : Problem Based Learning

Mobile Business Services:A Strategic Perspectiv. - A Silent
Revolution: Gradual Change is Leading to Fundamental
Transformations - The Opportunity Landscapes Offered by the
Mobile Consumer and Business Services Differ Substantially from
One Another - The Competitive Landscape: A Mixture of It and
Telecom Value Chains

Mobile Portals: The Development of M—Commerce Gateways -
Issues, Controversies and Problems Associated with Mobile Portals
- Solutions and Recommendations

9 10

Instructional Hours

18

Suggested Learning Methods : Collaborative Learning

Total Hours

90 Hrs

Text Books

1. Brian Mennecke, J. Troy Strader, “Mobile Commerce: Technology,Theory and
Applications”, Idea Group Inc., IRM press, 2003.

2. Ravi Kalakota, B.AndrewWhinston, “Frontiers of Electronic Commerce”,
Pearson Education, 2003.

Reference Books

1. P. J. Louis, “M-Commerce Crash Course”, McGraw- Hill Companies
February 2001.

2. Paul May, “Mobile Commerce: Opportunities, Applications, and
Technologies Of Wireless Business” Cambridge University Press March 2001.

Web. URLs WwWWw.bigcommerce.com
Tools for Assessment (25 Marks)
CIAI CIA Il | CIA LI Assignment Seminar Quiz Total
5 6 3 3 3 25
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Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 [ PSO2 [ PSO3 | PSO4 | PSO5
coL [HIH|IH[L[M[MI][L[M[IH][M][HI]M L
coz | M| M| M| M| H| M| M| M| M| L | M]|H H
cos | H| L | M| H | M| M| L | H|H]|L]|H]|L M
cod | M| H[L [ M|[L[L[H[M[MI[LI[LIM L
cos [ M| MIH[H[MJIH[M][HJIH]L]IM]WM H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. D. Suryaprabha

Dr. J. Maria Shyla
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Course Code Title
Discipline Specific
23USDFE6LL Elective Paper I11: Network Security and Manage ment
Semester: VI Credits: 4 CIA: 25 Marks ESE: 75 Marks
Course Objective To understand the various network security policies and management techniques
Course Category Employability
Development Needs Global
Course Description To introduce the concepts of network security and qualities of a good network.
Course Outcomes Teaching Methods Assessment Methods
Explain about the qualities of good network and Lecture / Flipped .
Col various network security policies Classroom Assignment
Understand the various types of security like Constructivist
CO 2 | software/ hardware security and database . Seminar
. Approach/ Tutorial
security
Apply the concepts of intrusion detection in Lectures / Video .
cos network Lessons Quiz
CcoO4 Determine the network management strategies Tutorial / Case Studies Assignment
CO 5 | Explore the and security management standards | Lecture / Class Projects Seminar
Offered by DCFS
Course Content | Instructional Hours / Week : 6
. . Text
Unit Description Book Chapters
Introduction: Why Network Security is needed—Management principles—
Securityprinciples - Network management - Security attacks — Qualities of
a Good Network. Organizational Policy and Security: Security policies,
I Standards and Guidelines—Information Policy — Security Policy - Physical
Security — Social Engineering — Security Procedures — Building a Security
Plan. Security
Infrastructure: Infrastructure Components - Goals of Security
Infrastructure — Design Guidelines — Security Models.
Instructional Hours 18

Suggested Learning Methods : Assignment

Cryptography: Terminology and background-Data Encryption Methods—
Cryptographic Algorithms- Secret Key Cryptography - Public key
cryptography — Message Digest — Security Mechanisms — Speech
Cryptography.

Hardware and Software Security: Hardware security — Smart Card —
Biometrics — Virtual Private Networks (VPNs) - Trusted Operating
Systems — Pretty Good Privacy (PGP) — Security Protocols. Database
Security: Introduction to Database — Characteristics of a

Database Approach — Database Security Issues - Database Security —
Vendor-Specific Security — Data Warehouse Control and Security

Instructional Hours

Suggested Learning Methods : Seminar 02 Hrs
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Intrusion Detection Systems: What is not ad IDS—Infrastructure of IDS—
Classification of Intrusion Detection Systems — Host-Based IDS -
Network-Based IDS - Anomaly Vs Signature Detection — Manage an IDS
— Intrusion Detection Tools — IDS Products and Vendors. Network
Security: Fundamental Concepts — ldentification and Authentication —
Access Control — A Model for Network Security — Malicious Software —
Firewalls.

Instructional Hours

18

Suggested Learning Methods : Quiz

Network Management: Goal of Network Management—Network
Management Standards — Network Management Model — Infrastructure for
Network Management - Simple Network Management Protocol (SNMP).
Security Management: Security Plan - Security Analysis - Change
Management - Disaster Recovery - Systems Security Management -
Protecting Storage Media- Protection of System Documentation -
Exchanges of Information and Software — Security Requirements of
Systems.

Instructional Hours

18

Suggested Learning Methods : Video Lectures

Electronic Mail-What is the E-mail threats that organization“s face -Why
do you need an E-mail

Policy - How do you create an E-mail Policy - Publishing the E-mail
Policy - University E-mail Policy. Security of Internet Banking Systems:
Introduction Banking System-Security Problem- Methodology for
Security Problem — Schematic flow of Internet Banking — A layered
approach to security.

Instructional Hours

18

Suggested Learning Methods : Group Discussion

Total Hours

90 Hrs

Text Books

1. Network Security and Management, Brijendra Singh, PHI 2007.

Reference Books

Education Private Limited

Edition by Chris Sanders, Jason smith

1. Network Security: The Complete Reference by Bragg, Tata Mcgraw Hill

2. Applied Network Security Monitoring: Collection, Detection, and Analysis 1st

1 https://onlinecourses.swayam?2.ac.in/aic20_sp06/preview

Web. URLs 2 https://onlinecourses.swayam?2.ac.in/arpl9_ap79/preview
Tools for Assessment (25 Marks)
CIAI el CIA 11 C_:I_ass . Assignment Seminar Total
1] Participation
5 5 6 3 3 3 25
Mapping

CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5

Cco1 H M H M H M L L H H H M H

Cco2 H M H M H M M M H M H H H

CO3 H M M H M M H H H H M H H

CO4 H M H M H M L L H H M H H

CO5 H M H M H M H M H H H M H
H-High; M-Medium; L-Low

Course designed by Verified by Chairman
Ms. G. Bharathi Dr. J. Maria Shyla
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Course Code Title
23U3DFEG612 Elective Paper I11: Cyber Crime
Semester: VI Credits: 4 CIA: 25 Marks ESE: 75 Marks
Course Objective To explain the concept of cybercrime and various types of attacks
To explain the impact of cybercrime on society
Course Category Entrepreneurship
Development Needs Global and National
Course Description This helps to give an overview on the major cyber crimes and the global
perspectives on cybercrimes.
Course Outcomes Teaching Methods | Assessment Methods

Understand the concept of cybercrime and
COo1 emerging crime threats and attacks in | Flipped Classroom Group Discussion
cyberspace

To have the basic idea on cyber offenses,

Co2 cyberstalking and Cybercafe

Video Lecture Assignment

CO 3 Eva_luate the different Moblle and wireless Problem Solving Seminar
devices used for cyber crime

To analyse the tools and methods used in Tutorial / Case

co4 Cyber Crime Studies Quiz
CO5 To understand the concept of cyber terrorism Video Lecture Flip Test
Offered by DCFS
Course Content | Instructional Hours / Week : 6
Unit Description Text Book | Chapters

Introduction to Cybercrime, Introduction, Cyber Crime -
Definition and Origins of the word, Cyber Crime and
Information Security, Who are cyber criminals? Classifications
I of Cybercrime, Cybercrime: The Legal Perspectives, 1,2 1,3
Cybercrime: An Indian perspective, Cybercrime and the Indian
ITA 2000, A global perspective on cybercrimes, Cybercrime
Era: Survival Mantra for the Netizens.

Instructional Hours 18

Suggested Learning Methods : Video Lectures

Cyberoffenses: Introduction, How criminals plan the attacks,
Social  Engineering,  Cyberstalking,  Cybercafe  and
Cybercrimes, Botnets: The fuel for Cybercrime, Attack vector,
Cloud Computing.

Instructional Hours 18

Suggested Learning Methods :Group Discussion

Cybercrime: Mobile and Wireless Devices — Introduction,
Proliferation of mobile and Wireless Devices, Trends in Mobility,
credit cards frauds in mobile and Wireless computing Era, Security
Chanllenges Posed by mobile devices, Registry settings for mobile
11 devices, Authentication Service Security, Attacks on Mobile/Cell 2 6,7
phones, Mobile devices: Security implications for organisations,
Organizational Measures for handling Mobile devices — Related
Security Issues, Organizational security policies and Measures in
mobile computing Era, Laptop
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Instructional Hours 18
Suggested Learning Methods : Worked examples
Tools and Methods used in Cybercrime: Introduction, Proxy
servers and Anonymizers, Phishing, Password Cracking, Key
v Loggers and Spywares, Virus and Worms, Trojan Horses 2 8
Backdoors, Steganography, DoS and DD oS attacks, SQL Injection,
Buffer Overflow, Attacks on Wireless Networks.
Instructional Hours 18
Suggested Learning Methods : Problem Based Learning
Cybercrime and Cyberterrorism: Social, Political, Ethical and
Psychological Dimensions — Introduction, Intellectual Property in
v the cyberspace, The Ethical Dimension of Cybercrimes, The 5 20
psychology, Mindset and Skills of Hackers and other Cyber
Criminals, Sociology of Cyber Criminals, Information Warfare:
Perception or An Eminent Reality?.
Instructional Hours 18
Suggested Learning Methods : Group Discussion
Total Hours 90 Hrs

Text Books

Copyright by Wiley India Pwvt, Ltd

1. Nina Godbole, Sunit Belapure “Cyber Security” First Edition 2011,

Reference Books

1.William Stallings; “Cryptography and Network Security: Principles and
Practices”, Fifth Edition, Prentice Hall Publication Inc., 2007.
2.Atul Jain; “Cyber Crime: Issues, Threats and Management”, 2004.
3.Majid Yar; “Cybercrime and Society”, Sage Publications, 2006.

Web. URLs https ://www.fbi.gov/investigate/cyber
Tools for Assessment (25 Marks)
CIAI CIAI1l | CIA T Assignment Seminar Quiz Total
5 5 6 3 3 3 25
Mapping
CO\PO POl1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO SO4 | PSO5

CO1 H H H L M M L M H M H M L
CO2 M M M M H M M M M L M H H
CcO3 H L M H M M L H H L H L M
CO4 M H L M L L H M M L L M L
CO5 M M H H M H M H H L M M H

H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. T. Ramaprabha Dr. J. Maria Shyla
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Course Code Title
23U3DFV613 Project & Viva-Voce
Semester: VI Credits: 4 CIA : 40 Marks ESE: 60 Marks
Course Objective To give project based learning which makes the students to apply practically what
they learned.

Course Category Skill Deve lopment

Development Needs | Global

Course Description | Develop Problem Solving Skills to solve the computer based problems at Global

needs.
Course Outcomes Teaching Methods Assessment Methods
Remember the fundamental concepts of .
col algorithm and designs Lecture Review
CO 2 Understand the optimal methods and Constructivist Review
Software Engineering concepts to be applied Approach
co 3 | Apply the knowledge and what they learned Video Lessons Review
Analyze the Economical and Technical . .
CO14 feasibility Tutorial Program Execution
Develop software based applications and . .
CO5 Deployment of software Class Projects Program Execution
Offered by | Digital and Cyber Forensic Science
Course Content Instructional Hours / Week : 6
: " Text
Unit Description Book Chapters
PROJECT WORK

Title of the Project

A project report submitted to the Bharathiar University in the
partial fulfillment

of the requirements for the award of the degree of
BACHELOR OF DIGITAL AND CYBER FORENSIC SCIENCE
Submitted by
Name of the Student
' (Reg.No)
Under the Guidance of
Guide Name (Designation)
<College emblem>
NEHRU ARTS AND SCIENCE COLLEGE
(Autonomous)

(Reaccredited by NAAC with “A+” Grade, ISO 9001-2008 & 1SO
14001 : 2004 Certified)
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RECOGNIZED BY UGC & AFFILIATED TO BHARATHIAR

UNIVERSITY
“NEHRU GARDENS”, T. M. PALAYAM, COIMBATORE - 641
105.
Month & year
TABLE OF CONTENTS
CONTENTS Page No.

ACKNOWLEDGEMENT

il DECLERATION

il CERTIFICATE FROM THE COMPANY/ORGANIZATION
Iv BONAFIDE CERTIFICATE

v SYNOPSIS (abstract of the project)

vil. INTRODUCTION

1.1. About the project

1.2. Organization profile

2. SYSTEM ANALYSIS

2.1. Existing system

2.2. Proposed system

2.2.1. System Study

2.3. System specification

2.3.1. Hardware specification

2.3.2. Software specification

2.3.3. About the software

3. SYSTEM DESIGN
Design Notations
3.1.1 Data flow diagram
3.1.2 System flow diagram
3.1.3ER Diagram
3.2 Design Process
3.2.1 Input design
3.2.2 Database design
3.2.3 Output design
4. SYSTEM TESTING AND IMPLEMENTATION
4.1.Testing methodologies
4.2 System implementation
5. CONCLUSION & FUTURE ENHANCEMENTS
Bibliography
Appendix
A. Sample Screens
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B. Reports
EVALUATION PROCESS

Review — | has to be conducted during the Last week of
December

Review — Il has to be conducted during the Last week of January

Review — 111 has to be conducted during the Last week of
February

Document, Preparation and Imple mentation has to be done during the
First week of March

Viva-Voce examination will be conducted at the end of the semester by both
Internal (Respective Guides) and External Examiners, after duly verifying
the Project Report available in the College.

Instructional Hours 90
Tools for Assessment (40 Marks)
Review I Review 11 Review I11 Document, Pre paration and Total
Implementation
10 10 10 10 40
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 PSO2 PSO3 | PSO4 | PSO5
co1l H H M| M H M L L H H H H M
CO2 H H M| M H H H H H M M H H
Cco3 H M M H M M H H H H M H H
Cco4 H H H M H M L L M H H M H
CO5 H M H M H M H M H H H H M
H-High; M-Medium; L-Low
Course designed by Verified by Chairman
Dr. T. Ramaprabha Dr. J. Maria Shyla
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Course Code Title
22U4I1T3EDL / Extra Departmental Course: Practical in Libre Office Suite
SBOEC
Semester: 111 Credits: 2 | ESE: 50 Marks
Course Objective Introduces the basic features of LibreOffice, Writer, Calc, Impress.

Course Category Skill Deve lopment

Development Needs |Global

Course Description  |This course helps to understand the basic working of Libreoffice

Course Outcomes Teaching Methods Assessment Methods

COo1

Relate each of the LibreOffice programs to
create professional business documents.

CO2 Develop personal and/or business documents
following current professional and/or industry
standards.
COos3 Implement various components and functions | Demonstration Laboratory
in Libreoffice suite. Methods Experiments
CO4 Create application with various toolbar
components in Libreoffice suite.
CO5 Demonstration with various presentation tools

in Libreoffice suite.

Offered by: Information Technology

Course Content Instrucion Hour / Week : 2
S.No List of Practical
1 Create a Document in Libre Office Writer perform formatting operations using line spacing,
font type and size, alignment, insert bullets. Save and close the document.
2 Design a National Level Seminar Invitation with the following specifications using of Libre
office writer.
» Attractive Page Border.
» Design the name of the Seminar using WordArt.
» Use ClipArt
» With backgroundcolor
3 Design a Visiting Card for a person with a card size of 4” X 3” including necessary details.
4 Create a Document in Libre Office Writer with the following tools
» Inserting List and Tables
» Inserting Shapes
» Inserting Header, Footer and Page Number
5 Create a calc sheet with the following

» Insert Auto format Tables
» Perform Conditional Formatting to a cell
» Apply Formula to a cell
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6 Draw a line, XY, bar and pie chart for a given user data in LibreOffice Calc

7 Create a Libre office calc sheet with student strength of ten having marks in five subjects for
three semesters. Perform total and average using standard functions.

8 Perform Autofilter, Standard Filter and Advanced Filter to find the fast learner, medium
learner and average learner to the problem given in exercise 7.

9 Create a presentation on tourism using different colours and text formats using Libreoffice
Impress.

10 Create a presentation about your department using animations, sound effects, ole objects.

11 Create a flow chart for a given problem in the Libreoffice draw using basic shapes.

12 Perform Editing operations to a object in Libreoffice Draw with selection mode, size, and
with necessary transformations.

Total Hours | 30

Text Book:
1. LibreOffice — Getting Started Guide, 2017

Reference Books
1. http//www.open-of-course.org/courses/course/view.php?id=86.

Mapping
CO/PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Co1 H M M L H M M M H M H H M
CO2 H M H H M M H H M M M M L
COos3 H M H M L H M M H H M H M
CO4 M H M M H L M L H H H M L
CO5 M H H M H H H H H H H H M
H-High; M-Medium; L-Low
Course Designed by Verified by Chairman
Dr. T. Ramaprabha Dr. J. Maria Shyla
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Course Code Title
22U41T3ED2 / .

SBOEC Extra Departmental Course: GIMP
Semester: 111 Credits: 2 | ESE: 50 Marks

Course Objective

The objective of the course is to understand the animation technique through open

source animation tool

Course Category

Skill Development

Development Needs

Global

Course Description

This course helps to understand the basic working of GIMP

Course Outcomes

Teaching Methods

Assessment Methods

Demonstration
Methods

Cco1 Understand the basics of GIMP

CO2 Manipulating a photograph to drawing
COo3 Apply work with tools

CO4 Apply work with Images

CcO5 Create animations using Text and colors

Laboratory
Experiments

Offered by: Information Technology

Course Content

Instrucion Hour / Week : 2

S.No List of Practical

1 Create Sun Flower

2 Animate Plane flying in the Clouds

3 Create Plastic Surgery for the Nose

4 Create See-through text.

5 Create a Web Page

6 Convert Black and White Photo to Color Photo

7 Design a visiting card containing at least one Graphic and text information.

8 Create an animation to represent the growing Moon.

9 Create ananimation to indicate a ball Bouncing on steps

10 Simulate movement of a cloud

11 Display the background given (filename: Tulip.jpg) through your name

12 Create ananimation with the following features. Welcome  * letters should appear one by
one * the fill color of the text should change to a different color after. The display of the full
word using flash

Total Hours | 30
Text Book:
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1 Karian Kylandar & Olof S. Kylandar, GIMP: The Official Handbook, The Coriolis Group,2014.
2 Philip Whitt, Beginning Photo Retouching & Restoration Using GIMP, APress, 2014

Reference Books
1. Kay Ritcher, Das GIMP 2.8-Buch, O’Reilly, 2013.

Mapping
CO/PO | POl | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
Co1 H M M M M L L L H M H H M
CO2 M H M H M H H M M M M M L
COos3 M M M H H L H L H H M H M
CO4 H H L M M L L L H H H M L
CO5 H M M M L M L L H H H H M
H-High; M-Medium; L-Low
Course Designed by Verified by Chairman
Dr. P. Jeyanthi Dr. J. Maria Shyla
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B.Sc., Information Technology NASC
Course Code Title
23UCJSS01 Self Study Paper: Practical in WordPress
Semester: 11 -1V Credits: 2 ESE:100 Marks

Course Objective

websites on the Internet

To gain knowledge in Word Press and apply the same in development of the
applications and to build and run some of the largest and most powerful

Course Category

Skill Development

Development Needs

Global/Local

Course Description

To development skill set in Machine Learningand apply the concepts to
develop applications in order to meet the Local and Global needs

. Assessment
Course Outcomes Teaching Methods Methods
Cco1 Understand the basics of Word Press Program . Progrfar_n
Demonstration Creativity
. Program Debugging
CcO 2 Gains knowledge on content management Demonstration
. Program Application of
CO 3 Learns basic HTML and Word Press content Demonstration Logic
. . Program Program
CO 4 Apply smiles and links to the content Demonstration Development
. Program Program
CO5 Create customizing feedbacks Demonstration Development
Offered by Information Technology

Course Content

Instructional Hours / Week :

Program List

1. To Create a Login and its First steps with word press

2. To Create a Blog in Word Press

3. To Develop a page using semantics-learning the jargon in WordPress

4. Develop a page New to word press-where to start using Themes and Media

5. To create a new page Using images in WordPress

6. To create a new page Wrapping text around images

7. Todevelop apage and using Comments in WordPress

8. How to add Typewriter (Typing) Animated Text Effect using Typed.js to WordPress Site
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NASC

9. Create a new web page and using Post formats in WordPress

10. Develop a new page with Linking to posts, categories in WordPress

11. To create login and pages Using smiles and links manager

12. To develop a new page and using Word press feeds, customizing feeds, how to
use gravitas in Word Press, writing code in your posts.

Solving Case studies and Program development
Total Hours
Tools for Assessment
: =
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Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSOl1| PSO2 | PSO3 | PSO4 | PSO5
Co1 H H H H M H H H H H H H M
CO2 H H H H M H H H H H H H M
COo3 H H H H H H H H H H H H H
CO4 H H H H H H H H H H H H H
CO5 H H H H H H H H H H H H H
H-High; M-Medium; L-Low

Course designed by

Verified by Chairman

Dr. T. Ramaprabha

Dr. J. Maria Shyla
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Course Code Title
23UCJSS02 Self Study Paper: Quantitative Aptitude
Semester: Il -1V Credits: 2 ESE: 100 Marks

Course Objective This course presents shortcut methods to solve quantitative problems and

increases the problem solving ability of students.

Course Category Skill Deve lopment

Development Needs Global

Course Description This course emphasizes on the different quantitative techniques which assists
in real time problem solving

Teaching
Course Outcomes Methods Assessment Methods
Understand and gain knowledge about L.C.M
COl | gHCF NA NA
CO2 Analyze Profit and Loss and Ratio. NA NA
Enhance the skill of understanding problems
Co3 on Ages and Calendar. NA NA
Evaluate the Problems on Train and Boats and
CO4 Streams. NA NA
CO5 Evaluate the Problems on Pipes and Cistern. NA NA
Offered by Information Technology
Course Content Instructional Hours / Week :
Unit Description Text Book Chapters
Numbers 1 1
I L.C.M. & H.CF. 1 2
Average 1 6

Instructional Hours

Suggested Learning Methods : Video Lectures

Percentage 1 10
T Profit and Loss 1 11
Ratio and Proportion 1 12

Instructional Hours

Suggested Learning Methods :Video Lectures

Simple Interest 1 21
11

Compound Interest 1 22
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Problems on Ages 1 8
Problems on Calendar 1 27
Problems on Clocks 1 28
Instructional Hours
Suggested Learning Methods : Worked examples
Time and distance 1 17
v Problems on Trains 1 18
Boats and Streams 1 19
Instructional Hours
Suggested Learning Methods : Problem Based Learning
Time and Work 1 15
v Pipes and Cisterns 1 16

Instructional Hours

Suggested Learning Methods: e-content

Total Hours
Text Books 1 Dr. R. S. Aggarwal, Quantitative Aptitude, S. Chand, 7" Edition, 2008
1. Dr. N. K. Singh, Quantitative aptitude test, Upkar’s, 1%
Reference Books Edition, 2009
Web. URLs https ://www.toppr.com/guides/quantitative-aptitude/
Tools for Assessment
CIAI CIA Il | CIA 1T Assighment Seminar Quiz Total
Mapping
CO\PO | PO1 | PO2 | PO3 | PO4 | PO5 | PO6 | PO7 | PO8 | PSO1 | PSO2 | PSO3 | PSO4 | PSO5
co1 H M M L H M L M H M H L M
CO2 M M H H M M H H M L M M L
CO3 H M H M L H M M H H M L M
CO4 M H H M M L H L H M H M M
CO5 H M H M H L H H L H L H M
H-High; M-Medium; L-Low
Course designed by Verified by Chairman
Dr. T. Ramaprabha Dr. J. Maria Shyla
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